CONTRACT NUMBER P§66640
STATE OF NEW YORK AGREEMENT FOR HOSTED MARKETPLACE
CATALOG & E-INVOICING SOLUTION (STATEWIDE)
WITH PERFECT COMMERCE, LLC
AMENDMENT #1

THIS AMENDMENT (hereinafier Amendment #1) is made as of this@]_day of “lanusn,
2016 by and between the State of New York, acting by and through the Office of General J
Services (hereinafter “OGS” or the “State™), with offices at 41* Floor, Corning Tower, The
Governor Nelson A. Rockefeller Empire State Plaza, Albany, New York, 12242 and Perfect
Commerce, LLC (hereinafter “Contractor”), with offices at One Compass Way, Suite 120,
Newport News, VA 23606. The State and the Contractor are collectively referred to as the
“Parties.”

WHEREAS, the Parties entered into the above referenced Contract, effective October 20, 2014
(the “Contract™), for a Hosted Marketplace Catalog & e-Invoicing Solution; and

WHEREAS, the Parties now wish to amend the Contract as set forth below; and

NOW, THEREFORE, in consideration of the mutual covenants, terms and conditions set forth in
this Amendment #1, the Parties agree to the following amendment to the Contract:

1. The Parties agree that the last paragraph of Section 4.10, Payment Schedule, is deleted
and replaced with the following:

Notwithstanding the foregoing, Contractor or the State may request that any Deliverable
or any individual task within a Deliverable be delivered in a different order than the
Payment Schedule identified in this section. Upon the mutual written agreement of the
Parties, which may be evidenced by email, and subject to the approval of the Catalog
MarketPlace and elnvoicing Committee, which shall not be unreasonably withheld and
also may be evidenced by email, the Payment Schedule may be amended in accordance
with such requested and approved changes.

Notwithstanding the foregoing, the parties accept the following modifications:

 Deliverable Sub-deliverable Status/Change
Deliverable 1: Modified | No changes Completed and
Implementation Plan Accepted. Paid
Invoice Number PCI-
0000025223




Deliverable 2: Interfaces | Interface with SFS: Catalog Completed and
with SFS and FileNet Integration and return shopping | Accepted. Billed July
cart to SFS, Dispatch PO from 31, 2015 Invoice
SFS to Perfect Commerce, Number PCI-
Deliver PO to Supplier, Return | 0000026104.*
POR Acceptance or Rejection to
SFS
Interface with FileNet Moved to Deliverable
8.
Deliverable 3: Provide General functionality: Completed and
MarketPlace Catalog searches, filters, variables, user | Accepted. Billed July
display and functionality 1, 2015 invoice
Provide sample punchout catalog | Number PCI-

with a live supplier

Develop State Marketplace
catalog

Provide access to catalog via
SFS

Provide access to catalog and
payment via PCard

Conduct live website
demonstration of functionality

0000025973 .*

Validation by OGS is
Tabled/Moved to
Provide standard reporting Deliverable #8
Contract Manager review, edit
and change functionality Completed
workflow
Provide Supplier registration Completed and
review, edit and change Accepted. Billed July
functionality workflow 1, 2015 Invoice
Completed User Acceptance Number PCI-

Test and identified defects

Resolved Critical defects from
User Acceptance test

Functionality requests identified
and tracked

Data verified — Catalog Content

0000025973.*

Deliverable 4: elnvoicing

Supplier registration and
submittal of invoices in multiple
formats - e.g., purchase order
(PO) flip

Completed and
Accepted. Billed July
31, 2015 Invoice




Acceptance (Reserve
Amount)

above in Deliverable 2.

Vendor interface Number PCI-
0000026104.*
Out of the box reporting Validation by OGS
Tabled/Moved to
Deliverable #8
General functionality: searches, | Completed
filters, variables, user display
and functionality
Acceptance of a non-PO invoice | Moved to Deliverable
8.
Supplier and invoice for data Partially Completed.
validation for PO and non-PO Moved to Deliverable
invoices 8.
Ability to upload supporting
documentation to an invoice,
| e.g., file attachment
Business rule development and | Completed and
integration Accepted. Billed July
Invoice hold function 31, 2015 Invoice
User Acceptance Test defects I(;I(;ggg;gll’{(): 41 .
identified '
User Acceptance Test critical
defects resolved
New functionality requests Tabled/Moved to
identified and tracked Deliverable #8
Supplier registration and Completed.
submittal of invoices in multiple
formats - e.g., purchase order
(PO) flip
Deliverable 5: System, No changes. No updates.
Accessibility and Load
Testing
Deliverable 6: Training | Add Sub-deliverables identified | No updates.
and Communication above in Deliverables 3 and 4.
Deliverable 7: Go Live No changes. No updates.
Deliverable 8: Go Live Add Sub-deliverables identified | No updates.

* Upon execution of this Amendment, these invoices are considered due.

Except as herein modified, all other terms and conditions of the Contract shall remain in full

force and effect.




IN WITNESS WHEREQF, each of the Parties hereto has caused this Amendment to be executed
as of the date first written above, and the persons signing this Agreement represent and warrant
ape-tuly authorized to sign on behalf of the respective Parties.

MERCE, LLC. THE STATE OF NEW YO
e 5
1ﬂy/:/ -7
AME

N
NAME:Chas [e 5 Shanaga :
TITLE: CO> TITLE: Susan M. Filburn

1/ 29/ %0/¢



INDIVIDUAL, CORPORATION, PARTNERSHIP, OR LLLC ACKNOWLEDGMENT

STATE OF Igu’\l A }

COUNTY OF i wagad' M 9_,,9_3 }

the 2 7 day of \SANMULL,{ in the year 201§, before me personally appeared
Arles ShAnNoYL) I , known to me to be the person who executed the
foregoing instrument, who, bemg duly sworn by me did depose ani(say that he mamtams an office at
i—.u);-’»br’_'f’ eSS , City/Town of Ce.uu,oo L 2w .
County of /U‘-'-;QB A S ,Stateof _\[iea,n O ; and
further that: =
[Check One]

(L11f an individual): _he executed the foregoing instrument in his/her name and on his/her own behalf.

(CJ1f a corporation): _he is the of

, the corporation described in said instrument; that, by
authority of the Board of Directors of said corporation, _he is authorized to execute the foregoing
instrument on behalf of the corporation for purposes set forth therein; and that, pursuant to that
authority, _he executed the foregoing instrument in the name of and on behalf of said corporation as
the act and deed of said corporation.

(C]if a partnership): _he is the of

, the partnership described in said instrument; that, by the
terms of said partnership, _he is authorized to execute the foregoing instrument on behalf of the
partnership for purposes set forth therein; and that, pursuant to that authority, _he executed the
foregoing instrument in the name of and on behalf of said partnership as the act and deed of said
partnership.

( a limited liability company): _he is a duly authorized member of
et Fed ﬁ Coewmecce Hold; (\%, LLC, the limited liability company described in said
instrument; that _he is authorized to-ekecute the foregoing instrument on behalf of the limited liability
company for purposes set forth therein; and that, pursuant to that authority, _he executed the

foregoing instrument in the name of and on behalf of said limited liability company as the act and
deed of said limited liability company.

Sworn to me before thisﬂ 7 day ofzﬁl‘Ml&_Lf ,2016

MICHELLE D. MCMILLAN

. NOTARY PUBLIC .
REG. #202151
{ COMMONWEALTH OF VIRGINIA
MY COMMISSION EXPIRES SEPT. 30, 2019

Notary Public
Registration No.
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STATE OF NEW YORK
OFFICE OF GENERAL SERVICES
AGREEMENT #PS66640
CENTRALIZED CONTRACT FOR HOSTED MARKETPLACE
CATALOG & E-INVOICING SOLUTION

THIS AGREEMENT (hereinafter the “Contract” or the “Agreement”) is made by and between the People of the State of
New York, acting by and through the Commissioner of the Office of General Services (OGS), whose office is on the 41
Floor, Tower Building, Governor Nelson A. Rockefeller Empire State Plaza, Albany, New York 12242 (hereinafter referred
to as the “State” or “OGS") and Perfect Commerce LL.C, having its principal place of business at One Compass Way,
Suite 120, Newport News, VA 23606, (hereinafter referred to as the “Contractor”). OGS and the Contractor are
collectively referred to as the “Parties.”

WHEREAS, OGS is statutorily authorized to enter into centralized procurement contracts for services for use by New
York State agencies, departments, public authorities, political subdivisions and any other entities authorized by statute to
utilize its centralized contracts (hereinafter "Authorized Users”), and

WHEREAS, OGS has identified a need by New York State agencies and other Authorized Users for a centralized
contract for a Hosted MarketPlace Catalog and elnvoicing Solution, as further described herein, and

WHEREAS, OGS issued a sclicitation, referred to as Request for Proposal #22816 (“the RFP”) for a Hosted
MarketPlace Catalog and elnvoicing Solution, which was advertised on April 24, 2014 in the New York State Contract
Reporter, as required by New York State Economic Development Law, and

WHEREAS, OGS conducted a competitive procurement to identify the bidder which could provide the Hosted
MarketPlace Catalog & elnvoicing Solution at the best value, and

WHEREAS, one award was made to the bidder who submitted the best value responsive proposal, and
WHEREAS, the State has determined: that the Contractor submitted the best value responsive proposal; that the
Contractor is a responsible vendor; and that the Contractor is willing to provide the services set forth herein under the

terms and conditions contained herein, and

NOW THEREFORE, in consideration of the terms contained herein and the mutual covenants and obligations moving
to each party hereto from the other, the Parties hereby agree as follows:

CONTRACT PS66640, Perfect Commerce LLC
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1. OVERVIEW

1.1 OVERVIEW

This Contract sets forth the terms and conditions for the provision of a Hosted MarketPlace Catalog and
elnvoicing Sclution from Contractor to Authorized Users of the Confract on a statewide basis. References to the
State and its Agencies or Non-State Agencies as Authorized Users under this centralized Centract encompass
and include all such entities within the definition of “Authorized User” set forth in State Finance Law §183(1)(k).
This Contract is comprised of two {2) Lots, which are specified below and described in further detail herein.

1.2 SCOPE

Lot | — Under Lot |, the Contractor will establish, operate and maintain a Hosted MarketPlace Catalog Site for use
by New York State agencies, municipalities and other Authorized Users to seamlessly purchase goods and
services from NYSPro centralized contract suppliers in one collaborative online environment that will interface
with New York State's existing Statewide Financial System {SFS). The SFS system is a customized on-premise
solution based on a PeopleSoft 9.0 platform. The Contractor's solution will alsc automate accounts payable
through an Electronic Purchase Order (PO) dispatch and supplier invoice submission (elnvoicing) solution for use
by the Business Services Center (BSC) that will interface with SFS and the State's document management
solution, IBM FileNet P8 Content Manager 5.1. The elnvoicing soluticn will enable suppliers to submit invoices to
the State electronically and provide reporting capabilities to enable the State to track purchases and electronic
invoices. The solutions procured under this Contract are intended to work with, not replace, SFS. The solutions
will:

o Create a more efficient and streamlined procurement business process

s Access and purchase from statewide contracted supplier catalogs via an online site

+ Provide better management of statewide contract suppliers, products, items and pricing

¢ Better analyze spend data to identify best savings opporiunities

« Create paperless invoicing and invoice processing by enabling suppliers to submit invoices electronically

+ Create the ability to process invoices with greater efficiency and accuracy, supporting timely payment
settlement

Lot Il — Under Lot il, Authorized Users will have the option to implement their own “end-to-end” procurement
solution which will include the Contractor's full menu of offerings. Under this Lot, New York State Agencies or
other Authorized Users will be able to establish their own MarketPlace Catalog Site or purchase from a full menu
of end-to-end precurement solutions offered by the Contractor on a centralized Contract basis. The Contractor's
full menu of offerings will include, but is not limited to:

» @Sourcing — automated sourcing or bid process

» Contract Management - automated supplier contracting process

* Vendor Management — automated supplier validation, documentation and tracking

+ MarketPlace Catalog — establish an online hosted catalog site of goods andfor services - j -

* Purchase Requisition — the integration with online vendor catalogs, which includes approving products,
displaying pricing and contract terms

+ Requisition Approval — once a purchase requisition is created, it is routed for approval based on the
business rules and criteria defined by the Authorized User

+«  Workfiow Management — the management, creation of user roles, rights and permissions to follow
defined business rules

» Purchase Order Delivery — the creation of Purchase Orders from approved requisitions and transmission
of orders from Authorized Users to suppliers.

+ Receiving and Reconciliation — flipping Purchase Orders into invoices and/or delivering invoices to the
Authorized Users in an automated goods receipt and reconciliation process. This includes the

CONTRACT PS66640, Perfect Commerce LLC
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1.3

enablement of two or three way matching between Purchase Orders, invoices and goods receipt
documents.

« Reporting and Analysis — the ability of the solution to generate standard and customized queries and
reports providing visibility into the transactions across Authorized Users and suppliers.

CURRENT ENVIRONMENT

Statewide Financial System (SFS)

New York State is currently operating on an Enterprise Resource Planning (ERP) system that is Oracle’s
PeopleSoft software, which is referred to as the Statewide Financial System (SFS). SFS is currently on
PeopleSoft Financials version 9.0 Bundle 18, operating on PeopleTools version 8.49.33. The State is planning to
upgrade to PeopleSoft Financials version 9.2, operating on PeopleTools version 8.53 by approximately April,
2015, with a “freeze” period (no changes to version 9.0) planned prior to such date. SFS supports requisition-to-
payment processing and financial management functions. The eProcurement application specifically supports the
requisitioning process for State Agencies to procure goods and services. The application provides catalog
integration capabilities; however, the State is not currently utilizing this functionality to support the requisition
creation process. The State will be implementing the PeopleSoft Inventory module in the near future to track
inventory items within the item master table. Further information regarding business processes, interfaces, and
file layouts may be found at: www.sis.ny.aov and hitp://www osc state. ny usiagencies/guide/My\WebHelp/.

Purchagsing Frocess Overview

At Present, NYSPro manages approximately 1300 centralized procurements, which includes contracts that have
been awarded to multiple vendors. NYSPro also supports contracting activities for over 60 State Agencies, as well
as approximately 4,000 local government entities and other Authorized Users. :

The acquisition mechanism and buying function for State Agencies is generally decentralized with each agency
responsible for individual interaction with contractors. Requests for goods and services are generally processed via
the State's PeopleSoft eProcurement application. State Agencies are currently not required to utilize the
eProcurement requisition application unless the agency is being supported by the Business Services Center (BSC).
However, agencies are required to generate purchase orders when buying from centralized contracts unless certain
criteria exist (e.g., transactions fall under a certain dollar threshold), in which case, goods and services may be
purchased and settled directly via Procurement Cards (P-Card).

NYSPro has implemented leading practices to support the State’s mission tc deliver and sustain savings to
taxpayers. To support this initiative, it is critical that reporting metrics be captured to track purchases made to
suppliers against statewide contracts.

The State is able to capture certain contract spending metrics against purchases made by State Agencies that are
processed through the SFS. The State is able to track spending by capturing the vendor contract number on
purchase order and voucher transactions; however the vendor contract number cannot be captured on transactions
settled via Procurement Card (P-Card). In addition, local government entities do not utilize the SFS and must
purchase directly from centralized contracts, thus NYS is unable to track spend against such purchases and must
rely on metrics provided from the suppliers themselves. In order to procure goods and services at the best prices,
as well as achieve savings goals, the State must be able to capture the most accurate contract spending metrics
possible.

Invoice Process Overview

The BSC is intended to be New York’s central office for processing human resource and financial transactions on
behalf of over 64 State Agencies. Currently, the BSC has approximately 90 FTEs that manuaily process an
estimated 15,000 invoices, 3250 utilities vouchers, 8250 PO vouchers, and 3500 inter-agency vouchers per month.
Once all agencies are on-boarded by the end of 2014, the BSC accounts payable service line is projected to have
450 staff processing slightly less than 57,000 invoices per month. NYS Prompt Payment guidelines require invoices
to be paid in accordance with State Finance Law.

The state’s accounts payable business process consists of invoice receipt, scanning/imaging, routing to agencies -
for approval to pay/inquiries, data entry in the SFS Accounts Payable (A/P) module, 2-Way and 3-Way matching
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(PO vouchers only), budget checking (automated in SFS), release for payment disbursement and posting
accounting entries to the SFS General Ledger. Currently it is a manual, paper-based process.

[— Fiscal Year | Estimated Number of Invoices
2012-13 165,000
2013-14 615,000 — 750,000
2014-15 675,000 — 825,000
2015-16 675,000 — 825,000

CONTRACT PERIOD AND RENEWALS

This Contract shall commence after receipt of all necessary approvals, and shall become effective upon mailing of
final Contract Award Notice by OGS in accordance with Appendix B § 26(i), Confract Creation/Execution. The
Contract shall be in effect for a term of two (2) years. If mutually agreed between OGS and the Contractor, the
Contract may be renewed, under the same terms and conditions, for up to one (1) additional five (5) year period,
not to exceed a total Contract term of seven (7} years.

DEFINITIONS

Terms used in this Contract or Attachmenits that have a capitalized first letter shall be defined in accordance with
Appendix B, § 2, Definitions. In addition, the following definitions shall apply:

“Ability to” means capable of. Certain abilities or functionalities are dependent upon Supplier cooperation to
enable.

“Authorized Administrator” shall refer to an individual who is an authorized power user of the SaaS solution on
behalf of a State Agency or other Authorized User entity.

“Authorized User” shall have the same meaning as that term is defined in Appendix B, §2, Definitions.

“Business Services Center (BSC)” shall refer o a division of the New York State Office of General Services
that serves as New York’s central office for pracessing HR and finance transitions on behalf of Executive State
Agencies.

“Business Day” shall refer to Monday through Friday from 8:00 AM — 5:00 PM ET, excluding New York State or
Federal holidays.

“CAIQ" shall refer to the Consensus Assessments Initiative Questionnaire v.1.1, as established by the Cloud
Security Alliance (CSA). Contractor's response to the CAIQ Questionnaire is included as Appendix H of the
Contract.

“Content” means any data, information or materials provided to Contractor by a Supplier including, parametric
information regarding products such as item descriptions, product and service attributes, units of measures,
categories, price, payment methods, photographs, drawings, audio, video, technical specifications, and any
associated marketing literature or point of purchase information, including any updates, revisions, and corrections
thereto. Content does not include Transaction Information. -

“Contract’ shall refer to the final version of any contractuaily binding agreement between the State and the
Contractor relating to the subject matter of RFP #228186; references to the Contract include al! exhibits,
attachments and other documents attached thereto or incorporated therein by reference.

“Contractor” shall refer to the entity which has submitted a bid in response to the RFP and has been awarded a
contract and has executed a contract with the State.

“Critical Defect” shall refer to a defect that causes the SaaS Product to be unavailable or a defect in significant
functionality of the SaaS Product that causes operations to cease because no workaround exists.

“Deliverable” shalll refer to a project outcome or output to be achieved, produced or provided by Contractor as
part of its responsibilities under the Contract. Lot | deliverables are specified in Section 4 of this Contract. Lot ||
deliverables will be established and identified in any applicable Statement of Work. -
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“DOB” shall refer to the New York State Division of the Budget.
“EEQ" shall refer to Equal Employment Opportunity.

“Electronic Invoicing (elnvoicing)” shall refer to the ability for statewide contracted suppliers to submit
standardized invoices electronically to the State which may be via a third party solution that provides the
technological capability to integrate invoices with the NYS Statewide Financial System (SFS), PeopleSoft {version
9.x) Accounts Payable module and FileNet.

“Enterprise Resource Planning (ERP)” shall refer to all software applications used to integrate internal and
external management of information across all State agencies.

“ET" shall refer to prevailing Eastern Standard Time.
“FileNet” shall refer to the State’s document management solution - IBM FileNet P8 Content Manager 5.1.

“Intellectual Property Rights” means any patent rights, copyrights, trade secrets, trade names, service marks,
trademarks, moral rights, know-how and any other similar rights or intangible assets recognized under any laws or
international conventions, and in any country or jurisdiction in the world, ag intellectual creations to which rights of
ownership accrue, and all registrations, applications, disclosures, renewals, extensions, continuations or reissues
of the foregoing now or hereafter in force.

“ITS" shall refer to the New York State Information Technology Services.
“Lot” shall refer to a subcategory of RFP #22816 and this resulting Contract, as further described herein.

“Marketplace Catalog (eCatalog)” shall refer to a seamless, online "Marketplace Shopping Site” available for all
State entities to view and purchase goods and services from statewide contracted suppliers.

“MarketPlace Catalog and elnvoicing Committee” shall refer to a committee which will include staff from New
York State Procurement (NYSPro), the Business Services Center (BSC), Information Technology Services (ITS),
the Division of the Budget (DOB) and the Statewide Financial System (SFS), and will serve as the overall
governance of this implementation.

“Market Statistics” means aggregated, non-attributable statistical information associated with Transaction
Information, but does not include information or the presentation of information from which could be reasonably
determined: (a) the identity of specific transactions or parties, (b} Transaction Information, or (¢} SKU-level pricing
contained in specific Content.

“M/WBE?” shall refer to a business certified with Empire State Development (ESD) as a Minority and/or Women-
owned Business Enterprise.

“May” denotes the permissive in a clause or specification of the RFP or this Contract. Also see "Must,”
“Should,” and "Shall.”

“Must” denotes the imperative in a clause or specification of the RFP or this Contract. “Must” is synonymous
with “required.” Also see “Shall," “Should,” and “May."

“N/A” is a common abbreviation for nof applicable or not available, used to indicate when information in a certain
field or on a table is not provided, either because it does not apply to a particular case in question or because itis
not available.

“New York State Procurement (NYSPro)”(formerly known as Procurement Services Group (PSG)” shall mean a
division of the New York State Office of General Services which is authorized by law to issue centralized,
statewide contracts for use by New York agencies, political subdivisions, schools, libraries and others authorized
by law to participate in such contracts.

“Non-State Agencies” shall refer to political subdivisions and other entities authorized by law to make purchases
from New York State centralized contracts other than those entities that qualify as State Agencies. This includes
all entities permitted to participate in centralized contracts per Appendix B, §27(b), Non-State Agency Authorized
Users and §27(c), Voluntary Extension and State Finance Law Section 163(1)(k).
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“NYS Holidays” shall refer to the legal holidays for State Employees in the Classified Service of the Executive
Branch, as more particularly specified on the website of the NYS Department of Civil Service. This includes the
following: New Year's Day; Martin Luther King Day; Washington's Birthday (observed); Memorial Day;
Independence Day; Labor Day; Columbus Day; Veteran’s Day; Thanksgiving Day; and Christmas Day. Available
at: http:www.es.ny.qoviattendance leave/TM 39.¢fim

“NYS Vendor ID” shall refer to the ten-character identifier issued by New York State when a Contractor or
vendor is registered on the Vendor File.

“0GS” shall refer to the New York State Office of General Services.
“QSC” shall refer to the New York State Office of the State Corptroller.

“Payment Card Industry Data Security Standards (PCI-DSS)” shall refer to the standards set forth by the
Payment Card Industry Standards Council, with more information available
at: https:/fwww.pcisecuritystandards.org.

“Procurement Card (P-Card)” shall refer to a method of procuring goods and services and settling the
purchases by New York State Agencies and other Authorized Users.

“Project Manager (PM)” shall refer to the individual assigned to lead the project and oversee the compietion of
all work under the project.

“Preferred Source” shall refer to a designation maintained by certain New York State vendors, contractors, or
suppiiers. All State agencies, political subdivisions and public benefit corporations {which includes most public
authorities), are required to purchase certain approved products and services from preferred sources in
accordance with the procedures and requirements described in the Preferred Source Guidelines, available at:
http Mheranw. 0gs.ny. goviprocurecounc/pdidoc/psquide. pdf

“punch-out” shall refer to the industry accepted seamiess process of leaving the hosted catalog environment to
allow the user to shop in a Supplier hosted catalog designated by Supplier and then return the shopping basket
back into the hosted catalog shopping environment.

“Records” shall have the meaning defined in Appendix A, except that such definition shall only apply to Appendix
A and shall exclude any Content and Transaction Information which is not directly pertinent to Contractor's
performance under the Contract.

“Software as a Service (SaaS)” shall refer to a multi-tenant software delivery model in which software and
associated data are centrally hosted, maintained, and updated on the cloud and accessed via a web browser.
The software applications will be hosted by the Contractor where the State does not take ownership of the
software and is instead purchasing access to the application and support via the Internet. “Software as a Service”
may also be referred to as “Software as a Solution.”

“Saa$S Product” or “Saa$S Products” means the Software as a Service products provided by Contractor and
Affiliates to the State and/or Authorized Users pursuant to this Contract and as described herein, including any
successor or replacement services offering the same or more functionality than its predecessor.

“Small Business Enterprise (SBE)” shall refer to a “New York State Small Business,” which is defined as a
company that is a resident to New York State, independently owned and operated, with 100 or fewer employees,
and not dominant in its field. See State Finance Law §160(8).

“System Development Life Cycle (SDLC)” shall refer to, at a minimum, the planning, design, build, training,
testing, deployment, and project closeout cycle of a software implementation solution.

“Statewide Financial System (SFS)” shall refer to the New York State Enterprise Resource Planning (ERP)
system that is Oracle’s PeopleSoft software.

“Shall” denotes the imperative in a clause or specification of the RFP or this Contract. “Shall” is synonymous with
“required.” Also see “Must,” “Should,” and “May.”

“Should” denotes the permissive in a clause or specification of the RFP or this Contract. Also see "May,” “Shall,”
and “Must.”
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“Service Level Agreement (SLA)” shall refer to a negotiated agreement between the Contractor and the State
that contains service performance metrics with corresponding service level objectives.

“Solution” shall refer to the Contractor's proposed products and/or services to be provided to the State under
this Contract.

“Statement of Work (SOW)” shall refer to a description of products, services and/or deliverables to be provided
by the Contractor to an Authorized User under this Contract. Statements of Work will be required under Lot Il of
this Contract.

“State” shall refer to the State of New York.

“State Agency or State Agencies” shall have the same meaning as “Agency” or “Agencies” in Appendix B, §2,
Definitions.

“Supplier’ shall refer to an existing holder of an OGS Centralized contract, a preferred source vendor designated
by the State, or a utility company or other entity that holds an agreement with the State.

“Transaction Information” means the specific pricing, quantities, parties and terms and conditions of any
contract, order, bid or proposal disclosed directly or indirectly to Contractor through the use of the SaaS Products,
but shall not include any information which was at the time of disclosure intended to be disclosed by Contractor to
a bidder or other intended recipient on behalf of the Authorized User.

2. CONTRACT TERMS AND CONDITIONS

This section sets forth the terms and conditions of the Contract.

21

2.2

23

CONFLICT OF TERMS
Conflicts among the documents shall be resolved in the following order of precedence:

Appendix A, Standard Clauses for New York State Confracts,

The base Contract (the portion of this document preceding the signature of the parties);
Appendix B, General Specifications,

Appendix C, Pricing Schedule;

Appendix D, Service Level Agreement, and

mmo o w>

Appendix E, Minority and Women-Owned Business Enterprises and Equal Employment Opportunity Policy
Statement

G. Other attachments and appendices as deemed necessary

APPENDIX A

Appendix A, Standard Clauses for New York State Contracts, dated January 2014, attached hereto, is hereby
expressly made a part of this Contract as fully as if set forth at length herein.

APPENDIX B _ .-

Appendix B, Office of General Services General Specifications, dated June 2014, attached hereto, is hereby
expressly made a part of this Contract as fully as if set forth at length herein.

2.31 APPENDIX B AMENDMENTS
The following amendments are hereby made to Appendix B, Office of General Services General Specifications:

Section 10, Prevailing Wage Rates — Public Works and Building Services Confracts, paragraphs (c) and {(d) are
deleted in their entirety.

Section 15, Remanufactured, Recycled, Recyclable or Recovered Materials, is deleted in its entirety.
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Section 17{(f), Best Pricing Offer, is amended as follows:
During the Contract term, if subsiantially the same Product is sold by the Contractor outside of this Contract upon the
same or similar terms and conditions as this Contract at a lower price to a U.S. federal, state or local governmental
entity of similar size and total annual operating budget and with a similar scope of work, then the ongoing price under
this Contract, at the discretion of the Commissioner, shall be immediately reduced to the fower price.

Section 19, Site Inspection, is deleted in its entirety.
Section 21, Samples, is deleted in its entirety.
Section 35, Shipping/Receipt of Product, paragraphs (a) and {b) are deleted in their entirety.
Section 37, Re-Weighing Product, is deleted in its enfirety.
Section 39, Rejected Product, is amended by adding the following:
Nothing in this Section 39 shali be deemed a property transfer or copyright license or other form of
software license to any of Contractor’s intellectual property.
Section 40, Insfallation, is deleted in its entirety.
Section 41, Repaired or Replaced Parts, is deleted in its entirety.
Section 45, Performance/Bid Bond, is deleted in its entirety.
Section 56, Security, is amended as follows:
Contractor warrants, covenants and represents that it will comply fully with all reasonable security
procedures of the Authorized User(s} in performance of the Contract including but not limited to physical,
facility, documentary and cyber security rules, procedures and protocols, provided that notice of such
procedures has been given to Contractor.
Section 59, Warranties, is amended as follows:
The last paragraph of Section 59 (a), Product Performance, is deleted in its entirety.
Paragraph (¢}, Product Warranty for Deliverables, is amended as follows:
c. Product Warranty for Deliverables. During the Project warranty period, defects in the materials
or workmanship of components or deliverables specified and furnished by or through Contractor
shall be repaired or replaced by Contractor at no cost to the Authorized User.
Section 65, Software/License Grant, is deleted in its entirety. . .-
Section 66, Product Acceptance, is amended as follows:
Unless otherwise provided by mutual agreement of the Authorized User and the Contractor, Authorized
User(s) shall have sixty (60) days from the date of delivery to accept Products.
Unless otherwise provided by mutual agreement of the Authorized User and the Contractor, Authorized
User shall have the option to run reasonable testing on the Product prior to acceptance, such reasonable
tests and data sets to be specified by User. Where using its own data or tests, Authorized User must

have the tests or representative set of data available upon delivery. This demonstration will take the form
of a documented installation test, capable of observation by the Authorized User, and shall be made part
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of the Contractor's standard documentation. The test data shall remain accessible to the Authorized User
after completion of the test.

in the event that the documented installation test cannot be completed successfully within the specified
acceptance period, and the Contractor or Product is responsible for the delay, Authorized User shall have
the option to cancel the order in whole or in part, or to extend the testing period for an additional thirty (30)
day increment. Authorized User shall notify Contractor of acceptance upon successful completion of the
documented installation test. Such cancellation shall not give rise to any cause of action against the
Authorized User for damages, loss of profits, expenses, or other remuneration of any kind.

If the Authorized User elects to provide a deficiency statement specifying how the Product fails to meet the
reasonable specifications within the testing period, Contractor shall have thirty (30) days to correct the
deficiency, and the Authorized User shall have an additional sixty (60) days to evaluate the Product as
provided herein. If the Product does not meet the specifications at the end of the extended testing period,
Authorized User, upon prior written notice to Contractor, may then reject the Product and return ali defective
Product to Contractor, and Contractor shall refund any manies paid by the Authorized User to Contractor
therefor. Costs and liabilities associated with a failure of the Product to perform in accordance with the
functionality tests or product specifications during the acceptance period shall be borne fully by Contractor
to the extent that said costs or liabilities shall not have been caused by negligent or willful acts or omissions
of the Authorized User's agents or employees. Said costs shall be limited to the amounts set forth in the
Limitation of Liability Clause for any liability for costs incurred at the direction or recommendation of
Contractor. When Product is not accepted, it must be removed by the Contractor from the premises of the
Authorized User within ten calendar days of notification of non-acceptance by the Authorized User.
Rejected items not removed by the Contractor within the ten calendar day period shall be regarded as
abandoned by the Contractor and the Authorized User shall have the right to dispose of Product as its own
property. The Contractor shall promptly reimburse the Authorized User for any costs incurred in storage or
effecting removal or disposition after the ten calendar day period.

Section 67, Audit of Licensed Product Usage, is deleted in its entirety.

Section 68, Qwnership/Title to Project Deliverables, is amended as follows:

Paragraph (b), Title to Project Deliverables, is amended as follows:

b. Title to Project Deliverables. Contractor acknowledges that it is commissioned by the Authorized User
to perform the services detailed in the Purchase Order. Unless otherwise specified in writing in the Bid or
Purchase Order, the Authorized User shall have ownership and license rights as follows:

Custom Products: Effective upon creation of Custom Products, Authorized User takes a non-exclusive
perpetual license to Custom Products. In such case, Licensee on behalf of all Authorized Users shall be
granted a non-exclusive perpetual license to use, execute, reproduce, display, and perform Custom
Product.

Paragraphs (d), Sale or License of Custom Products Invoiving Tax-Exempt Financing (i.e., Certificates of
Participation - COPS} and (e), Contractor's Obligation with Regard to ISV (Third Party) Product are deleted in
their entirety. -

Section 89, Proof of License, is deleted in its entirety.

APPENDIX C
Appendix C, Pricing Schedule, is hereby expressly made a part of this Contract as fully as if set forth at length

herein.

APPENDIX D

Appendix D, Service Level Agreement, is hereby expressly made a part of this Contract as fully as if set forth at
length herein.
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2.6 CONTRACTOR REQUIREMENTS
The Solution implemented by the Contractor must comply with the following requirements:

1.

10.
11.
12.
13.

14.

15.

16.

17.

18.

19.

20.

Ability to integrate with PeopleSoft 9.x and establish a node-to-node interface with PeopleSoft Integration
Broker using encrypted HTTP protocols {SSL/TLS) - {current is PeopleTools 8.53)
Ability to integrate with FileNet P8 Content Manager 5.1
Ability to establish a secure log-in mechanism, with credentials, for Authorized Users (e.g., Local
Government users) to access the MarketPlace Catalog directly without navigating to the site via PeopleSoft
Ability to enable State SFS users to access the MarketPlace Catalog through a seamiess integration via single
sign-on access through PeopleSoft eProcurement module based on standard PeopleSoft User Management
functionality
Ability to support roundtrip catalog punch-out requests originating from PeopleSoft through PeopleSoft
Integration Broker and return back into the Statewide Financial System {SFS) with shopping cart information
Ability to create a requisition and transfer information, including but not limited to:

e [tem ID — Item number from the State’s ltem Master list
Unit Price — Contracted unit price for the items
Unit of Measure - as defined from the NYS Standard Unit of Measure Conversion List {dynamic}
Category Code — UNSPSC compliant and as defined by the NYS ltem Master
[tem Description — Description of the product (256 character limit)
Quantity — Quantity of items selected for order
Contract Supplier Item 1D — Supplier specific item number
Contract Number — New York State assigned contract number
Contract Line

¢ Quantity
Ability to provide an extract conforming to SFS PeopleSoft specifications to update the ltem Master within
PeopleSoft, provide ltem Master updates to PeopleSoft using Catalog Interchange Format (CIF) standards,
and provide updates through PeopleSoft enterprise integration points (EIP) ITEM_SYNC and ITEM_FULLSYNC
Ability to delineate and transmit electronic invoices into SFS PeopleSoft, using OAG protocols through
PeopleSoft Integration Broker, and into FileNet {delineation will be whether the invoice is for the Business
Service Center (FileNet) or other State agency {SFS))
Ability to accept and process PQ and non-PO invoices, in multiple formats, including but not limited to XML,
PDF, CSV, via a vendor hosted service solution and create an electronic invoice
Ability for suppliers to create and/or submit an invoice from an eCatalog transaction
Ability for the solution to enforce data validation on submitted electronic invoices for multiple data fields
Ability to convert lines on a single PO into multiple invoices
Ability for suppliers to upload supporting invoice related detail and attachments {such as packing slips), and
associate these with an original invoice after the original submission (e.g., follow-up requested
documentation)
Ability to customize business rules for invoice line items
Ability for the solution to transfer invoices real-time to the NYS Statewide Financial System (SFS), and batch
in the case of real time failures or delays _ i
Ability to create validation rules (e.g., identify duplicate invoices) and invoice rules (e.g., flag an invoice for
special treatment) for einvoices
Ability to search for invoices by multiple criteria, including but not limited to Supplier Name, Supplier ID,
Line items, PO#, Contract#, Agency, etc.
Ability to view and report on metrics in real time, including but not limited to invoice transaction events,
changes in status, date, timestamp, etc.
Ability to provide an integration point from the supplier network to SFS PeopleSoft ERP System via a Saas-
based platform
Ability to provide online training to Authorized Users and suppliers, provide Train-the-Trainer sessions and
publish/post online help and training materials to support the solution roll-out

e & & & & @ ¢ B
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23.

24,

25.

26.
27.

28.

29.

30.

31.

32.

33.

34.
35.

36.

37.
38.

39.

. Ability to create and implement formal, documented backup and redundancy measures to ensure continuity
of service and preservation of State data

. Ability to configure approval rules, requiring approval prior to settiement of transactions, for transactions to

be settled via P-Card (e.g., municipalities, towns, cities, etc.)

Ability for Authorized Administrator(s) to maintain assigned catalog, to include: review and approve/reject

contract item and price updates submitted by suppliers prior to placing updates into production, receive an

electronic alert when a supplier initiates an action that requires approval {e.g., updated catalog content),

maintain an archive of edits for catalogs, create a continuous queue for tasks to be completed, and act as a

proxy for suppliers to upload a new catalog

Ability to configure controllable catalog views across the enterprise (e.g., associate the correct catalogs

and/or items with the appropriate purchasing user/organization)

Ability to configure validation rules to ensure loaded supplier catalog data is in compliance with unit-of-

measure standards, classifications, and other required data elements

Ability to group and organize items by commodity, UNSPC, NIGP code or other defined classification

Ability to configure and associate reportable attributes with supplier profile {e.g., MWBE, Veteran-owned,

SBE, Preferred Source, etc.) and catalog items {e.g., lowest price).

Ability for item search results to be displayed at the top of the list based on preferred criteria {(e.g., items

from Preferred Source suppliers display at the top of the search results list followed by remaining supptier

items)

Ability for NYS to post procurement information on the MarketPlace Catalog Homepage, including

hyperiinks to other NYS procurement related websites (e.g., NYS OGS website)

Ability to have an established dashboard that includes item detail, including but not limited to the following

examples: Contract number, Contract start date, Contract end date, Supplier item number, Volume discount

price break for each item, Distributor name and number, Item specifications (could be a URL link), Recycled

content percentage, Recycled content type, Manufacturer name, Manufacturer part number, Unit of

measure, Alternate unit of measure, Minimum order quantity, Quantity, Geographic designation (County,

State Highway District, Zone, other), Lead time for delivery, Shipping and handling requirements,

Commodity codes/NIGP code, UPC code, Item code, Long description {at least 8,000 alphanumeric

characters) per line item, Short description (at least 255 alphanumeric characters) per line item, Price and

effective dates, Historical price information (e.g., YTD average price}, Substitute/Alternate items, Agency and

associate an image to a catalog item (as available), spend analytics and performance metrics

Ability to add, change or remove custom fields to be used for data capture (e.g., dates, free-form text,

numeric values, currency values, etc.)

Ability to generate and/or export/print various reports (standard, custom and ad hoc), including: hosted

MarketPlace Catalog purchasing data, supplier outsourcing data by attribute (e.g., MWBE, Veteran-Owned,

SBE, Preferred Source), spend-analytics and performance analytics

Ability to provide a standardized Excel/CSV catalog template to enable suppliers to upioad catalog content

to the site based on system requirements

Ability to allow Authorized Users to settle transactions via Procurement Card (P-Card)
Ability to filter and sort item search results view to include but not be limited to the following:
s Supplier : =
» Manufacturer
e Category
s Price Range
s  Attribute (e.g., MWBE, Veteran-owned, etc.}

¢ Image (as applicable)
Ability to support tiered pricing, regional pricing, volume discounting structures, and minimum order
quantity
Ability for items selected within a cart to be printed or downloaded to a file (e.g., Excel)
Ability for Authorized Users to save or maintain frequently purchased items (e.g., favorites) when returning
to the site and create a new order o0
Ability to create and add a non-catalog line item to the shopping cart
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40.

41.

42,

43,

44,

45,

46.

47.

48.

49,

50.

Ability to search and view catalogs for items using natural language and including: keywords, filter, drill-
down, view items, defined attributes (preferred sources, MWBE, etc.)

Ability to view supplier terms for catalog items (e.g., minimum order quantity)

Ability to search for an item and have the search results aggregated from all catalog sources display in a
single list on the hosted catalog results page, and include images {as applicable) (e.g., item search results
from hosted and punch-out sites can display in a single list}

Ability for Authorized User to hold, cancel or delete items in a shopping cart before submission (e.g.,
incomplete request)

Ability to provide an internet based application/web page to allow Authorized Users/Entities that do not
utilize the State’s PeopleSoft system to search and view al! Statewide contract items and pricing

Ability to provide an online interface {e.g., portal) for suppliers to establish accounts, profiles and maintain
their catalog data/content (pending Authorized Administrator(s) approval)

Ability to configure and maintain purchasing business rules {e.g., supplier priority, spending limits, etc.)
when buying from hosted or punch-out catalogs

Ability to support formal issue resolution and tracking process for invoice problems {e.g., pricing errors,
incorrect order), including required actions and status notifications

Ability to post or transmit messages to the supplier community and post procurement information including
hyperlinks to other NYS procurement related websites {e.g., NYS OGS website)

Ability to create an elnvoice from a Purchase Order within one (1) business day unless an otherwise
approved outage occurred

Ability to provide a change management approach, inciuding but not iimited to communication, knowledge
transfer, change vision and strategy, change request management, transition planning, etc.

2.7 SCOPE OF PROJECT SERVICES
271 General

The objectives of the Solution are to allow for State Agencies and other Authorized Users to efficiently
manage their procurement and invoice business processes, to lower agency costs and optimize efficiencies
by reducing staff time and streamlining business processes.

The Contractor is expected to employ standard project management operating procedures to manage a
successful implementation through all phases of the System Development Life Cycle (SDLC) and shall
provide public sector specific application knowledge and expertise to the State.

The Contractor is expected to implement the MarketPlace Catalog and elnvoicing solutions concurrently. The
Contractor is required to comply with all information technology provisions as defined in Section 2.22.

The Contractor shall make no changes to State systems or to interfaces with those systems without the
express written permission of the State project management team.

The Contractor shall be strictly prohibited from using State data in any manner other than as specifically
required herein.

27.2 Hosted MarketPlace Catalog
The key objectives of the MarketPlace Catalog solution include:

Establish an online hosted catalog site of goods and services provided by the State's centralized contract
suppliers .

Provide technical capability to integrate the hosted catalog site functionality with the Statewide Financial System
(SF8), PeopleSoft ERP (version 9.x) eProcurement software functionality

Provide an internet based application/web page that will allow State entities that do not utilize the State’s
PeopleSoft system (i.e. local governments) to see all centralized contract pricing in the MarketPlace, and be
able to purchase items from and settle transactions via Procurement Card (P-Card)

Post all centralized contract information on the hosted catalog site to support a “one-stop-shop”

Provide online catalog development, implementation, and maintenance to include establishing connections to
State suppiier punch-out sites

Provide HelpDesk services and support for the online MarketPlace Catalog environment
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The following diagram depicts the high-level business process flow for the MarketPlace Catalog solution™:

Marketplace Catalog Business Process Flow*
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*Process will be defined in greater detail during Implementation Planning Phase

2.7.3 elnvoicing and Management
The key objectives of the elnvoicing solution include:

« Enable suppliers to submit standardized invoices electronically to the State

Page 17

o |Integrate invoices with the NYS Statewide Financial System (SFS), PeopleSoft (version 9.x) Accounts

Payable module via the eSettlements module.

Integrate with the State’s document management solution, IBM FileNet P8 Content Manager 5.1.
Provide outreach and support for NYS designated suppliers to engage and train them on the operation of the

elnvoicing solution.
» Provide elnvoicing performance reporting and intelligence capabilities

CONTRACT PS66640, Perfect Commerce LLC



GROUP 73500-22816 ~ HOSTED MARKETPLACE CATALOG & E-INVOICING SOLUTION (STATEWIDE)

274

Page 18

The following diagram depicts the high-level business process flow for the elnvoicing solution™:
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*Process will be defined in greater detail during Implementation Planning Phase

Reporting

The State is dedicated to reducing expenditures and improving operations to deliver and sustain savings to
taxpayers. For this, it is critical that reporting metrics are captured. Reporting capabilities are integral to improving
visibility into contract spend, evaluating vendor performance, ensuring compliance with State directives, and
improving the accountability and audit ability for State contract purchases and invoices. It is the State's desire for
the Statewide Financial System (SFS) to be the "one source of truth” for all data reporting and it is not the intent for
State users to access reports from the MarketPlace Catalog and create shadow systems to capture and report on

information separate from SFS.

2.8 PARTICIPATION BY MINORITY GROUP MEMBERS AND WOMEN WITH RESPECT TO STATE
CONTRACTS: REQUIREMENTS AND PROCEDURES

l. General Provisions

A. OGS is required to implement the provisions of New York State Executive Law Article 15-A and 5 NYCRR Parts

142-144 (“MWBE Regulations”) for all State contracts as defined therein, with a value (1) in excess of $25,000
for labor, services, equipment, materials, or any combination of the foregoing or (2) in excess of $100,000 for
real property renovations and construction. )

The Contractor agrees, in addition to any other nondiscrimination provision of the Contract and at no additional
cost to OGS, to fully comply and cooperate with OGS in the implementation of New York State Executive Law
Article 15-A. These requirements include equal employment opportunities for minerity group members and
women (“EEQ") and contracting opportunities for New York State Certified minority and women-owned business
enterprises (“MWBEs”). Contractor's demonstration of “good faith efforts” pursuant to 5 NYCRR §142.8 shall
be a part of these requirements. These provisions shall be deemed supplementary to, and not in lieu of, the
nondiscrimination provisions required by New York State Executive Law Article 15 (the “Human Rights Law”)
or other applicable federal, state or local laws.

. The Contractor further agrees to be bound by the provisions of Article 15-A and the MWBE Regulations. If any

of these terms or provisions conflict with applicable law or regulations, such laws and regulations shall
supersede these requirements.

Failure to comply with all of the requirements herein may result in a finding of non-responsiveness, non-
responsibility andfor a breach of contract, leading to the withholding of funds or such other actions, liquidated
damages pursuant to subsection VIl of this section or enforcement proceedings as allowed by the Contract.
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il. Contract Goals

A. OGS hereby establishes an overall goal of 20% for MWBE participation, 10% for Minority-Owned Business
Enterprises ("MBE”) participation and 10% for Women-Owned Business Enterprises (“WBE") participation
(based on the current availability of qualified MBEs and WBEs). The total contract goal can be obtained by
utilizing any combination of MBE and /or WBE participation for subcontracting and supplies acquired under this
Contract.

B. For purposes of providing meaningful participation by MWBES on the Contract and achieving the Contract Goals
established in Section I1-A hereof, Contractor should reference the directory of New York State Certified MBWESs
found at the following internet address: hitps://ny.newnycontracts com/frontend/diversityusers.asp.
Additionally, Contractor is encouraged to contact the Division of Minority and Women'’s Business Development
{(518) 292-5250; (212) 803-2414; or (716) 846-8200) to discuss additional methods of maximizing participation
by MWBESs on the Contract.

C. Pursuantto 5 NYCRR § 142.8, Contractor must document “good faith efforts” to provide meaningful participation
by MWBESs as subcontractors or suppliers in the performance of the Contract and ensure that the MWBEs
utilized under the Contract perform commercially useful functions. Pursuant to 5 NYCRR § 140.1(f), a MWBE
performs a commercially useful function when it is responsible for execution of the work of the coniract and is
carrying out its responsibilities by actually performing, managing, and supervising the work involved. To perform
a commercially useful function, a MWBE must, where applicable and in accordance with any State Agency
specifications, also be responsible, with respect to materials and supplies used on the contract, for ordering
and negotiating price, determining quality and quantity and installing. A MWBE does not perform a commercially
useful function if its role adds no substantive value and is limited to that of an extra participant in a transaction,
contract, or project through which funds are passed in order to obtain the appearance of participation. OGS wiii
assess whether a MWBE is performing a commercially useful function by considering the following:

(1) the amount of work subcontracted;

{(2) industry practices;

(3) whether the amount the MWBE is to be paid under the contract is commensurate with the work it is to
perform;

(4) the credit claimed towards MWBE utilization goals for the performance of the work by the MWBE; and
(5) any other relevant factors.

D. In accordance with Executive Law Section 316-aand 5 NYCRR §142.13, the Contractor acknowledges that if
it is found to have willfully and intentionally failed to comply with the MWBE participation goals set forth in the
Contract, such a finding constitutes a breach of contract and the Contractor shall be liable to OGS for liquidated
or other appropriate damages, as set forth herein.

lil. Equal Employment Opportunity (EEQ)

A. Contractor shall comply with the following provisions of Article 15-A:

1. Contractor and Subcontractors shall undertake or continue existing EEO programs to ensure that
minority group members and women are afforded equal employment opportunities without
discrimination because of race, creed, color, national origin, sex, age, disability or marital status. For
these purposes, EEQ shall apply in the areas of recruitment, employment, job assignment, promotion,
upgrading, demotion, transfer, layoff, or termination and rates of pay or other forms of compensation.

2. The Contractor certifies by entering into this Contract that the text set forth in clause 12 of Appendix A,
attached hereto and made a part hereof is Contractor's equal employment opportunity policy.

B. Form EEO 100 - Staffing Plan. _ L]
To ensure compliance with this Section, the Contractor shall submit a staffing plan to document the
composition of the proposed workforce to be utilized in the performance of the Contract by the specified
categories listed, including ethnic background, gender, and Federal occupational categories.
Contractors shall complete the Staffing plan form and submit it as part of their contract.

C. Form EEO 102 - Workforce Employment Utilization Report (“Workforce Report”)

Contractor and OGS agree that Contractor is unable to separate out the workforce utilized in the performance
of the Contract from Contractor's and/or subcontractor's total workforce and that the information provided on
the previously submitted Staffing Plan is Contractor's total workforce during the subject time frame, not limited
to work specifically under the Contract.

D. Contractor shall comply with the provisions of the Human Rights Law, all other State and Federal statutory and
constitutional non-discrimination provisions. Contractor and subcontractors shall not discriminate against any-
employee or applicant for employment because of race, creed (reiigion), color, sex, national origin, sexual
orientation, military status, age, disability, predisposing genetic characteristic, marital status or domestic
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violence victim status, and shall also follow the requirements of the Human Rights Law with regard to non-
discrimination on the basis of prior criminal conviction and prior arrest.

IV. MWBE Utilization Plan

A. Contractor certifies that it has submitted a MWBE Utilization Plan on Form MWBE 100 to OGS and will follow
such Plan for the performance of MWBESs on the Contract pursuant to the prescribed MWBE goals set forth in
Section II-A of this Appendix.

B. Contractor further certifies that the MWBEs included in its Utilization Pfan will perform commercially useful
functions under the Contract. Contractor understands that making false representations or including information
evidencing a lack of good faith as part of, or in conjunction with, the submission of a Utilization Plan is prohibited
by law and may result in penalties including, but not limited to, termination of a contract for cause, loss of
eligibility to submit future bids, and/or withholding of payments. Contractor further understands and agrees that
MWBESs that do not perform commercially useful functions may not be counted as meeting the MWBE goals of
this Contract.

C. Contractor further agrees that a failure to submit and/or use such MWBE Utilization Plan shall constitute a
material breach of the terms of the Contract. Upon the occurrence of such a material breach, OGS shall be
entitied to any remedy provided herein, inciuding but not lirmited to, a finding of Contractor nori-responsiveness.

V. Waivers

A. If the Contractor, after making good faith efforts, is unable to comply with MWBE goals, the Contractor may
submit a Request for Waiver form (BDC 333) documenting good faith efforts by the Contractor to meet such
goals. If the documentation included with the waiver request is complete, the OGS shall evaluate the request
and issue a written notice of acceptance or denial within twenty (20) days of receipt.

B. If the OGS, upon review of the MWBE Utilization Plan and updated Quarterly Workforce Reports determines
that Contractor is failing or refusing to comply with the Contract goals and no waiver has been issued in regards
to such non-compliance, the OGS may issue a notice of deficiency to the Contractor. The Contractor must
respond to the notice of deficiency within seven (7) business days of receipt. Such response may include a
request for partial or total waiver of MWBE Contract Goals.

Vi

Monthly MWBE Contractor Compliance Report

A. Contractor is required to report Monthly MWBE Contractor Compliance to OGS during the term of the Contract
for the preceding month's activity, documenting progress made towards achievement of the Contract MWBE
goals. OGS requests that all Contractors use the New York State Contract System (NYSCS) to report
subcontractor and supplier payments made by Contractor to MWBESs performing commercially useful functions
under the Contract. The NYSCS may be accessed at hittps:/iny. newnycontracts.com/. This is a New York State-
based system that all State agencies and authorities will be implementing to ensure uniform contract compliance
reporting throughout New York State.

B. When a Contractor receives a payment from a State Agency Authorized User following a purchase from an
OGS NYSPro contract, it is the Contractor's responsibility to pay its subcontractors and suppliers in a timely
manner. On or after the first day of each month, the Contractor will receive an e-mail or fax notification (“audit
notice”) indicating that a representative of its company needs to log-in to the NYSCS to report the company’s
MWBE subcontractor and supplier payments for the preceding month. The Contractor must also report when
no payments have been made to a subcontractor or supplier in a particular month with entry of a zero dollar
value in the NYSCS. Once subcontractor and supplier payments have been entered into the NYSCS, the
subcontractor(s) and supplier(s) will receive an email or fax notification advising them to log into the NYSCS to
confirm that they actually received the reported payments from the Contractor. It is the Contractor's
responsibility to educate its MWBE subcontractors and suppliers about the NYSCS and the need to confirm
payments made to them in the NYSCS.

C. To assist in the use of the NYSCS, OGS recommends that alt Contractors and MWBE subcontractors and
suppliers sign up for the following two webinar trainings offered through the NYSCS: “Introduction to the
System for Vendors” and “Contract Compliance Reporting - Vendor Training” to become familiar with the
NYSCS. To view the training schedule and to register visit: hitps:/ny.newnyconiracts comfevents. asp

D. As soon as possible after the Contract is approved, Contractor should visit https://ny.newnycontracts.com and
click on “Account Lookup” to identify the Contractor's account by company name. Contact information should
be reviewed and updated if necessary by choosing “Change Info.” It is important that the staff member who
is responsible for reporting payment information for the Contractor be listed as a user in the NYSCS. Users
who are not already listed may be added through “Request New User.” - When identifying the person
responsibie, please add “- MWBE Contact” after their last name (i.e John Doe — MWBE Contact) to ensure
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212

that the correct person receives audit notices from the NYSCS. NYSCS Technical Support should be contacted
for any technical support questions by clicking on the links for “Contact Us & Support” then "Technical Support’
on the NYSCS website.

E. If Contractor is unable to report MWBE Contractor Compliance via the NYSCS, Contractor must submit a
Monthly MWBE Contractor Compliance Report on Form MWBE 102 to OGS, by the 10th day of each month
during the term of the Contract, for the preceding month’s activity to: OGS MWBE Office, 28t floor Coming
Tower, Empire State Plaza, Albany, NY 12242. Phone: 518-486-9284, Fax: 518-486-9285.

F. ltis the Contractor's responsibility to report subcontractor and supplier payments. Failure to respond to
payment audits in a timely fashion through the NYSCS, or by paper to OGS, may jeopardize future payments
pursuant to the MWBE liquidated damages clause in Section VII below.

Vil. Liquidated Damages - MWBE Participation

A. Where OGS determines that Contractor is not in compliance with the requirements of the Coniract and
Contractor refuses to comply with such requirements, or if Contractor is found to have willfully and intentionally
failed to comply with the MWBE participation goals, Contractor shall be obligated to pay to the OGS liquidated
damages.

B. Such liquidated damages shall be calculated as an amount equaling the difference between:

1. All sums identified for payment to MWBES had the Contractor achieved the contractual MWEE goals;
and
2. All sums actually paid to MWBESs for work performed cr materials supplied under the Contract.

C. In the event a determination has been made, after Contractor has been afforded the process that it is due,
which requires the payment of liquidated damages and such identified sums have not been withheld by the
OGS, Contractor shall pay such liquidated damages to the OGS within sixty (60) days after such determination
unless prior to the expiration of such sixtieth day, the Contractor has filed a compliaint with the Director of the
Division of Minority and Women’s Business Development pursuant to Subdivision 8 of Section 313 of the
Executive Law in which event the liquidated damages shall be payable if the Director renders a decision in favor
of the OGS.

ALL FORMS ARE AVAILABLE AT: http:/fwww.ogs.ny.gov/MWBE/Forms.asp

AUTHORITY

Contractor shall be registered with the NYS Department of State as an entity authorized to conduct business in
New York State. Contractor represents and warrants that, as of the date of Contract execution, Contractor has
completed, obtained and/or performed all registrations, filings, approvals, authorizations, consents and
examinations required by any governmental authority for the provision of the Services and that Contractor will, in
order to perform the Services during the term of the Contract, comply with any requirements imposed upon it by
law during the Contract term.

SHORT TERM EXTENSION

In the event a replacement contract has not been issued, this Contract may be extended unilaterally by the State
for an additionai period of up to one (1) year upon notice to the Contractor with the same terms and conditions as
the original Contract. This extension terminates should the replacement contract be issued in the interim.

EXTENSION OF USE

This Contract may be extended to additional States or governmentai jurisdictions upon mutual written agreement
between New York State (the lead contracting State) and the Contractor. Political subdivisions and other
authorized entities within each participating State or governmental jurisdiction may also participate in this Contract
if such State normally allows participation by such entities. New York State reserves the right to negotiate
additional discounts based on any increased volume generated by such extensions.

EXTENSION OF USE COMMITMENT

Contractor agrees to honor all orders from State Agencies, political subdivisions and others authorized by law to
participate in this Contract, which are in compliance with the pricing, terms, and conditions contained herein.
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215

2.16

Any unilateral limitations or restrictions imposed by the Contractor and/or manufacturer on eligible Authorized
Users will be grounds for cancellation of the Contract. If a Contract, or any portion thereof, is canceled for this
reason, any additional costs incurred by the eligible purchaser will be borne by the Contractor.

CENTRALIZED CONTRACT MODIFICATIONS

A. OGS, an Authorized User, or the Contractor may suggest modifications to the Centralized Contract or its
Appendices. Except as specifically provided herein, modifications to the terms and conditions set forth herein
may only be made with mutual written agreement of the Parties. Modifications may take the form of an update
or an amendment. “Updates” are changes that do not require a change to the estabiished Centralized
Contract terms and conditions. A request to add new products at the same or better price level is an example
of an update. “Amendments” are any changes that are not specifically covered by the terms and conditions of
the Centralized Confract, but inclusion is found to be in the best interest of the State. A request to change a
conifractual term and condition is an example of an amendment.

B. Updates to the Centralized Contract and the Appendices may be made in accordance with the contractual
terms and conditions to incorperate new products or services, make price level revisions, delete products or
services, or to make such other updates to the established Centralized Contract terms and conditions, not
resulting in a change to such terms and conditions, which are deemed to be in the best interest of the State.

C. OGS reserves the right to consider modifications which are not specifically covered by the terms of the
Centralized Contract, but are judged to be in the best interest of the State. Such modifications are deemed
amendments to the Centralized Contract and may require negotiations between Contractor and OGS before
execution.

D. All modifications proposed by Contractor, shall be processed in accordance with Appendix |, Contfract
Modification Procedure. The Contractor shall submit all requests in the form and format contained in Appendlx
|, Contract Modification Procedure. The form contained within Appendix | Confract Modification Procedure is
subject to change at the sole discretion of OGS.

E. Modifications proposed by OGS or an Authorized User, including updates and amendments, shall be
processed in accordance with the terms of the Centralized Contract and Appendix B, §28.

PERFORMANCE AND BID BONDS

There are no bonds for this Contract. In accordance with Appendix B, §45 Performance/Bid Bond, the
Commissioner of OGS has determined that no performance, payment or Bid bond, or negotiable irrevocable letter
of credit or other form of security for the faithful performance of the Contract shall be required at any time during
the term of the Contract.

NON-STATE AGENCIES PARTICIPATION IN CENTRALIZED CONTRACTS

New York State political subdivisions and others authorized by New York State law may participate in Centralized
Contracts. These include, but are not limited to local governments, public authorities, public school and fire
districts, public and nonprofit libraries, and certain other nonpublic/nonprofit organizations. See Appendix B, §27
Participation in Centralized Contracts. )

Upon request, all eligible non-State agencies must furnish Contractor with the proper tax exemption certificates
and documentation certifying eligibility to use State contracts. Questions regarding an organization's eligibility to
purchase from New York State Contracts may also be directed to OGS NYSPro's Customer Services at 518-474-
6717.

NEW YORK STATE VENDOR RESPONSIBILITY QUESTIONNAIRE FOR-PROFIT BUSINESS ENTITY

if it is found by the State that the Contractor’s responses to the Vendor Responsibility Questionnaire were
intentionally false or intentionally incomplete, on such finding, OGS may terminate the Contract. Contractor
agrees it shall recertify its Questionnaire no later than the end of the eleventh month of each Contract year.
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The Contractor shall at all times during the Contract term remain responsible. The Contractor agrees, if
requested by the Commissioner of OGS or her designee, to present evidence of its continuing legal authority to
do business in New York State, integrity, experience, ability, prior performance, and organizational and financial
capacity.

The Commissioner of OGS or her designee, in his or her sole discretion, reserves the right to suspend any or all
activities under this Contract, at any time, when he or she discovers information that calls into question the
responsibility of the Contractor. In the event of such suspension, the Contractor will be given written notice
outlining the particulars of such suspension. Upon issuance of such notice, the Contractor must comply with the
terms of the suspension order. Contract activity may resume at such time as the Commissioner of OGS or her
designee issues a written notice authorizing a resumption of performance under the Contract.

Upon written notice to the Contractor, and a reasonable opportunity to be heard with appropriate OGS officials or
staff, the Contract may be terminated by the Commissioner of OGS or her designee at the Contractor's expense
where the Contractor is determined by the Commissioner of OGS or her designee to be non-responsible. In such
event, the Commissioner of OGS or her designee may complete the contractual requirements in any manner he or
she may deem advisable and pursue available legal or equitable remedies for breach.

In no case shall such termination of the Contract by the State be deemed a breach thereof, nor shall the State be
liable for any damages for lost profits or otherwise, which may be sustained by the Contractor as a result of such
termination.

NOTE TO AUTHORIZED USERS

When placing Purchase Orders under the Contract, the Authorized User should be familiar with and follow the
terms and conditions governing its use. The Authorized User is accountable and responsible for compiiance with
the requirements of pubiic procurement processes. The Authorized User, when purchasing from OGS contracts,
should held the Contractor accountable for Contract compliance and meeting the Contract terms, conditions,
specifications, and other requirements. Also, in recognition of market fluctuations over time, Authorized Users are
encouraged to seek improved pricing whenever possible. Authorized Users have the responsibility to document
purchases which should include:

a statement of need and associated requirements;

obtaining all necessary prior approvals;

a summary of the Contract alternatives considered for the purchase; and

the reason(s) supporting the resulting purchase (e.g., show that basis for the selection among multiple
contracts at the time of purchase was the most practical and economical alternative and was in the best
interests of the State).

ocow»

POOR PERFORMANCE

Authorized Users should notify NYSPro Customer Services promptly if the Contractor fails to meet the
requirements of this Contract. Performance which does not comply with requirements or is otherwise
unsatisfactory to the Authorized User should also be reported to Customer Services: --

Office of General Services Tel: 518-474-6717
New York State Procurement Fax: 518-474-2437
Customer Services Coordination E-mail: customer.services@ogs.ny.gov

38th Floor Corning Tower
Empire State Plaza
Albany, NY 12242

CONTRACT ADVERTISING

In addition to the requirements set forth in Appendix B, §13 Advertising Results, any Contractor advertisements,
promotional literature and/or Contract description(s) of Contract awards must be reviewed and approved by
NYSPro prior to issuance. The parties agree that any press releases, public announcements, confirmation or
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2,22

other information regarding this Agreement or the transactions contemplated hereby shall be made only after
each Party has approved in writing the time, form and content of any such information to be disseminated to third
parties or the public. Requests for issuance of press releases or public announcements and requests for the State
to act as a reference shall be reviewed in accordance with OGS and/or NYSPro policy. Notwithstanding the
foregoing, nothing herein shall limit the Contractor from actively marketing its Lot Il solutions to Authorized Users.

OVERLAPPING CONTRACT ITEMS

Products or services available under this Contract may also be available from other New York State contracts.
Authorized Users will be advised to select the most cost effective procurement alternative that meets their
program requirements and to maintain a procurement record documenting the basis for this selection.

WEB ACCESSABILITY

Any web-based information and applications development, or programming delivered pursuant to the contract or
procurement, will comply with New York State Enterprise IT Policy NYS-P08-005, Accessibility of Web-Based
Information and Applications as such policy may be amended, modified or superseded, which requires that state
agency web-based information and applications are accessible to persons with disabilities. Web-based
information and applications must conform to New York State Enterprise IT Policy NYS-P08-005 as determined
by quality assurance testing. Such quality assurance testing will be conducted by OGS and the results of such
testing must be satisfactory to OGS before web-based information and applications will be considered a qualified
deliverable under the contract or procurement.

SECURITY

The solution must comply with all policies, standards and guidelines of the New York State Office of Information
Technology Services (ITS), in addition to all provisions contained herein. To the extent that compliance with any
newly promulgated policy, standard or guideline would require significant expense, Contractor may seek a waiver,
which shall not be unreasonably withheld.

1. Data ownership

All State data is owned exclusively by the State and shall remain the property of the State for the term of the
Contract. All State data shall be considered Confidential Information subject to the terms of the Contract and
shall not be released to any third party without explicit written permission from the New York State Office of
General Services (OGS). Any request, subpoena or court order seeking State data shall be immediately
forwarded to OGS in order that they may respond to the inquiry. Contractor may access the associated System,
including State data, solely to respond to system or technical problems; or at OGS's request; or for any work
associated with hosting such data in connection with the provision of the System to OGS and Authorized Users.
Contractor shall comply fully with all security procedures of the State communicated to it in the performance of
this Contract. Contractor shall have robust compartmentalization of job duties, perform background checks,
require/enforce non-disclosure agreements, and limit staff knowledge of State data to that which is absolutely
needed to perform job duties.

a. OGS shall have the right - at any time - to require that Contractor remove from interaction with OGS
any Contractor Representative who OGS believes is detrimental fo its working relationship with
Contractor. The State will provide Contractor with notice of its determination, and the reasons it
requests the removal. If OGS signifies that a potential security violation exists with respect to the
request, Confractor shall immediately remove such individual. Contractor shall not assign the
Representative to any aspect of the Contract or future work orders without OGS’s consent.

b. Contractor shall use industry standard security measures, including standard encryption protocols, to
protect and guard the availability and security of all State data, and adhere to all the State’s
commercially reasonably security policies within a reasonable amount of time.

c. Contractor shall be strictly prohibited from using State data in any manner other than as provided
herein. There may be instances whereby OGS will communicate security procedures necessitated by
State information technology operations and Contractor shall use reasonable efforts to implement. In
the event Contractor does not implement or communicates that it cannot or will not implement such
security procedures, a written dispute will be issued as per the Contract Dispute Resolution process.
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d. Contractor shall warrant that their Representatives are properly informed and trained regarding security
standards and are prohibited from disclosing technical and business Confidential Information to any
persons without a need to know. If applicable, Contractor shall warrant that State data that is dormant,
in transit and in backup will be encrypted. Contractor shall work cooperatively with the State so the
application is accessed by the single sign-on service provided by New York State Directory Services.

e. Contractor may be asked to provide recent independent audit reports on security controls during the
term of this Contract. With reasonable notice, the State and any regulatory authority having jurisdiction
over OGS shall have the right to send its officers and employees into the offices and plants of Contractor
for inspection of the facilities and operations used in the performance of any work under the Contract,
provided that such individuals comply with the reasonable security procedures of Contractor. To the
extent that such officers and/or employees may have access to data of other customers, Contractor
may require such individuals to submit to security checks and confidentiality agreements. On the basis
of such inspection, specific measures may be required in cases where the Contractor is found to be
noncompliant with Contract safeguards.

f. Contractor shall comply fully with all of the security requirements specific to the information technology
services Contractor is providing to OGS under this Contract. If any software application vulnerabilities
or any other security risks related to this Contract are reslized, Contractor is responsikle for ensuring
those vulnerabilities and risks are remediated to the reasonable satisfaction of OGS.

g. Contractor shall provide industry standard security against hacker attack, viruses, Trojans, etc., though
Contractor is not expected to prevent all such attacks or exposures.

h. Contractor shall mask State authorized user P-Card information, if applicable.

i. Contractor shall enforce industry standard password verification against user password authentication
protocol.

J- Contractor shall have the system be scalable to maintain performance during peak user access
intervals.

k. Contractor shall provide a configurable password policy for access controt (e.g., expiration threshold,

minimum character length, naming convention requirements).
. Contractor shall authenticate user login credentials.

m. Contractor shall make reasonable efforts to ensure information being displayed on the website or
transmitted over the internet has not been altered in any way by any unauthorized party.

n. Ability to create and implement formal, documented backup and redundancy measures to ensure
continuity of service and preservation of State data

2. Information Security Breach And Notification Act

In accordance with the Information Security Breach and Notification Act (ISBNA) (General Business Law,
§889-aa; State Technology Law, §208), Contractor shall be responsible for complying with the provisions

of the ISBNA and the following terms contained herein with respect to any private information (as defined in
ISBNA) received by Contractor under this Contract (Private Information) that is within the control of the
Contractor either on OGS's information security systems or the Contractor's information security systems. In
the event of a breach of the security of the System (as defined by ISBNA) Contractor shall immediately
commence an investigation, in cooperation with OGS, to determine the scope of the breach and restore the
security of the System to prevent any further breaches. Contractor shall also notify OGS of any breach of the
security of the System immediately following discovery of such breach. Except as otherwise instructed by OGS,
Contractor shall, to the fullest extent possible, first consult with and receive authorization from OGS prior to
notifying any individuals, the Department of State (DCS), the Office of the Attorney General (OAG) or any
consumer reporting agencies of a breach of the security of the System or concerning any determination to delay
notification due to law enforcement investigations. Contractor shall be responsible for providing the notice to all
such required recipients and for all costs associated with providing such notice. Nothing herein, shall in any
way impair the authority of the OAG fo bring an action against Contractor to enforce the provisions of ISBNA or
limit Contractor’s liability for any viclations of the ISBNA. in the event that Contractor is advised by a law
enforcement agency - pursuant to GBL §899-aa (4) - to delay the notice under GBL §899-aa (3), Contractor
shall provide the notice under GBL. §899-aa (3) to the State not more than twenty-four hours after Contractor
has been advised by the law enforcement agency that notice under GBL §899-aa (3) can be provided.
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2.25

3. CAIQ

The Consensus Assessments Initiative Questionnaire (CAIQ) provides a series of “yes or no” control assertion
questions regarding a vendor's security, intended to help organizations build the necessary assessment
process for engaging with cloud providers. Contractor's response to the CAIQ is attached as Appendix H. The
State reserves the right to request updated responses to the CAIQ (or latest revision thereof) throughout the
term of the Contract.

4, General

In addition, the Solution implemented by the Contractor must comply with the following additional requirements:

+ Must have sufficient data storage capacity to house all contract data.

¢ Must be able to access the solution from any of the most commonly-available web browsers on any
basic configured PC or MAC computer.

s Must be able fo enable transfer of data in high volumes and frequency to meet the State’s procurement
demands.

e Must have SLA plans that define minimum ievels of system performance and avaiiability of
technological support for invoicing process requirements of a State organization.

o Must have proper measures in place to ensure that data records are transported, stored and accessed
in a secure manner. All Content data is the property of the State of New York or its Suppliers.

» Must have authentication methods that must protect against access from unauthorized individuals and
entities.

» Must have internet security practices that include regular intrusion detection system (IDS), firewalls,
and layered security including anti-virus and anti-spam protection.

» The criteria for Disaster Recovery situations and procedures for managing disaster recovery situations
must be agreed upon by both parties. )
The system must be PCI/DSS compliant.

Must utilize formal, documented back-up and redundancy measures fo ensure continuity of service and
preservation of customer data. Upon request, Contractor must provide Recovery Time Objectives and
Recovery Point Objectives.

Ability to support Security Assertion Markup Language (SAML)

Ability to, at the end of the contract period, deliver to the State , in a reasonable format, time, and
method dictated by the State, all State data pertaining to this Contract.

» Ability to wipe all data from the vendor solution, backup, and system in general, all data products at the
end of the contract period.

o Ability to communicate a change/release management plan for introducing product upgrades (including
formal tests, Quality Assurance plans, etc.)

All State data shall be hosted at a location or facility within the contiguous 48 states of the United States.
Ability to transmit data to the Statewide Financial System and FileNet using SFTP and SMTP.

ADDITIONAL REQUIREMENTS

For reasons of safety and public policy, the use of illegal drugs and/or alcoholic beverages by the Contractor or its

personnel shall not be permitted while performing any phase of the work under this Contract.

The State will not be liable for any expense incurred by the Contractor for any parking fees or as a consequence-
of any traffic infraction or parking violations attributable to employees of the Contractor.

INSURANCE REQUIREMENTS
Contractor agrees to comply with the Insurance Requirements as described in Appendix F, Contractor insurance

Requirements. If requested by NYSPro, Contractor must provide proof of current insurance, certifications,
compliance, etc. throughout the Contract term.

EMERGENCY PURCHASING

In the event that a disaster emergency is declared by Executive Order under § 28 of Article 2-B of the Executive
Law, or that the Commissioner determines pursuant to his/her authority under § 163(10)(b) of the State Finance
Law that an emergency exists requiring the prompt and immediate delivery of products or services, the
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2.27

Commissioner reserves the right to obtain such products or services from any source, including but not limited to
a contract, as the Commissioner in his/her sole discretion determines will meet the needs of such emergency.
Contractor shall not be entitled to any claim or lost profits for products or services procured from other sources
pursuant to this paragraph.

TAX LAW SECTION 5-A

Section 5-a of the Tax Law, as amended, effective April 26, 2006, requires certain Contractors awarded State
Contracts for commodities, services and technology valued at more than $100,000 to certify to the Department of
Taxation and Finance (DTF) that they are registered to collect New York State and local sales and compensating
use taxes. The law applies to Contracts where the total amount of such Contractors’ sales delivered into New
York State are in excess of $300,000 for the four quarterly periods immediately preceding the quarterly period in
which the certification is made, and with respect to any affiliates and subcontractors whose sales delivered into
New York State exceeded $300,000 for the four quarterly periods immediately preceding the quarterly period in
which the certification is made. This law imposes upon certain Contractors the obligation to certify whether or not
the Contractor, its affiliates, and its subcontractors are required to register to collect State sales and
compensating use tax and Contractors must certify to DTF that each affiliate and subcontractor exceeding such
sales threshold is registered with DTF to collect New York State and local sales and compensating use taxes. The
law prohibits the State Comptrolier, or other approving Agency, from approving a Contract awarded to a
Contractor meeting the registration requirements but who is not so registered in accordance with the law.
Contractor is required to file the completed and notarized Form ST-220-CA with OGS certifying that the
Contractor has filed the ST- 220-TD with the NYS Department of Taxaticn and Finance (DTF). Please note that
the NYS Department of Taxation and Finance should receive the completed Form ST-220-TD, not OGS. OGS
should only receive the Form ST-220-CA.

Proposed Contractors should complete and return the certification forms within five (5) business days of request
(if the forms are not completed and returned with bid submission). Failure to make either of these filings may
render a Bidder non-responsive. Each Bidder shall take the necessary steps to provide properly certified forms
within a timely manner to ensure compliance with the law. Website links to the Contractor certification forms and
instructions are provided below.

Form No. ST-220-TD must be filed with and returned directly to DTF and can be found at

httpe/fwww, tax.ny.govipdficurrent_forms/st/st220td_fill_in.pdf. Unless the information upon which the ST-220-TD
is based changes, this form only needs to be filed once with DTF. If the information changes for the Contractor, its
affiliate(s), or its subcontractor(s), a new Form No. ST-220-TD must be filed with DTF.

Form ST-220-CA must be submitted to OGS. This form provides the required certification that the Contractor filed
the ST- 220-TD with DTF. This form can be found at
hittp et ny gow/pdficurrent formsfst/st220ca fill_in.pdf.

Vendors may call DTF at 518-485-2889 for any and all questions relating to Section 5-a of the Tax Law and
relating to a company's registration status with DTF. For additional information and frequently asked questions,
please refer to the DTF web site: hitpi/iwww tax.ny dov. ' ]

EMPLOYEE INFORMATION REQUIRED TO BE REPORTED FOR CERTAIN CONSULTANT CONTRACTORS
AND SERVICE CONTRACTORS

Chapter 10 of the Laws of 2006 amended the Civil Service Law and the State Finance Law, relative to maintaining
certain information concerning Contract Employees working under State Agency service and consulting Contracts.
State Agency consultant Contracts are defined as “Contracts entered into by a state Agency for analysis, evaluation,
research, training, data processing, computer programming, engineering, environmental health and mental health
services, accounting, auditing, paralegal, legal, or similar services” {"covered consultant Contract’ or “covered
consultant services”). The amendments also require that certain Contract Employee information be provided to the
state Agency awarding such Contracts, OSC, DOB and CS. The effective date of these amendments is June 19, -
2006. The requirements will apply to covered Coniracts awarded on and after such.date.
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To meet these new requirements, the Contractor agrees to complete:

Form A - Contractor's Planned Employment Form, if required. Note: State Agencies are required to furnish this
information but may require a Contractor to submit the information as part of its bid response.

Form B - Contractor's Annual Employment Report. Throughout the term of the Contract by May 15™ of each year
the Contractor agrees to report the following information to the State Agency awarding the Contract, or if the
Contractor has provided Contract Employees pursuant to an OGS centralized Contract, such report must be made
to the State Agency purchasing from such Contract. For each covered consultant Contract in effect at any time
between the preceding April 1t through March 31#t fiscal year or for the period of time such Contract was in effect
dguring such prior State fiscal year Contractor reports the:

1. Total number of Employees employed to provide the consultant services, by employment category.
2. Total number of hours worked by such Employees.
3. Total compensation paid to all Employees that performed consultant services under such Contract.”

*NOTE: The information to be reported is applicable only to those Employees who are directly providing services
or directly performing covered consultant services. However, such information shall aiso be provided relative io
Employees of Subcontractors who perform any part of the service Contract or any part of the covered consultant
Contract. This information does not have to be collected and reported in circumstances where there is ancillary
involvement of an Employee in a clerical, support, organizational or other administrative capacity.

Contractor agrees to simultaneously report such information to CS and OSC as designated below:

Department of Civil Service Office of the State Comptroller - Bureau of Contracts
Alfred E. Smith State Office Building 110 State St., 11*" Floor
Albany, NY 12239 Albany, New York

Attn: Consultant Reporting

Contractor is advised herein and understands that this information is available for public inspection and copying
pursuant to §87 of the New York State Public Officers Law (Freedom of Information Law). In the event individual
Employee names or social security numbers are set forth on a document, the State Agency making such disclosure
is obligated to redact both the name and social security number prior to disclosure.

Further information is available in the Office of the State Comptroller's Bulletin G-226 regarding the Contractor
Consultant Law requirements and report Forms A and B at hilp:/fosc.state ny.us/agencigs/quide/MyWebHelp/ -

INSTRUCTIONS FOR COMPLETING FORM A AND B:
Form A and Form B should be completed for Contracts for consuiting services in accordance with OSC's policy and
the following:

Form A - Contractor's Planned Employment Form {available from and submitted to the using Agency, if necessary.)

Form B - Contractor's Annual Employment Report {to be completed by May 15th of each year for each consultant
Contract in effect at any time between the preceding April 1st through March 31st fiscal year and submitted to the
CS, OSC and procuring Agency.)

Scope of Contract: choose a general classification of the single category that best fits the predommate nature of
the services provided under the Contract.

Employment Category: enter the specific occupation(s), as listed in the O*NET occupational classification system,
which best describes the Employees providing services under the Contract.

(Note: Access the O*NET database, which is available through the US Department of Labor's Employment and
Training Administration, on-line at online onetcenter.org fo find a list of occupations.)

Number of Employees: enter the total number of Employees in the employment category employed to provide
services under the Contract during the report period, including part time Employees and Employees of
subcontractors.

Number of Hours: enter the total number of hours worked during the report penod by the Employees in the
employment category.
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Amount Payable under the Contract. enter the total amount paid by the State to the State Contractor under the
Contract, for work by the Employees in the employment category, for services provided during the report period.

CONTRACT CANCELLATION

If the Contract is cancelled, the State reserves the right to make award on another bid meeting requirements, but
is not obligated to do so.

PROJECT PHASES

IMPLEMENTATION CONSIDERATIONS

The State is planning for a maximum two-year phased implementation approach to deploy the MarketPlace Catalog
and elnvoicing solutions. Contractor has been advised to consider the following potential issues in its
Implementation Pian: (a) the upgrade of SFS from version 2.0 to 9.2, anticipated to be implemented approximately
April, 2015, (b} integration with the BSC’s FileNet, and (c) SFS ltem Master Project. The Contractor’s Solution must
include integration to the State’s environment for SFS and FileNet throughout the life of the Contract.

PROPOSED PHASES

Contractor proposes a two-year phased implementation in accordance with Appendix G - Implementation Plan, with
the MarketPlace Catalog and elnvoicing solutions targeted to be initially deployed approximately 10 months after
project initiation. Upon Contract execution, Contractor will develop a mutually agreeable Implementation Plan,
describing and detailing the overall project schedule and detailed steps and activities for each phase.

CONTINUAL SOLUTION SUPPORT

The State considers support of the solution both during and after implementation to be critical. The State requires
the Contractor to serve as the single point of contact for support from User Acceptance of the first project phase
through completion of the warranty period. Throughout the implementation, the Contractor will coordinate with the
State on Service Level Agreements. In addition, the Contractor will ensure the State staff is properly trained and
informed on the Solution.

PAYMENT TERMS AND INCENTIVES

As part of the State’s risk mitigation approach, the State will not pay “up-front” money for the Implementation. All
payments will be based upon predetermined project deliverables as outlined in Section 4 of this Contract. No
payment for a deliverable will be made until the deliverable has been completed by the Contractor and accepted in
writing by the State Project Manager or the MarketPlace Catalog and elnvoicing Commitiee. The Contractor is
obligated to complete the implementation even if its actual costs exceed those on the cost proposal stibmitted with
the Contractor's bid. The Contractor will be prohibited from charging any fees or additional costs to suppliers for
participation in the eCataiog/elnvoicing Solution. The foregoing sentence shall not prohibit Suppliers from
purchasing advanced services from Contractor (in the case of Lot |, Integration Services, and in the case of Lot Ii,
Integration or Roundtrip Services, depending upon the scope of the particular Lot Il purchase).

The State intends to reserve 30% of the total implementation budget (‘the Reserve”) until the end of the
implementation period. If at that time, the system is fully implemented and functional, as documented herein, the
30% reserve will be released to the Contractor. The State will allow a reduction of the hold of 5% if the Contractor
successfully completes Deliverable #2 (as outlined in Section 4}, more than 1 week ahead of schedule. I addition,
the State will allow a reduction of the hold of 5% if the Contractor successfully completes Deliverable #7 more than
1 week ahead of schedule. The Reserve is fully earned at acceptance of Go-Live.

ACCEPTANCE CRITERIA

The purpose of the acceptance criteria is to ensure that the performance requirements and essential conditions of
the deliverables are included, and that the Contractor delivers on its specifications in a manner that meets the
business needs and requirements of the State. Acceptance shall be based on satisfactory completion of the
deliverables contained herein, the Implementation Plan and each Phase appended thereto. Acceptance of the
deliverables can only be approved by the MarketPlace Catalog and elnvoicing Committee.

WARRANTY PERIOD

The warranty period for the integrated Solution will commence upon the final acceptance by the State of all
deliverables and will extend for a period of 12 months. Phase 1 implementation must be warrantied for 12 months.
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After Phase 1, any changes to the interfaces or solution must be warrantied for an additional 12 months at no charge
to the State. All warranty periods will be extended until all defects arising during the warranty periods are remedied
by the Contractor. During all warranty periods, the Contractor will remedy all defects in a timely manner and without
additional cost to the State.

4 DELIVERABLES (LOT |) AND PAYMENT SCHEDULE

4.1 OVERVIEW

The initial phase of the Solution will focus on creating the interfaces with SFS and FileNet, the development of the
MarketPlace Catalog and elnvoicing solutions, and onboarding suppliers of OGS NYSPro. The State prefers
minimal customization. it is required that the Contractor provide {raining necessary to the number of power-users
and State test staff mutually agreed upon in the Implementation Plan at no additional costs.

4.2 DELIVERABLE #1: Modified Implementation Plan

« Gantt Chart defining staff roles, state action points, timelines, and dependencies

Design documents represent the detailed plan for how to implement the business rules and requirements that
are identified and documented during each iterative interface configuration

Process Fiows

User Interface Designs (Screen Mockups)

Information Architecture (a high-level web site map of each user interface)

Change Management Plan (included)

Risk Management Plan (included)

Communication Plan {included)

4.3 DELIVERABLE #2: Interfaces with SFS and FileNet

A key factor in the implementation of this solution is the interfaces of the hosted solution with SFS and FileNet.
Success to all future phases will not be possible without this successful conclusion. The Contractor will work with
SFS personnel to determine the exact requirements needed to interface with SFS. In addition, the Contractor will
work with ITS and BSC personnel to determine the exact requirements for FileNet. At no time will Contractor
personnel alter, modify or change the SFS or FileNet systems in any way without express written permission of the
MarketPlace and elnvoicing Committee. The plan must provide details of the build of the interfaces, including risk
and mitigation strategies, parallel test environment (as applicable and approved by the Committee) and any State
dependencies. The plan must also include documentation of the interfaces, including diagrams.

4.4 DELIVERABLE #3: MarketPlace Catalog

General functionality: searches, filters, variables, user display and functionality
Sample punch-out catalog with a live supplier as determined by the State Project Manager
State MarketPlace catalog deveioped

Access catalog using SFS

Access catalog from web with payment of P-Card

Live website demonstration

Basic Out of the Box Reporting

Contract Manager review, edit and change functionality workflow

Supplier registration and submittal of catalog changes workflow

User Acceptance Test defects identified

User Acceptance Test Critical Defects resolved

Functionality requests identified and tracked

Data verification

e & & & & ® & 8 © " & &

4.5 DELIVERABLE #4: einvoicing

Supplier registration and submittal of invoices in multiple formats — e.g., Purchase Order (PO) flip
Vendor interface

Out of the Box Reporting

General functionality: searches, filters, variables, user display and functionality

Acceptance of a non-PQO invoice

Supplier and invoice for data validation for PC and non-PO invoices

Ability to upload supporting documentation to an invoice, e.g., file attachment
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Business rule development and integration
Invoice hold function

User Acceptance Test defects identified

User Acceptance Test Critical Defects resolved
New functionality requests identified and tracked

4.6 DELIVERABLE #5: System, Accessibility and Load Testing

» The Contractor will conduct system accessibility, integration and load testing to confirm the functionality of its
configuration when used with sources and systems, e.g., SFS tests platform with the solution’s production
ehvironment.

Accessibility Report

Integration Test Report - the formal reporting of the results of integration testing. Integration testing brings
together all released application components and tests their interoperability, including but not limited to the
ability to complete a P-card transaction. Additionally, integration testing will confirm the quality of interactions
with the State legacy data sources, legacy applications, and third-party systems.

» Load Test Report - intended to validate that the system is able to process data and transaction volumes using
beth enline and batch system processes within operational processing timeframes.

« Performance Test Report - intended to confirm that end user online transaction entry and processing can be
completed within reasonable timeframes.

Quality Assurance Pian
System/Integration test defects identified
System/Integration test Critical Defects resolved

4.7 DELIVERABLE #6: Training and Communication

« Online Help and Training Materials: The Contractor will tailor and publish online help and training materials to
support this release. The Online Help and Training Materials are business user focused descriptions and
depictions of what the solution can do and how a user can use the system to perform daily business activities.
All training materials become property of the State with unrestricted use and modification. These materials and
online help will include:

Annotated screen shots
Descriptions of business processes
Hints and tips

Screen level support

e Train-the-Trainer Sessions: The Contractor will conduct the train-the-trainer courses at State specified locations
to teach power users and Authorized Administrators how to use the new system. This may include up to the

following:
Focus Area Session # of times class | Max recommended #
Duration conducted of attendees
Formal/Informal Solicitations 3 hours 3 15
Reports 1 hour 3 16
Approval Module 1 hour 3 15
Identified during the Project 2 hours 3 15

s Communication materials to roll-out the new capabilities to State Agencies and Authorized Users.

48 DELIVERABLE #7: Go Live
The full system will be integrated with the SFS system and released to all State staff and Authorized Users.

4.9 DELIVERABLE #8: Go Live Acceptance

Acceptance for this deliverable will be held for 90 days after Go Live to ensure full functionality, as specified. Any
Critical Defects will result in reports to the MarketPlace Catalog and elnvoicing Committee with proposed mitigation
plan. The 90 day period will re-start from the acceptance of the resolution of these issues, as reported to the
Committee. ’
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PAYMENT SCHEDULE

The Total First Two-Year Cost is $1,284,000. Payments from the State to the Contractor will be deliverable-based
in accordance with the schedule below. The State will not pay “up-front” money for implementation work. No
payment for a deliverable will be made until the deliverable has been completed by the Contractor and accepted in
writing by the State Project Manager or the MarketPlace Catalog and elnvoicing Committee. The Contractor is
obligated to complete the implementation even if its actual costs exceed those on the cost proposal submitted with
the Contractor's bid. The Contractor will be prohibited from charging any fees or additional costs to suppliers for
participation in the eCatalog/elnvoicing Solution.

Upon satisfactory completion of each project deliverable and written acceptance by the State Project Manager,
payments will be made from the State to the Contractor in accordance with the following payment schedule:

Deliverable Percentage of First Payment Amount
Two Year Cost

Deliverable 1: Modified implementation 5% $64,200
Plan
Deliverable 2: Interfaces with SFS and 5% $64,200
FileNet
Deliverable 3: MarketPlace Catalog 10% $128,400
Deliverable 4: efnvoicing 10% $128,400
Deliverable 5: System, Accessibility and 20% $256,800
Load Testing
Deliverable 6: Training and 10% $128,400
Communication
Deliverable 7: Go Live 10% $128,400
Deliverable 8: Go Live Acceptance 30% $385,200
(Reserve Amount)

Total First Two-Year Cost $1,284,000

Notwithstanding the foregoing, Contractor may request that Deliverables be delivered in a different order, subject
to the approval of the Catalog MarketPlace and elnvoicing Committee, which shall not be unreasonably withheld.

PRICING SCHEDULE

The Contractor shall provide a Contract Pricing Schedule to NYSPro based on the Contractor's bid. The Pricing
Schedule submitted to NYSPro shall include all offerings under the Contract, including a description and price of
each offering. The Pricing Schedule shall be made available to Authorized Users and posted publically on the
OGS Web site. The Pricing Schedule is inciuded as Appendix C of this Contract.

Notwithstanding the foregoing, where an Authorized User does not have the capability to access Contract
information electronically, it shall be the Contractor's responsibility, upon Autherized User request, to furnish,
without charge, the Pricing Schedule, including any changes (price changes, additions, deletions, etc.) pursuant
to the Contract, to Authorized Users who request them.

The Pricing Schedule may be furnished to Authorized Users in either hard-copy or electronic format. If available
in both formats, they shali be furnished in the format preferred by the requesting Authorized User. Upon request,
the Contractor shall assist Authorized Users in the use of the Pricing Schedule.
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412 PRICING UPDATES

The Contractor or OGS may request a pricing change {increase or decrease}, based upon fluctuations in the
latest published copy of the National Consumer Price Index for All Urban Consumers (CPI-U) Northeast region
starting in year 4 of the Contract. The index is also available through the Internet at the Bureau of Labor Statistics
web site at hitp.//stats.bls.govl. In no case will the increase exceed 5% in any year.

413 LOWER PRICING

The State reserves the right to negotiate lower pricing, or to advertise for bids, whichever is in the State's best
interest as determined by the Commissioner, in the event of a significant decrease in market price of any Product
or Service offered under the Contract. In addition, if the Contractor's normal pricing to the public or to the trade in
general is less than the price offered to the State under the Contract, then the normal pricing to the public or to
the trade in general shall also be granted by Contractor to Authorized Users. Price decreases to the Authorized
User are permitted at any time, and do not need prior approval by NYSPro.

5 PROJECT MANAGEMENT

5.1 PROJECT OVERSIGHT

The State has established a MarketPlace Catalog & elnvoicing Committee. This team includes staff from New York
State Procurement (NYSPro), Business Services Center (BSC), Information Technology Services (ITS), the
Division of the Budget (DOB) and the Statewide Financial System (SFS). This Committee may change composition
over time as determined by the State. This Committee will provide an overall governance of this solution.

52 APPROVAL ROLE

The MarketPlace Catalog & elnvoicing Committee will be responsible for reviewing any requests from New York
State Agencies seeking to establish their own marketplace catalog solutions under Lot Il of the resulting contract.
It is the responsibility of the State Agency seeking to implement its own marketplace catalog to submit a written
request and justification to the Committee. Such written request and justification will be reviewed in accordance
with New York State internal policy. Approval of the Committee shall be required prior to a New York State Agency
using the centralized contract to establish its own marketplace catalog.

5.3 PROJECT ROLES AND RESPONSIBILITIES

5.3.1 STATE PROJECT MANAGER

The day-to-day project manager for the implementation on behalf of the State will be a representative from
NYSPro who will report directly to the Chief Procurement Officer (CPO) and the Director of the BSC. Below
are the specific responsibilities of the State Project Manager:

Work closely with the Contractor's Project Manager to ensure successful completion of the project
Consult with the Contractor's Project Manager to develop the Project Management Plan

Review weekly status reports and schedule weekly meetings with the Contractor, as necessary
Coordinate participation from other agencies, Committee staff, and/or vendors as required during
the project

Acquire additicnal project team members as needed -
Coordinate the State's review of the deliverables and sign off on deliverable acceptance -
Report project status to State Senior Leadership

5.3.2 CONTRACTOR PROJECT MANAGER

The Contractor is expected to provide a single Project Manager for this engagement. Any changes to the
position of Project Manager must be approved by the MarketPlace Catalog and elnvoicing Committee. The
Contractor Project Manager will:
e Serve as a liaison between the State Project Manager and Contractor personnel (including any
subcontractors) participating in this project
Develop and maintain the Implementation Plan, in consuitation with the State Project Manager
Facilitate regular communication with the State Project Manager, including weekly status
reports/updates, and review the project performance against the project plan
+ Facilitate weekly project status meetings for the duration of the project
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« Update the project plan on a weekly basis and distribute at weekly meetings for the duration of the
project

« Be responsible for the management and deployment of Contractor personnel, including any
subcontractors

e Serve as the single-point of responsibility for Contractor activities, the activities of its staff, and the
activities of its subconfractors
Assure the quality of all Contractor deliverables
Manage risk, issues, change, and acceptance
Assist the State in maximizing return on investment in this solution

5.3.3 CONTRACTOR ENGAGEMENT MANAGER

The Contractor must also name an Engagement Manager, who will be the sole point of contact for the State
for contract matters and other large issues. This individual must have sufficient authority to resolve contract
issues on behalf of the Contractor’'s organization and becomes the next step in the escalation process. The
Engagement Manager may also serve the role of Contractor Project Manager.

5.3.4 ANTICIPATED STAFFING ROLES

The State expects that the Contractor will propose sufficient staff to implement the Solution as defined in
the RFP and will supply resumes in advance of adding or replacing staff. Upon replacement, the State
reserves the right to interview candidates for key positions within the project team and reject proposed staff
from the team. The Contractor shall also clearly describe the retention time of key staff throughout the
Contract. Employers are required by Federal Law to ensure that all employees are legally entitled to work
in the United States; accerdingly the State reserves the right to request legally mandated documentation.
In addition to the Project Managers listed above, the State expects the Contractor to respond with a
proposed staffing complement, including, but not limited to the following roles (though it is possible that
multiple roles may be filled by a single person): -

Senior Product Lead

Senior Data Lead

Business/System Analyst(s)

Product Configuration Manager

Product Developer(s)

Quality Assurance and User Experience Tester(s)
Trainer(s)

Technical Architect

System Integrator

5.3.5 STAFF MANAGEMENT

The Contractor Project Manager will be responsible for managing Contractor staff assigned to this Project.
In advance of adding or replacing staff, resumes must be provided to the State Project Manager for review
and acceptance. The State reserves the right to interview candidates for key positions within the project
team and reject proposed staff from the team.

The State requires the Contractor to perform some of its system configuration activities on-site at the State
facilities and/or support meaningful interactions remotely. The key consideration for the State is the
continuous exposure to and active participation of its designated staff in the architecture, design,
customization, and implementation of the solution.

54 PROJECT PLAN MANAGEMENT

The Contractor will be required to create and maintain a detailed project plan, including but not limited to the
following:
¢  Kick-off
Planning
Solution Design
Solution Configuration
Solution Validation and Testing
Schedule/Time Management
Cost Tracking
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5.5

5.6

5.7

5.8

COMMUNICATIONS MANAGEMENT

The Contractor Project Manager will ensure the lines of communication between the State and the Contractor's
project management team. The Contractor Project Manager will be responsible for the following:

o Status Reporting - The Contractor Project Manager will publish a weekly status report to communicate
progress, issues, risks, and plans. The status report will be sent to the State Project Manager to ensure
they share a common view of the contributions, commitments, and challenges of the effort. The Contractor
Project Manager will also post the weekly status report to the electronic media specified by the State Project
Manager and ensure that it is accessible by all key stakeholders.

o Status Meetings - At the request of the State, the Contractor Project Manager will meet with the State
Project Manager and/for with the entire MarketPlace Catalog and elnvoicing Committee to review progress,
adjust priorities, resolve issues, review staffing plans, assess risks, and identify improvements. All meeting
results will be described in a follow-up report generated by the Contractor Project Manager.

e Ad Hoc Meetings -The Vender Project Manager will coordinate with the State Project Manager on the
scheduling and facilitation of ad hoc project meetings, in particular for those meetings covering topics
related to the overall timeliness, cost, and success.

s Executive Meetings — On occasion, meetings will be scheduled to ensure all executive stakeholders and
representatives of key users share a common view of the direction of the project. When requested, the
Contractor Project Manager will be required to participate in these meetings, anticipated to be held on an
as needed basis.

« Phase/Annual Meetings - Executive presentations to Senior Leadership will be conducted at the conclusion
of each Phase.

ISSUE MANAGEMENT

The Project Managers from each organization bear the primary respoensibility for ensuring timely issue resclution.
The Contractor Project Manager will be required to identify, report, and drive/ resolve project issues. An issue-is
defined as any item that adversely affects the execution of the project; such as events that impact the
implementation timeframe and quality of the deliverable and/or level of service.

The Contractor Project Manager will implement and document — for State’s approval — issue management
procedures to ensure adequate and timely management of issues. These procedures will include processes to
identify, communicate, track, and escalate issues. Issues will be managed through the use of an issue log,
maintained by the Contractor Project Manager with open access to the State Project Manager.

The State expects the issues management process to include, but not be limited to the following elements:

e Any team member may raise an issue, with the approval of either the State Project Manager or the
Contractor Project Manager
lssues are retained for the life of the contract regardless of status
Every issue has a target date for resolution after which the project is expected to be impacted and this
impact may result in a change request
Issues are closed when the initiator and the Project Managers have approved the resolution in writing
Managers mutually agree that they are unable to resolve an issue, the State Project Manager will present
the issue to Senior Leadership and the Contractor Project Manager will present the issue to its
organizational leadership. -

RISK MANAGEMENT

The Contractor will be responsible for managing risks. Risks will be identified, assessed, mitigated and tracked
throughout the contract. The Contractor Project Manager will review risks with the State Project Manager

The State expects the Contractor to maintain a Risk Management Plan, to include but not be limited to the following:
+ Identify, document and report potential project risks
* Prioritize, both in terms of probability and potential impact to the project timeline, costs, quality and/or scope
» Coordinate actions to be taken to mitigate the negative consequences or maximize positive benefits

CHANGE MANAGEMENT PROCESS

The Contractor will be responsible to manage project change. The Contractor Project Manager with oversight by
the State Project Manager will be responsible for managing the change requests. Any change request outside the
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scope of the requirements of this RFP will require the preapproval of the State MarketPlace and elnvoicing
Committee and shall be carried forward to future version at no cost to the State.

The State expects the Contractor to maintain a Change Management Plan, to include but not be limited to, the
following:

« All requests must be sent in writing to the State Project Manager prior to implementing. Requests will be
veited in status meetings.

« The Contractor Project Manager will present each change request to the State Project Manager for review,
discussion, and disposition.

« The change request must be disposed (approved or rejected) by the State Project Manager within seven
(7) business days after submittal. This approval/rejection must be in writing (no verbal or default approvals).

o Iif the State Project Manager does not respond to the change within the timeframe, the change request will
be added as an item on the Issues Log and fall under the issues management process and reported weekly.
Also, it must be understood that the change request may need adjustment after that date due to changes
over time.

» The State Project Manager will maintain the original Change Control documents, along with the Change
Request Log. These include updating the scope, budget, schedule, and quality requirements as needed,
as well as the coordination of all approved changes across the entire project.

e No work associated with the change request will begin until a formal approval is received by the State
Project Manager.

» Any proposed enhancement must include a fixed price, a detailed breakout of price, analysis of work to be
performed, and impact to overall project.

& SAAS TERMS AND CONDITIONS

6.1

6.2

SAAS PRODUCTS ACCESS

Use. Subject to payment of the applicable fees and the State's or Authorized User’s (as applicable) compliance with
the terms of this Agreement, Contractor hereby grants the Authorized User a non-exclusive, non-transferable,
limited right to access and utilize the SaaS Products, subject to the following restrictions: (i) the Authorized User
may use the SaaS Products solely for the Authorized User's own internal business, governmental or other
authorized purposes; and (ii) the Authorized User shall not (A) make any copies of all of any portion of the SaaS
Products, (B) sell, sublicense, distribute, rent, lease or assign the SaaS Products to any other person or entity, (C)
modify, reverse engineer, decompile, disassemble, translate, alter or create derivative works based on the SaaS
Products, (D) permit any person, who is not authorized by the State or by an Authorized User, or permit any other
third party to use the Saa$S Products, or (E) access it in order to (1) build a competitive product or service, (2) build
a product or service using similar ideas, features, functions or graphics, or (3) copy any ideas, features, functions
or graphics.

User IDs and Passwords. Contractor shall provide the Authorized User with user IDs and passcodes or other
secured means to access the SaaS Products, as applicable. The Authorized User is responsible for maintaining the
confidentiality of its user IDs and passcodes and will be solely liable for all activities that occur under the Authorized
User's user IDs. The Authorized User shall immediately notify Contractor of any unauthorized use of its user IDs
and change any affected passcodes. The Authorized User agrees to access the SaaS Products in a secure manner
in compliance with Contractor's reasonable standards established from time fo time which currently require, to the
extent applicable, the use of web browsers utilizing 128 bit SSL. encryption. )
Cookies. As part of this Agreement, the Authorized User hereby expressly “opts-in” and consents to the use by
Contractor of any cookies necessary for the Contractor Saa$ Products to function properly. The Authorized User
may “opt-out” or revoke consent of the use of cookies by the Coniractor Supplier Products at any time, upon
reasonable notice to Contractor. If the Authorized User “opts-out” or revokes consent of the use of any necessary
cookies by the Contractor SaaS Products, Contractor may, upon reasonable notice to the Authorized User,
discontinue providing the Contractor SaaS Products to the Authorized User without breaching this Agreement.

SCOPE, AVAILABILITY AND MODIFICATIONS

Scope of SaaS Products. The SaaS Products are intended to enable transactions between the Authorized User
and Suppliers. Contractor is not a party to, third party beneficiary of, or a guarantor of performance with respact to.
any subsequent agreement between the Authorized User and any third party. Specifically, (i) Contractor does not
control the quality, safety, legality or availability of products accessed through the SaaS Products, the terms and
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6.3

6.4

conditions on which those products are offered or purchased, or the third party's compliance with an agreement
that it may execute with the Authorized User; (i) Contractor undertakes no duties to distribute or ship the products
of a Supplier; and (jii) under no circumstances shall Contractor take title to, or in any manner obtain an interest in,
or otherwise be deemed to be within the chain of title of, any products of a Supplier. The Authorized User
acknowledges that Contractor takes no responsibility for the ferms and conditions governing the purchase, sale and
delivery of Supplier products. Contractor shall provide such additional services as may be agreed to between the
parties and set forth in a properly executed Statement of Work.

Availability of SaaS Products. Notwithstanding anything to the contrary stated herein, the Authorized User
acknowledges and agrees that the availability of the SaaS Products is subject to the availability of connection
services to and within the Internet and to other network functions within and around the Internet and that the Internet,
by its nature, is not fault-tolerant and Contractor shall not have any liability for any breach of any representation,
warranty or covenant of this Agreement that arises out of the unavailability of such connection services and other
network functions.

Supplier Compliance. To the extent that Contractor is required to transmit credit card information (i.e. credit card
data) to Suppliers under the Contract, the Parties agree that Contractor's delivery of such credit card information o
Suppliers may only apply with respect to Suppliers who have (i) agreed to Contractor's reasonabie requirements,
which are designed to ensure compliance with applicable PCI standards, and (ii) who actually meet those
requirements.

PROPRIETARY RIGHTS

Title to Technology. All Intellectual Property Rights pertaining to Contractor and the SaaS Products, in whole or in
part, shall be, vest with and remain the exciusive property of Contractor and its third party licensors. Software
source code is proprietary.

Title to Transaction information. As between the Parties, all Intellectual Property Rights in Transaction Information
supplied by the State or Authorized User and/or its Suppliers in connection with the SaaS Products are and shall
remain the exclusive property of the State or Authorized User. Contractor makes no claims, warranties or
representations with regard to the ownership of Transaction Information. Notwithstanding the foregoing, all
Intellectual Property Rights in Market Statistics are and shall remain the exclusive property of Contractor, but shall
remain available for use by the Authorized User during Contract term.

Title to Content. All title, right and interest in and to Content submitted to Contractor in the course of performing the
Services under the Contract shall remain the property of the applicable Supplier or other third party owners. All title,
right and interest in and to Content licensed by Contractor from third party licensors and utilized in the process of
providing the SaaS Products, if any, shall remain the exclusive property of Contractor or its third party licensors. If
all or part of any Content becomes the subject of an actual or threatened lawsuit or if Contractor believes such
Content may violate a third party’s copyrights, trademarks, contract rights, or applicable law, Contractor will
immediately be entitled to remove such Content and provide notification to the State in accordance with Appendix
B Section 62.

Suggestions. Contractor shall have a royalty-free, worldwide, perpetual license to use or incorporate into the SaaS
Products any suggestions, ideas, feedback, recommendations or other information provided by an Authorized User
relating to the SaaS Products.

TERMINATION/SUSPENSION

State Agencies

In the event the State is in default in making any payment to Contractor when due, Contractor may, in accordance
with Appendix B, section 50, suspend the State’s access fo, and the Contractor's performance of, the SaaS
Products or Services until the State has cured such default and made the required payments, and arrangements
have been made reasonably satisfactory to Contractor that ensure the payment of future invoices. Contractor shall
have ail remedies available to it at law or in equity.

Non-State Agencies

Contractor may, by written notice to the State and Authorized User in accordance with Appendix B, Section 50,
suspend access to and performance of the SaaS Products or Services to a Non-State Agency Authorized User for
any of the following events: (i) the Authorized User fails to pay any amount due under Lot Il to Contractor within the -
time period specified for payment in Appendix B, Section 50; (i) the Authorized User is in breach of any material,
non-monetary term, condition or provision of this Agreement, which breach, if capable of being cured, is not cured
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6.5

6.6

6.7

6.8

6.9

6.10

6.11

within thirty (30) days after the Contractor gives written notice of such breach in accordance with Appendix B,
Section 50; or (jii} the Authorized User becomes subject to any bankruptcy or insolvency proceeding under federal
or state statutes which is not rescinded within sixty (60) days.

RETURN OF MATERIAL

Within a reasonable period of time prior to the expiration date or termination date of this Contract, Contractor shall
offer reasonable assistance to the State in extracting or transitioning all State data in a mutually agreeable format.
Upon termination of this Agreement consistent with the terms herein, Contractor may immediately discontinue the
State's access and use of the SaaS Products. The State shall promptly discontinue use of any SaaS Products or
Services or Confidential Information that the State has received from Contractor.

Contractor shall permanently destroy or render inaccessible any portion of the State data in the Contracior's
possession or control following the expiration or termination of the Contract.

SERVICE LEVEL AGREEMENT AND PENALTIES

Contractor will use commercially reasonable efforts to provide a Managed Environment in accordance with the
availability service levels indicated in Appendix D - Service Level Agreement. In the event that Contractor fails to
meet any of such service levels, Contractor will credit the State with the applicable amount as set forth in Appendix
D, in accordance with the terms contained therein.

STATEMENTS OF WORK (LOT ll)

An Authorized User seeking to use any of the “end to end” procurement solution services available under Lot Il shalll
be required o obtain a quote from the Contractor based on the full pricing list and/or the hourly rates contained in
Appendix C - Pricing Schedule. The Contractor and Authorized User shall be required to develop a Statement of
Work (SOW) detailing any impiementation services required for the Authorized User's particular needs. Approval
of the Marketplace Catalog and elnvoicing Committee shall be required prior to a New York State Ageney
implementing services under Lot 1.

NO IMPLIED WARRANTIES

TO THE EXTENT PERMITTED BY LAW, ALL WARRANTIES CONTAINED HEREIN ARE EXCLUSIVE AND
THERE ARE NO OTHER EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS, INCLUDING WARRANTIES
OR CONDITIONS OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. CONTRACTOR
DOES NOT WARRANT OR GUARANTEE THAT THE SAAS PRODUCTS OR SERVICES WILL BE ERROR FREE
OR OPERATE WITHOUT INTERRUPTION.

No employee, agent, representative or affiliate of Contractor has authority to bind Contractor to any oral
representations or warranty concerning the SaaS Products or Services.

IP INDEMNIFICATION

Contractor's indemnification obligations under Appendix B, Section 62 do not apply with respect to SaaS Products
or Services or portions or components thereof which are: (i) not suppiied by Contractor, (i) made in whole or in part
strictly in accordance with State requirements as instructed by the State, where Contractor does not have an
opportunity to determine the means of satisfying the State's requirements, (iii) that are modified by the Authorized
User after delivery by Contractor without the Contractor’s approval, or (iv) where the State’s use of the SaaS
Products or Services is in violation of this Agreement. )

SOURCE CODE ESCROW

Source Code Escrow is not typically offered by Contractor to other commercial customers for the SaaS Products
and Services provided under this Contract. In the event that Contractor's business model changes during the term
of this Contract and Source Code Escrow is included as a standard offering to other commercial customers for the
Saa$S Products and Services provided hereunder, Source Code Escrow will be made available to the State in
accordance with Appendix B, Section 73.

SAAS AND DATA SECURITY

In addition to the Security Requirements set forth herein in Section 2.22, an Authorized User under Lot I may

establish additional Security measures or require compliance with additional statutes, standards or certifications, -
based on the Authorized User's unique needs or the particular data involved. Any such additional requirements will

be developed between the Authorized User and Contractor as part of the Statement of Work under Lot [i.
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7

71

7.2

7.3

7.4

7.5

GENERAL PROVISIONS

NOTICES

All notices, demands, designations, certificates, requests, offers, consents, approvals and other instruments given
pursuant to this Agreement shall be in writing and shall be validly given when mailed by registered or certified
mail, or hand delivered, (i) if to the State, addressed to the State at its address set forth below, and (ii} if to
Contractor, addressed to Contract Administrator at the address set forth below.

The parties may from time to time, specify any address in the United States as its address for purpose of notices
under this Agreement by giving fifteen (15) days written notice to the other party. The Parties agree to mutually
designate individuals as their respective representatives for purposes of this Agreement. Contact information for
the designated individuals will be set forth on the Contract Award Notification (CAN) and on the Contractor
Information page for this Contract, which will be posted on the OGS website.

All notices sent shall be effective upon actual receipt by the receiving party. The Contractor will be required to
forward a copy of the official notice to an Authorized User that is associated with the subject of the notice.

Wiritten notice of any alleged breach by one party to the other shall provide specific facts, circumstances and
grounds upon which the breach is being declared.

CAPTIONS

The captions contained in this Contract are intended for convenience and reference purposes only and shall in no
way be deemed to define or limit any provision thereof.

SEVERABILITY

If any provision of this Contract is deemed invalid or unenforceable, such determination shall have no effect on
the balance of the Contract, which shall be enforced and interpreted as if such provision was never included in the
Contract.

COUNTERPARTS

This Agreement may be executed in one or more counterparts, each of which shall be deemed to be an original,
but all of which together shall constitute the same Agreement. Any signature page of any such counterpart may
be attached or appended to any counterpart to complete a fully executed counterpart of this Agreement, and shall
bind such party.

ENTIRE AGREEMENT

This Contract and the referenced Appendices and Attachments constitute the entire agreement between the
parties thereto and no statement, promise, condition, understanding, inducement or representation, oral or
written, expressed or implied, which is not contained herein shall be binding or valid and the Contract shall not be
changed, modified or altered in any manner except by an instrument in writing executed by the State and the
Contracter, with all necessary approvals.

Authorized Users shall not have the authority to modify the terms of the Contract, except as to beiter terms and
pricing for a particular procurement than those set forth herein. 1n accordance with the terms set forth in
Appendix B, §28 Modification of Contract Terms, and §32 Purchase Orders, no preprinted terms or conditions on
a Purchase Order issued by an Authorized User which seek to vary the terms of this Contract or impose new
duties or obligations on the Contractor shall have any force and effect.

CONTRACT PS66640, Perfect Commerce LLL.C



GROUP 73500-22816 — HOSTED MARKETPLACE CATALOG & E-INVOICING SOLUTION (STATEWIDE) Page 40

CONTRACTOR SIGNATURE PAGE

IN WITNESS WHEREOQF, the parties therefore hereby execute their mutual agreement to the terms of this Contract. This
agreement shall be executed and shall be a binding Contract between the parties as set forth in Appendix B, §26 Contract
Creation/Execution. The State further warrants that, where Contractor is asked to execute multiple original copies of this
signature page along with a complete original copy of the Contract, the approved signature page(s) will be affixed by the
State, upon receipt of all necessary approvals, to additional copies of this Contract which conform exactly to the complete

original copy as submitt Contractor and executed simultaneously therewith.
CONTRACTOR THE PECPLE OF THE STATE OF N::gRK
Signature: o Signaturer, Q / o
Printed Name: C‘-'\y‘i@:, e Printed Name: 578, & M
Title: Lo Title: f g; & / (o 7L 6?47:5\' 5
Company Name: Y ecters T ommer L
Federal ID: G- 05857687

NYS Vendor ID: LHOOI194 (6
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The acknowledgment must be fully and properly executed by an authorized person. By signing you certify your
express authority to sign on behalf of yourself, your company, or other entity and full knowledge and acceptance
of this agreement, Appendix A (Standard Clauses For New York State Contracts), Appendix B (OGS General
Specifications), and State Finance Law §139- and §139-k (Procurement Lobbying), and that all information
provided is complete, true and accurate. By signing, bidder affirms that it understands and agrees to comply with
the OGS procedures relative to permissible contacts as required by State Finance Law §139-j (3) and §139-j (6) (b).

INDIVIDUAL, CORPORATION, PARTNERSHIP, OR LLC ACKNOWLEDGMENT
STATE OF }

Sworn Statement:

COUNTY OF  _ :
On the / ! day of CT ‘,{C_‘J )F')(c’{ in the year 20 !”“1 . before me personally appeared
Chacless Shanno . known to me to be the person who executed the foregoing

instrument, who, being duly sworn by me did depose and say that _he maintains an office at

Town of M pol+ i’/ jer&,u.J >

County of , State of Vv Iﬂ.- : and further that:

[Check One]

(CJ If an individual): _he executed the foregoing instrument in hisfher name and on his/her own behalf.

(C] i a corporation): _he is the of

, the corporation described in said instrument; that, by authority of the

Board of Directors of said corporation, _he is authorized to execute the foregoing instrument on behalf of the corporation
for purposes set forth therein; and that, pursuant to that authority, _he executed the foregoing instrument in the name
of and on behalf of said corporation as the act and deed of said corporation.
(C11f a partnership): _he is the of
, the partnership described in said instrument; that, by the terms of said

partnership, _he is authorized to execute the foregoing instrument on behalf of the partnership for purposes set forth
therein; and that, pursuant to that authority, _he executed the foregoing instrument in the name of and on behalf of said

y partnership as the act and deed of said partnership. 0 y I
(,E] If a limited liability company): _he is a duly authorized member of {€{ n"thJ' C&'-f N, | (.
, LLC, the limited liability company described in said instrument; that,

_he is authorized to execute the foregoing instrument on behalf of the limited liability company for purposes set forth
therein; and that, pursuant to that authority, _he executed the foregoing instrument in the name of and on behalf of said
limited liability company as the act and deed of said limited liability company.

STACY L LEITHEAD

b/’ 1[— aD Lh ﬂ NOTARY PUBLIC
ot d X g o) REG. #7541499

i ) ® COMMONWEALTH OF VIRGINIA
Signature of Notary Public MY COMMISSION EXPIRES MARCH 31, 2017
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STANDARD CLAUSES FOR NYS CONTRACYS

STANDARD CLAUSES FOR NYS CONTRACTS

The parties to the attached contract, license, lease, amendment
or other agreement of any kind (hereinafter, "the contract” or
"this contract™) agree to be bound by the following clauses
which are hereby made a part of the contract (the word
"Contractor" herein refers to any party other than the State,
whether a contractor, licenser, licensee, lessor, lessee or any

other party):

1. EXECUTORY CLAUSE. In accordance with Section 41
of the State Finance Law, the State shall have no liability
under this contract to the Contractor or to anyone else beyond
funds appropriated and available for this contract.

2. NON-ASSIGNMENT_CLAUSE. In accordance with
Section 138 of the State Finance Law, this contract may not be
assigned by the Contractor or its right, title or interest therein
assigned, transferred, conveyed, sublet or otherwise disposed
of without the State’s previous written consent, and attempts
to do so are null and void. Notwithstanding the foregoing,
such prior written consent of an assignment of a contract let
pursuant to Article XI of the State Finance Law may be
waived at the discretion of the contracting agency and with the
concurrence of the State Comptroller where the original
contract was subject to the State Comptroller’s approval,
where the assignment is due to a reorganization, merger or
consolidation of the Contractor’s business entity or enterprise.
The State retains its right to approve an assignment and to
require that any Contractor demonstrate its responsibility to do
business with the State. The Contractor may, however, assign
its right to receive payments without the State’s prior written
consent unless this contract concerns Certificates of
Participation pursuant to Article 5-A of the State Finance Law.

3. COMPTROLLER'S APPROVAL. In accordance with
Section 112 of the State Finance Law (or, if this contract is
with the State University or City University of New York,
Section 355 or Section 6218 of the Education Law), if this
contract exceeds $50,000 (or the minimum thresholds agreed
to by the Office of the State Comptroller for certain S.UN.Y.
and C.UN.Y. contracts), or if this is an amendment for any
amount to a contract which, as so amended, exceeds said
statutory amount, or if, by this contract, the State agrees to
give something other than money when the value or
reasonably estimated value of such consideration exceeds
$10,000, it shall not be valid, effective or binding upon the
State until it has been approved by the State Comptroller and
filed in his office. Comptroller's approval of contracts let by
the Office of General Services is required when such contracts
exceed $85,000 (State Finance Law Section 163.6-a).
However, such pre-approval shall not be required for any
contract established as a centralized contract through the
Office of General Services or for a purchase order or other
transaction issued under such centralized contract. -
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4. WORKERS' COMPENSATION _BENEFITS. In
accordance with Section 142 of the State Finance Law, this
contract shall be void and of no force and effect unless the
Contractor shall provide and maintain coverage during the life
of this contract for the benefit of such employees as are
required to be covered by the provisions of the Workers'
Compensation Law.

5. NON-DISCRIMINATION REQUIREMENTS. To the
extent required by Article 15 of the Executive Law (also
known as the Human Rights Law) and ali other State and
Federal statutory and constitutional non-discrimination
provisions, the Contractor will not discriminate against any
employee or applicant for employment because of race, creed,
color, sex {including gender identity or expression), national
origin, sexual orientation, military status, age, disability,
predisposing genetic characteristics, marital status or domestic
violence victim status. Furthermore, in accordance with
Section 220-e of the Labor Law, if this is a contract for the
construction, alteration or repair of any public building or

* public work or for the manufacture, sale or distribution of

materials, equipment or supplies, and to the extent that this
contract shall be performed within the State of New York,
Contractor agrees that neither it nor its subcontractors shall,-by
reason of race, creed, color, disability, sex, or national origin:
(a) discriminate in hiring against any New York State citizen
who is qualified and available to perform the work; or (b}
discriminate against or intimidate any employee hired for the
performance of work under this contract. If this is a building
service contract as defined in Section 230 of the Labor Law,
then, in accordance with Section 239 thereof, Contractor
agrees that neither it nor its subcontractors shall by reason of
race, creed, color, national origin, age, sex or disability: (2}
discriminate in hiring against any New York State citizen who
is qualified and available to perform the work; or (b)
discriminate against or intimidate any employee hired for the
performance of work under this contract. Contractor is subject
to fines of $50.00 per person per day for any violation of
Section 220-¢ or Section 239 as well as possible termination
of this contract and forfeiture of all moneys due hereunder for
a second or subsequent violation.

6. WAGE AND HOURS PROVISIONS. If this is a public
work contract covered by Article 8 of the Labor Law or a
building service contract covered by Article 9 thereof, neither
Contractor's employees nor the employees of its
subcontractors may be required or permitted to work more
than the number of hours or days stated in said statutes, except
as otherwise provided in the Labor Law and as set forth in
prevailing wage and supplement schedules issued by the State
Labor Department. Furthermore, Contractor and its
subcontractors must pay at least the prevailing wage rate and
pay or provide the prevailing supplements, including the
premium rates for overtime pay, as determined by the State
Labor Department in accordance with the Labor Law.
Additionally, effective April 28, 2008, if this is a public work
contract covered by Article 8 of the Labor Law, the Contractor
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understands and agrees that the filing of payrolls in a manner
consistent with Subdivision 3-a of Section 220 of the Labor
Law shall be a condition precedent to payment by the State of
any State approved sums due and owing for work done upon
the project.

7. NON-COLLUSIVE BIDDING CERTIFICATION. In
accordance with Section 139-d of the State Finance Law, if
this contract was awarded based upon the submission of bids,
Contractor affirms, under penalty of perjury, that its bid was
arrived at independently and without collusion aimed at
restricting competition. Contractor further affirms that, at the
time Contractor submitted its bid, an authorized and
responsible person executed and delivered to the State a non-
collusive bidding certification on Contractor's behalf.

8. INTERNATIONAL BOYCOTT PROHIBITION. In
accordance with Section 220-f of the Labor Law and Section
139-h of the State Finance Law, if this contract exceeds
$5,000, the Contractor agrees, as a material condition of the
contract, that neither the Coniractor nor any substantially
owned or affiliated person, firm, partnership or corporation
has participated, is participating, or shall participate in an
international boycott in violation of the federal Export
Administration Act of 1979 (50 USC App. Sections 2401 et
seq.) or regulations thereunder. If such Contractor, or any of
the aforesaid affiliates of Contractor, is convicted or is
otherwise found to have violated said laws or regulations upon
the final determination of the United States Commerce
Department or any other appropriate agency of the United
States subsequent to the contract's execution, such contract,
amendment or modification thereto shall be rendered forfeit
and void. The Contractor shall so notify the State Comptroller
within five (5) business days of such conviction, determination
or disposition of appeal (2NYCRR 105.4).

9, SET-OFF RIGHTS. The State shall have all of its
common law, equitable and statutory rights of set-off. These
rights shall include, but not be limited to, the State's option to
withhold for the purposes of set-off any moneys due to the
Contractor under this contract up to any amounts due and
owing to the State with regard to this contract, any other
contract with any State department or agency, including any
contract for a term commencing prior to the term of this
contract, plus any amounts due and owing to the State for any
other reason including, without limitation, tax delinquencies,
fee delinquencies or monetary penalties relative thereto. The
State shall exercise its set-off rights in accordance with normal
State practices including, in cases of set-off pursuant to an
audit, the finalization of such audit by the State agency, its
representatives, or the State Comptroller.

10. RECORDS. The Contractor shall establish and maintain
complete and accurate books, records, documents, accounts
and other evidence directly pertinent to performance under
this contract (hereinafier, collectively, "the Records"). The
.Records must be kept for the balance of the calendar year in
which they were made and for six (6) additional years
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~ NOTIFICATION.

thereafter. The State Comptroller, the Attorney General and
any other person or entity authorized to conduct an
examination, as well as the agency or agencies involved in this
contract, shall have access to the Records during normal
business hours at an office of the Contractor within the State
of New York or, if no such office is available, at a mutually
agreeable and reasonable venue within the State, for the term
specified above for the purposes of inspection, auditing and
copying. The State shall take reasonable steps to protect from
public disclosure any of the Records which are exempt from
disclosure under Section 87 of the Public Officers Law (the
"Statute") provided that: (i) the Contractor shall timely inform
an appropriate State official, in writing, that said records
should not be disclosed; and (ii) said records shall be
sufficiently identified; and (iii) designation of said records as
exempt under the Statute is reasonable. Nothing contained
herein shall diminish, or in any way adversely affect, the
State’s right to discovery in any pending or future litigation.

11. IDENTIFYING INFORMATION AND PRIVACY
(a) Identification Number(s). Every
invoice or New York State Claim for Payment submitted to a
New York State agency by a payee, for payment for the sale of
goods or services or for transactions (e.g., leases, casements,
licenses, etc.) related to real or personal property must inciude
the payee's identification number. The number is any ot all of
the following: (i) the payee’s Federal employer identification
number, (ii) the payee’s Federal social security number, and/or
(iii) the payee’s Vendor Identification Number assigned by the
Statewide Financial System. Failure to include such number
or numbers may delay payment. Where the payee does not
have such number or numbers, the payee, on its invoice or
Claim for Payment, must give the reason or reasons why the
payee does not have such number or numbers.

(b) Privacy Notification. (1) The authority to request the
above personal information from a seller of goods or services
or a lessor of real or personal property, and the authority to
maintain such information, is found in Section 5 of the State
Tax Law. Disclosure of this information by the seller or lessor
to the State is mandatory. The principal purpose for which the
information is collected is to enable the State to identify
individuals, businesses and others who have been delinquent
in filing tax returns or may have understated. their tax
liabilities and to generally identify persons affected by the
taxes administered by the Commissioner of Taxation and
Finance. The information will be used for tax administration
purposes and for any other purpose authorized by law. (2) The
personal information is requested by the purchasing unit of the
agency contracting to purchase the goods or services or lease
the real or personal property covered by this contract or lease.
The information is maintained in the Statewide Financial
System by the Vendor Management Unit within the Bureau of
State Expenditures, Office of the State Comptroller, 110 State
Street, Albany, New York 12236.

12. EQUAL EMPLOYMENT OPPORTUNITIES FOR-
MINORITIES AND WOMEN. In accordance with Section
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312 of the Executive Law and 5 NYCRR 143, if this contract
is: (i) a written agreement or purchase order instrument,
providing for a total expenditure in excess of $25,000.00,
whereby a contracting agency is committed to expend or does
expend funds in return for labor, services, supplies,
equipment, materials or any combination of the foregoing, to
be performed for, or rendered or furnished to the contracting
agency, or (ii) a written agreement in excess of $100,000.00
whereby a contracting agency is committed to expend or does
expend funds for the acquisition, construction, demolition,
replacement, major repair or renovation of real property and
improvements thereon; or (iii) a written agreement in excess
of $100,000.00 whereby the owner of a State assisted housing
project is committed to expend or does expend funds for the
acquisition, construction, demolition, replacement, major
repair or renovation of real property and improvements
thereon for such project, then the following shall apply and by
signing this agreement the Contracter certifies and affirms that
it is Contractor’s equal employment opportunity policy that:

(a) The Contractor will not discriminate against employees or
applicants for employment because of race, creed, color,
naticnal origin, sex, age, disability or marital status, shall
make and document its conscientious and active efforts to
employ and utilize minority group members and women in its
work force on State contracts and will undertake or continue
existing programs of affirmative action to ensure that minority
group members and women are afforded equal employment
opportunities without discrimination. Affirmative action shall
mean recruitment, employment, job assignment, promotion,
upgradings, demotion, transfer, layoff, or termination and rates
of pay or other forms of compensation;

(b) at the request of the contracting agency, the Contractor
shall request each employment agency, labor union, or
authorized representative of workers with which it has a
collective bargaining or other agreement or understanding, to
furnish a written statement that such employment agency,
labor union or representative will not discriminate on the basis
of race, creed, color, national origin, sex, age, disability or
marital status and that such union or representative will
affirmatively cooperate in the implementation of the
Contractor's obligations herein; and

{(¢) the Contractor shall state, in all solicitations or
advertisements for employees, that, in the performance of the
State contract, ail qualified applicants will be afforded equal
employment opportunities without discrimination because of
race, creed, color, national origin, sex, age, disability or
marital status.

Contractor will include the provisions of "a”, "b", and "c¢"
above, in every subcontract over $25,000.00 for the
construction, demolition, replacement, major repair,
renovation, planning or design of real property and
improvements thereon (the "Work") except where the Work is
for the beneficial use of the Contractor. Section 312 does not
apply to: (i) work, goods or services unrelated to this contract;
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or (ii) employment outside New York State. The State shall
consider compliance by a contractor or subcontractor with the
requirements of any federal law concerning equal employment
opportunity which effectuates the purpose of this section. The
contracting agency shall determine whether the imposition of
the requirements of the provisions hereof duplicate or conflict
with any such federal law and if such duplication or conflict
exists, the contracting agency shall waive the applicability of
Section 312 to the extent of such duplication or conflict.
Contractor will comply with all duly promulgated and lawful
rules and regulations of the Department of Economic
Development’s Division of Minority and Women's Business
Development pertaining hereto.

13. CONFLICTING TERMS. In the event of a conflict
between the terms of the contract (including any and all
attachments thereto and amendments thereof) and the terms of
this Appendix A, the terms of this Appendix A shall control.

14. GOVERNING LAW. This contract shall be governed by

_ the laws of the State of New York except where the Federal

supremacy clause requires otherwise.

15. LATE PAYMENT. Timeliness of payment and any
interest to be paid to Contractor for late payment shall be
governed by Article 1i-A of the State Finance Law to the
extent required by law,

16. NO ARBITRATION. Disputes involving this contract,
including the breach or alleged breach thereof, may not be
submitted to binding arbitration (except where statutorily
authorized), but must, instead, be heard in a court of
competent jurisdiction of the State of New York.

17. SERVICE OF PROCESS. In addition to the methods of
service allowed by the State Civil Practice Law & Rules
("CPLR"), Contractor hereby consents to service of process
upon it by registered or certified mail, return receipt requested.
Service hereunder shall be complete upon Contractor's actual
receipt of process or upon the State's receipt of the retum
thereof by the United States Postal Service as refused or
undeliverable. Contractor must promptly notify the State, in
writing, of each and every change of address to which service
of process can be made. Service by the State to the last known
address shall be sufficient. Contractor will have thirty (30)
calendar days after service hereunder is complete in which to
respond.

18. PROHIBITION ON PURCHASE OF TROPICAL
HARDWOODS. The Contractor certifies and warrants that
all wood products to be used under this contract award will be
in accordance with, but not limited to, the specifications and
provisions of Section 165 of the State Finance Law, (Use of
Tropical Hardwoods) which prohibits purchase and use of
tropical hardwoods, unless specifically exempted, by the State
or any governmental agency or political subdivision or public-
benefit corporation. Qualification for an exemption under this
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law will be the responsibility of the contractor to establish to
meet with the approval of the State.

In addition, when any portion of this contract involving the
use of woods, whether supply or installation, is to be
performed by any subcontractor, the prime Contractor will
indicate and certify in the submitted bid proposal that the
subcontractor has been informed and is in compliance with
specifications and provisions regarding use of tropical
hardwoods as detailed in §165 State Finance Law. Any such
use must meet with the approval of the State; otherwise, the
bid may not be considered responsive. Under bidder
certifications, proof of qualification for exemption will be the
responsibility of the Contractor to meet with the approval of
the State.

19. MACBRIDE FAIR EMPLOYMENT PRINCIPLES.
In accordance with the MacBride Fair Employment Principles
(Chapter 807 of the Laws of 1992), the Contractor hereby
stipulates that the Contractor either (a) has no business
operations in Northern Ireland, or (b) shall take lawful steps in
good faith to conduct any business operations in Northern
Ireland in accordance with the MacBride Fair Employment
Principles (as described in Section 165 of the New York State
Finance Law), and shall permit independent monitoring of
compliance with such principles.

20. OMNIBUS PROCUREMENT ACT OF 1992. It is the
policy of New York State to maximize opportunities for the
participation of New York State business enterprises,
including minority and women-owned business enterprises as
bidders, subcontractors and suppliers on its procurement
contracts.

Information on the availability of New York State
subcontractors and suppliers is available from:

NYS Department of Economic Development
Division for Small Business

Albany, New York 12245

Telephone: 518-292-5100

Fax: 518-292-5884

email: opa@esd.ny.gov

A directory of certified minerity and women-owned business
enterprises is available from:

NYS Department of Economic Development

Division of Minority and Women's Business Development
633 Third Avenue

New York, NY 16017

212-803-2414

email; mwbecertificationf@esd.nv.gov
htips://ny.newnyconiracts.com/FrontEnd/VendorSearchPa

The Omnibus Procurement Act of 1992 requires that by
signing this bid proposal or contract, as applicable,

Page 6

Contractors certify that whenever the total bid amount is
greater than $1 million:

(a) The Contractor has made reasonable efforts to encourage
the participation of New York State Business Enterprises as
suppliers and subcontractors, including certified minority and
women-owned business enterprises, on this project, and has
retained the documentation of these efforts to be provided
upon request to the State;

(b) The Contractor has complied with the Federal Equal
Opportunity Act of 1972 (P.L. 92-261), as amended;

(c) The Contractor agrees to make reasonable efforts to
provide notification to New York State residents of
employment opportunities on this project through listing any
such positions with the Job Service Division of the New York
State Department of Labor, or providing such notification in
such manner as is consistent with existing collective
bargaining contracts or agreements. The Contractor agrees to

~ document these efforts and to provide said documentation to

the State upon request; and

(d) The Contractor acknowledges notice that the State may
seek to obtain offset credits from foreign countries as a result
of this contract and agrees to cooperate with the State in these
efforts.

21. RECIPROCITY AND SANCTIONS PROVISIONS.
Bidders are hereby notified that if their principal place of
business is located in a country, nation, province, state or
political subdivision that penalizes New York State vendors,
and if the goods or services they offer will be substantially
produced or performed outside New York State, the Omnibus
Procurement Act 1994 and 2000 amendments (Chapter 684
and Chapter 383, respectively) require that they be denied
contracts which they would otherwise obtain. NOTE: As of
May 15, 2002, the list of discriminatory jurisdictions subject
to this provision includes the states of South Carolina, Alaska,
West Virginia, Wyoming, Louisiana and Hawaii. Contact
NYS Department of Economic Development for a current list
of jurisdictions subject to this provision.

22. COMPLIANCE WITH NEW_YORK- STATE
INFORMATION SECURITY BREACH AND
NOTIFICATION ACT. Contractor shall comply with the
provisions of the New York State Information Security Breach
and Notification Act (General Business Law Section 899-aa;
State Technology Law Section 208).

23. COMPLIANCE WITH CONSULTANT
DISCLOSURE LAW. If this is a contract for consulting
services, defined for purposes of this requirement to include
analysis, evaluation, research, training, data processing,
computer programming, engineering, environmental, health,
and mental health services, accounting, auditing, paralegal,.
legal or similar services, then, in accordance with Section 163
(4-g) of the State Finance Law (as amended by Chapter 10 of
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the Laws of 2006), the Contractor shall timely, accurately and
properly comply with the requirement to submit an annual
employment report for the contract to the agency that awarded
the contract, the Department of Civil Service and the State
Comptroller.

24. PROCUREMENT LOBBYING. To the extent this
agreement is a "procurement contract” as defined by

State Finance Law Sections 139-j and 139-k, by signing this
agreement the contractor certifies and affirms that all
disclosures made in accordance with State Finance Law
Sections 139-j and 139-k are complete, true and accurate. In
the event such certification is found to be intentionally false or
intentionally incomplete, the State may terminate the
agreement by providing written notification to the Contractor
in accordance with the terms of the agreement.

25, CERTIFICATION OF REGISTRATION__TO
COLLECT SALES AND COMPENSATING USE _TAX
BY CERTAIN STATE CONTRACTORS, AFFILIATES
AND SUBCONTRACTORS.

To the extent this agreement is a contract as defined by Tax
Law Section 5-a, if the contractor fails to make the
certification required by Tax Law Section 5-a or if during the
term of the contract, the Department of Taxation and Finance
or the covered agency, as defined by Tax Law 5-a, discovers
that the certification, made under penalty of petjury, is false,
then such failure to file or false certification shall be a material
breach of this contract and this contract may be terminated, by
providing written notification to the Contractor in accordance
with the terms of the agreement, if the covered agency
determines that such action is in the best interest of the State.

26. IRAN DIVESTMENT ACT. By entering into this
Agreement, Contractor certifies in accordance with State
Finance Law §165-a that it is not on the “Entities Determined
to be Non-Responsive Bidders/Offerers pursuant to the New
York State Iran Divestment Act of 2012 (“Prohibited Entities
List™) posted at:
hitp://www.ogs.ny.gov/about/regs/docs/ListofEntities.pdf

Contractor further certifies that it will not utilize on this
Contract any subcontractor that is identified on the Prohibited
Entities List. Contractor agrees that should it seek to renew or
extend this Contract, it must provide the same certification at
the time the Contract is renewed or extended. Contractor alsc
agrees that any proposed Assignee of this Contract will be
required to certify that it is not on the Prohibited Entities List
before the contract assignment will be approved by the State.

During the term of the Contract, should the state agency
receive information that a person (as defined in State Finance
Law §165-a) is in violation of the above-referenced
certifications, the state agency will review such information
and offer the person an opportunity to respond. If the person
fails to demonstrate that it has ceased its engagement in the
-investment activity which is in violation of the Act within 90
days after the determination of such violation, then the state
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agency shall take such action as may be appropriate and
provided for by law, rule, or contract, including, but not
limited to, imposing sanctions, seeking compliance,
recovering damages, or declaring the Contractor in default.

The state agency reserves the right to reject any bid, request
for assignment, renewal or extension for an entity that appears
on the Prohibited Entities List prior to the award, assignment,
renewal or extension of a contract, and to pursue a
responsibility review with respect to any entity that is awarded
a contract and appears on the Prohibited Entities list after
contract award,
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GENERAL

I. ETHICS COMPLIANCE All Bidders/Contractors and their
employees must comply with the requirements of Sections 73 and 74
of the Public Officers Law, other State codes, rules, regulations and
executive orders establishing ethical standards for the conduct of
business with New York State. In signing the Bid, Bidder certifies full
compliance with those provisions for any present or future dealings,
transactions, sales, contracts, services, offers, relationships, etc..
involving New York State and/or its employees. Failure to comply
with those provisions may result in disqualificaticn from the Bidding
process, termination of contract, and/or other civil or criminal
proceedings as required by law.

2. DEFINITIONS Terms used hercin shall have the following
meanings:

a. AGENCY OR AGENCIES The State of New York, acting by or
through one or more departments, boards, commissions, offices or
institutions of the State of New York.

b. AUTHORIZED USER(S) Authorized User shall have the
meaning set forth in New York State Finance Law section 163(1)(k)
and includes, but is not limited to, New York State agencies, political
subdivisions, local governments, public authorities, public school and
fire districts, public and nonprofit libraries, and certain other
nonpublic/nonprofit organizations.

¢. COMMISSIONER Commissioner of OGS, or in the case of Bid
Specifications issued by an Authorized User, the head of such
Authorized User or his or her authorized representative.

d. CONTRACT The writing(s) which contain the agreement of the
Commissioner and the bidder/Contractor seiting forth the total legal
obligation between the parties as determined by applicable rules of
law, and which most typically include the following classifications of
public procurements:

1. Agency Specific Contracts Contracts where the
specifications for a Product or a particular scope of work are
described and defined to meet the needs of one or more
Authorized User(s).

2. Centralized Contracts Single or multiple award Contracts
where the specifications for a Product or general scope of
work are described and defined by the Office of General
Services to meet the needs of Authorized Users. Centralized
Contracts may be awarded through multiple awards or
through adoption of another jurisdiction’s contract or on a
sole source, single source, emergency or competitive basis.
Once established, procurements may be made from the
selected Contractor(s) without further competition or Mini-
Bid unless otherwise required by the Bid Specifications or
Contract Award Notification,

3. Back-Drop Contracts Multiple award Ceniralized
Contracts where the Office of General Services defines the
specifications for a Product or general scope of work to meet
the needs of Authorized Users. Bids may be submitted
either at a date and time certain or may be accepted on a
continuous or periodic recruitment basis, as set forth in the
Bid Specifications. Selection of a Contractor(s) from among
Back-Drop contract holders for an actual Product, project or
particular scope of work may subsequently be made on a
single or sole source basis, or on the basis of a Mini-Bid
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among qualified Back-Drop contract holders, or such other
method as set forth in the Bid Document. :

4, Piggyback Contract A Contract let by any department,
agency or instrumentality of the United States government,
or any department, agency, office, political subdivision or
instrumentality of any state or state(s) which is adopted and
extended for use by the OGS Commissioner in accordance
with the requirements of the State Finance Law.

5., Contract Letter A letter to the successful Bidder(s)
indicating acceptance of its Bid in response to a solicitation.
Unless otherwise specified, the issuance of a Letter of
Acceptance forms a Contract but is not an order for Product,
and Contractor should not take any action with respect to
actual Contract deliveries except on the basis of Purchase
Orders sent from Authorized User(s).

e CONTRACT AWARD NOTIFICATION An announcement to
Authorized Users that a Contract has been established.

f. CONTRACTOR Any successful Bidder(s) to whom a Contract
has been awarded by the Commissioner.

g. DOCUMENTATION The complete set of manuals {(e.g., user,
installation, instruction or diagnostic manuals) in either hard or
electronic copy, which are necessary io enable an Authorized User to
properly test, install, operate and enjoy full use of the Product.

h. EMERGENCY An urgent and unexpected requirement where
health and public safety or the conservation of public resources is at
risk.

i. ENTERPRISE The total business operations in the United States
of Authorized User(s) without regard to geographic location where
such operations are performed or the entity actually performing such
operations on behalf of Authorized User(s).

j-  ENTERPRISE LICENSE A license grant of unfimited rights to
deploy, access, use and execute Product anywhere within the
Enterprise up to the maximum capacity stated on the Purchase Order
or in the Contract.

k. ERROR CORRECTIONS Machine executable software code
furnished by Contractor which corrects the Product 50 as to conform to
the applicable warranties, performance standards and/or obligations of
the Contractor,

L GROUP A classification of Product, services or technology
which is designated by OGS. i

m. INVITATION FOR BIDS ({IFB) A type of Bid Document
which is most typically used for procurements where requirements can
be stated and award will be made based on lowest price to the
responsive and responsible Bidder(s).

n. LICENSED SOFTWARE Software transferred upon the terms
and conditions set forth in the Contract, “Licensed Software” includes
error corrections, upgrades, enhancements or new releases, and any
deliverables due under a maintenance or service contract {¢.g., patches,
fixes, PTFs, programs, code or data conversion, or custom
programming).

0. LICENSEE(S) One or more Authorized Users who acquire

Product from Contractor by iSsuing a Purchase Order in accordance
with the terms and conditions of the Contract; provided that, for

i
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purposes of compliance with an individual license, the term
“Licensee(s)” shall be deemed to refer separately to the individual
Authorized User(s) who took receipt of and who is executing the
Product, and who shall be solely responsible for performance and
liabilities incurred. In the case of acquisitions by State Agencies, the
Licensee shall be the State of New York.

p. LICENSE EFFECTIVE DATE The date Product is delivered to
an Authorized User. Where a License involves Licensee’s right to
copy a previously licensed and delivered Master Copy of a Program,
the license effective date for additional copies shall be deemed to be
the date on which the Purchase Order is execuied.

q. LICENSOR A Coniractor who transfers rights in proprietary
Product to Authorized Users in accordance with the rights and
obligations specified in the Coniract.

r. NEW PRODUCT RELEASES (Product Revisions) Any
commercially released revisions to the licensed version of a Product as
may be generally offered and available to Authorized Users. New
releases involve a substantial revision of functionality from a
previously released version of the Product.

s. OGS The New York State Office of General Services.

t. PRODUCT A deliverable under any Bid or Contract which may
include commodities, services and/or technology. The term “Product”
includes Licensed Software.

u. PROPRIETARY Protected by secrecy, patent, copyright or
trademark against commercial competition.

v. PURCHASE ORDER The Authorized User’s fiscal form or
format that is used when making a purchase (e.g., formal written
Purchase Order, Procurement Card, electronic Purchase Order, or other
authorized instrument).

w. REQUEST FOR PROPOSALS (RFP) A type of Bid Document
that is used for procurements where factors in addition to cost are
considered and weighted in awarding the contract and where the award
will be made based on “best value,” as defined by the State Finance
Law, to the responsive and responsible Bidder(s).

X. REQUEST FOR QUOTATION (RFQ) A type of Bid
Document that can be used when a formal Bid opening is not required
(e.g., discretionary, sole source, single source or emergency
purchases).

y. RESPONSIBLE BIDDER A Bidder that is determined to have
financial and organizational capacity, legal authority, satisfactory
previous performance, skill, judgment and integrity, and that is found
to be competent, reliable and experienced, as determined by the
Commissioner. For purposes of being deemed responsible, a Bidder
must also be determined to be in compliance with Sections 139-j and
139-k of the State Finance Law relative to restrictions on contacis
during the procurement process and disclosure of contacts and prior
findings of non-responsibility under these statutes.

z. RESPONSIVE BIDDER A Bidder meeting the specifications or
requirements prescribed in the Bid Document or solicitation, as
determined by the OGS Commissioner.

aa. SINGLE SOURCE A procurement where two or more Bidders

can supply the required Product, and the Commissioner may award the
contract to one Bidder over the other.
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bb. SITE The location (streei address) where Product will be
executed or services delivered.

ce. SOLE SOURCE A procurement where only one Bidder is
capable of supplying the required Product.

dd. SOURCE CODE The programming statements or instructions
written and expressed in any language understandable by a human
being skilled in the art which are translated by a language compiler o
produce executable machine Object Code.

ee. STATE State of New York,

ff. SUBCONTRACTOR Any individual or other legal entity
(including but not limited to sole proprictor, partnership, limited
liability company, firm or corporation) who has entered into a contract,
express or implied, for the performance of a portion of a Contract with
a Contractor.

gg. TERMS OF LICENSE The terms and conditions set forth in
the Contract that are in effect and applicable to a Purchase Order at the
time of order placement.

hh. VIRUS Any computer code, whether or not written or
conceived by Contractor, that disrupts, disables, harms, or otherwise
impedes in any manner the operation of the Product, or any other
associated software, firmware, hardware, or computer system (such as
local area or wide-area networks), including aesthetic disruptions or
distortions, but does not include security keys or other such devices
installed by Product manufacturer.

BID SUBMISSION

3. INTERNATIONAL BIDDING All offers (tenders), and all
information and Product required by the solicitation or provided as
explanation thereof, shall be submitted in English. All prices shall be
expressed, and all payments shall be made, in United States Dollars
{$US). Any offers (tenders) submitted which do not meet the above
criteria will be rejected.

4. BID OPENING Bids may, as applicable, be opened publicly.
The Commissioner reserves the right at any time to postpone or cancel
a scheduled Bid opening.

5. BID SUBMISSION All Bids are to be packaged, sealed and
submitted to the location stated in the Bid Specifications. Bidders are
solely responsible for timely delivery of their Bids to the location set
forth in the Bid Specifications prior to the stated Bid opening
date/time.

A Bid return envelope, if provided with the Bid Specifications, should
be used with the Bid sealed inside. If the Bid response does not fit into
the envelope, the Bid envelope should be attached to the outside of the
sealed box or package with the Bid inside. If using a commercial
delivery company that requires use of their shipping package or
envelope, Bidder’s scaled Bid, labeled as detailed below, should be
placed within the shipper’s sealed envelope to ensure that the Bid is
not prematurely opened.

All Bids must have a label on the outside of the package or shipping
container outlining the following information:

“BID ENCLOSED (bold print, all capitals)

*  Group Number
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= |FB or RFP Number
= Bid Submission date and time™

In the event that a Bidder fails to provide such information on the
return Bid envelope or shipping material, the receiving entity reserves
the right to open the shipping package or envelope to determine the
proper Bid number or Group Number, and the date and time of Bid
opening, Bidder shall have no claim against the receiving entity
arising from such opening and such opening shall not affect the
validity of the Bid or the procurement.

Bidder assumes all risk of late delivery associated with the Bid not
being identified, packaged or labeled in accordance with the foregoing
requirements.

All Bids must be signed by a person authorized to commit the Bidder
to the terms of the Bid Documents and the content of the Bid (offer).

6. LATE BIDS REJECTED For purposes of Bid openings held
and conducted by OGS, a Bid must be received in such place as may
be designated in the Bid Documents or, if no place is specified, in the
OGS Mailroom located in the Empire State Plaza, Albany, New York
12242, at or before the date and time established in the Bid
Specifications for the Bid opening. For purposes of Bid openings held
and conducted by Authorized Users other than OGS, the term late Bid
is defined as a Bid not received in the location established in the Bid
Specifications at or before the date and time specified for the Bid
opening.

Any Bid received at the specified location after the time specified will
be considered a late Bid. A late Bid shall not be considered for award
unless: (i) no timely Bids meeting the requirements of the Bid
Documents are received or, (ii) in the case of a multiple award, an
insufficient number of timely Bids were received to satisfy the
multiple award; and acceptance of the late Bid is in the best interests
of the Authorized Users. Bids submitted for continuous or periodic
recruitment contract awards must meet the submission requirements
associated with their specifications. Delays in United States mail
deliveries or any other means of transmittal, including couriers or
agents of the Authorized User, shall not excuse late Bid submissions,
Similar types of delays, including but not limited to, bad weather, or
security procedures for parking and building admittance, shall not
excuse late Bid submissions. Determinations relative to Bid timeliness
shall be at the sole discretion of the Comemissioner.

7.  BID CONTENTS Bids must be complete and legible. All Bids
must be signed. All information required by the Bid Specifications
must be supplied by the Bidder on the forms or in the format specified.
No alteration, erasure or addition is to be made to the Bid Documents.
Changes may be ignored by the Commissioner or may be grounds for
rejection of the Bid. Changes, corrections and/or use of white-out in
the Bid or Bidder’s response portion of the Bid Document must be
initialed by an authorized representative of the Bidder. Bidders are
cautioned to verify their Bids before submission, as amendments to
Bids or requests for withdrawal of Bids received by the Commissioner
after the time specified for the Bid opening may not be considered.

8. EXTRANEQUS TERMS Bids must conform to the terms set
forth in the Bid Documents, as extrancous terms or material deviations
(including additional, inconsistent, conflicting or alternative terms)
may render the Bid non-responsive and may result in rejection of the
Bid.

Extranecus term{s) submitted on  standard. pre-printed forms
(including but not limited to: product literature, order forms, license
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agreements, contracts or other documents) that are attached or
referenced with submissions shall not be considered part of the Bid or
resulting Contract, but shall be deemed included for informational or
promotional purposes only.

Only those extraneous terms that meet all the following requirements
may be considered as having been submitted as part of the Bid:

a. Each proposed extraneous term {addition, deletion, counter-offer,
deviation, or modification) must be specifically enumerated in a
writing which is not part of a pre-printed form; and

b. The writing must identify the particular specification requirement
(if any) that Bidder rejects or proposes to modify by inclusion of the
extraneous term; and

¢. The Bidder shall enumerate the proposed addition, deletion,
counter-offer, deviation, or modification from the Bid Document, and
the reasons therefore.

No extraneous term(s), whether or not deemed “material,” shall be
incorporated into a Contract or Purchase Order unless submitted in
accordance with the above and the Commissioner or Authorized User
expressly accepts each such term(s) in writing. Acceptance and/or
processing of the Bid shall not constitute such written acceptance of
Extraneous Term(s).

9. CONFIDENTIAL/TRADE SECRET MATERIALS

a. CONTRACTOR Confidential, irade secret or proprictary
materials as defined by the laws of the State of New York must be
clearly marked and identified as such upon submission by the Bidder.
Marking the Bid as “confidential” or “proprietary™ on its face or in the
document header or footer shall not be considered by the
Commissioner or Authorized User to be sufficient without specific
justification as to why disclosure of particular information in the Bid
would cause substantial injury to the competitive position of the
Bidder. Bidders/Contractors intending to seek an exemption from
disclosure of these materials under the Freedom of Information Law
must request the exemption in writing, setting forth the reasons for the
claimed exemption. The State’s receipt/acceptance of the claimed
materials does not constitute a determination on the exemption request,
which determination will be made in accordance with statutory
procedures. Properly identified information that has been designated
confidential, trade secret, or proprietary by the Bidder will not be
disclosed except as may be required by the Freedom of Information
Law or other applicable State and federal laws.

b. COMMISSIONER OR AUTHORIZED USER Contractor
warrants, covenants and represents that any confidential information
obtained by Contractor, Iis agents, Subcontractors, officers,
distributors, resellers or employees in the course of performing its
obligations, including without limitatien, security procedures, business
operations information, or commercial proprietary information in the
possession of the State or any Authorized User hereunder or received
from another third party, will not be divulged to any third parties
without the written consent of the Commissioner or Authorized User.
Contractor shall not be required to keep confidential any such material
that is publicly available through no fault of Contractor, independently
developed by Contractor without reliance on confidential information
of the Authorized User, or otherwise obtained under the Freedom of
Information Law or other applicable New York State laws and
regulations. This warranty shall survive termination of this Contract.
Contractor further agrees to take commercially reasonable steps as to
its agents, Subcontractors, officers, distributors, resellers or employees
regarding the obligations ariSing under this clause to insurc such
confidentiality.
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10. PREVAILING WAGE RATES - PUBLIC WORKS AND
BUILDING SERVICES CONTRACTS If any portion of work being
Bid is subject to the prevailing wage rate provisions of the Labor Law,
the following shall apply:

a. PREVAILING WAGE RATE APPLICABLE TO BID
SUBMISSIONS A copy of the applicable prevailing wage rates to be
paid or provided are annexed to the Bid Documents. Bidders must
submit Bids which are based upon the prevailing hourly wages, and
supplemenis in cash or equivalent benefits (i.e., fringe benefits and any
cash or non-cash compensation which are not wages, as defined by
law) that equal or exceed the applicable prevailing wage rate(s) for the
location where the work is to be performed. Bidders may not submit
Bids based upon hourly wage rates and supplements below the
applicable prevailing wage rates as established by the New York State
Department of Labor. Bids that fail to comply with this requirement

will be disqualified.

b. WAGE  RATE PAYMENTS/CHANGES  DURING
CONTRACT TERM The wages to be paid under any resulting
Contract shall not be less than the prevailing rate of wages and
supplements as set forth-by law. It is required that the Contractor keep
informed of all changes in the prevailing wage rates during the
Contract term that apply to the classes of individuals supplied by the
Contractor on any projects resulting from this Contract, subject to the
provisions of the Labor Law. Contractor is solely liable for and must
pay such required prevailing wage adjustments during the Contract
term as required by law.

c¢. ARTICLE 8 CONSTRUCTION/PUBLIC WORKS
CONTRACTS In compliance with Article 8, Section 220 of the New
York State Labor Law:

i. Posting The Contractor must publicly post on the work site, in
a prominent and accessible place, a legible schedule of the prevailing
wage rates and supplements.

ii. Payroll Records Contractors and Subcontractors must keep
original payrolls or transcripts subscribed and affirmed as true under
the penalties of perjury as required by law. For public works contracts
over $25,000 where the Contractor maintains no regular place of
business in New York State, such records must be kept at the work
site. For building services contracts, such records must be kept at the
work site while work is being performed.

jii. Submission of Certified Payroll Transcripts for Public
Works Contracts Only Contractors and Subcontractors on public
works projects must submit monthly payroll transcripts to the
Authorized User that has prepared or directs the preparation of the
plans and specifications for a public works project, as set forth in the
Bid Specifications. For Mini-Bid solicitations, the payroll records
must be submitted to the entity preparing the agency Mini-Bid project
specification, For “agency specific” Bids, the payroll records should
be submitted to the entity issuing the purchase order. For all other
OGS Centralized Contracts, such records should be submiited to the
individual agency issuing the purchase order{s} for the work. Upon
mutual agreement of the Contractor and the Authorized User, the form
of submission may be submitted in a specified disk format acceptable
to the Department of Labor provided: 1) the Contractor/Subcontractor
retains the original recerds; and, (2) an original signed letter by a duly
authorized individual of the Contractor or Subcontractor attesting to
the truth and accuracy of the records accompanies the disk. This
.provision does not apply to Article 9 of the Labor Law building

services ¢ontracts.
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iv. Day’s Labor No laborers, workmen or mechanics in the
employ of the Contractor, Subcontractor or other person doing or
contracting to do all or part of the work contemplated by the Contract
shafl be permitted or required to work more than cight hours in any
one calendar day or more than five calendar days in any one week
except in cases of extraordinary emergency including fire, flood or
danger to life or property. “Extraordinary emergency” shall be
deemed to include situations in which sufficient laborers, workers and
mechanics cannot be employed to catry on public work expeditiously
as a result of such restrictions upon the number of hours and days of
labor and the immediate commencement or prosecution or completion
without undue delay of the public work is necessary in the judgment of
the NYS Commissioner of Labor for the preservation of the Contract
site or for the protection of the life and [imb of the persons using the
Contract site.

d. ARTICLE 9 BUILDING SERVICES CONTRACTS
In compliance with Article 9, Section 230 of the New York State
Labor Law:

i.  Payroll Records Contractors and Subcontractors must keep
original payrolls or transcripts subscribed and affirmed as true under
the penalties of perjury as required by law. Where the Contractor or
Subcontractor maintains no regular place of business in New York
State, such records must be kept at the work site while work is being
performed.

ii. Overtime Employees of Contractors and Subcontractors who
work in excess of eight hours in a day or forty hours in a week shall be
paid at the overtime rate identified by the New York State Department
of Labot,

11. TAXES
a. Unless otherwise specified in the Bid Specifications or Contract,
the quoted Bid price includes all taxes applicable to the transaction.

b. Purchases made by the State of New York and certain non-State
Authorized Users are exempt from New York State and local sales
taxes and, with certain exceptions, federal excise taxes. To satisfy the
requirements of the New York State Sales tax exemption, either the
Purchase Order issued by a State Agency or the invoice forwarded to
authorize payment for such purchases will be sufficient evidence that
the sale by the Contractor was made to the State, an exempt
organization under Section 1116 (a) (1) of the Tax Law. Non-State
Authorized Users must offer their own proof of exemption upon
request. No person, firm or corporation is, however, exempt from
paying the State Truck Mileage and Unemployment Insurance or
Federal Social Security taxes, which remain the sole responsibility of
the Bidder/Contractor.

¢.  Purchases by Authorized Users other than the State of New York
may be subject to certain taxes which were not included in the Bid
price, and in those instances the tax should be computed based on the
Contract price and added to the invoice submitted to such entity for
payment.

12. EXPENSES PRIOR FO CONTRACT EXECUTION The
Commissioner and any Authorized User(s) are not liable for any costs
incurred by a Vendor, Bidder or Contractor in the preparation and
production of a Bid, Mini-Bid, cost proposal revision, or for any work
petformed prior to Contract execution.

13. ADVERTISING RESULTS The prior written approval of the
Commissioner is required in order for results of the Bid to be used by
the Contractor as part of any commercial advertising. The Contractor
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shail also obtain the prior written approval of the Commissioner
relative to the Bid or Contract for press or other media releases.

14. PRODUCT REFERENCES

a. “Or Equal” In all Bid Specifications the words “or equal” are
understood to apply where a copyrighted, brand name, trade name,
catalog reference, or patented Product is referenced. References to
such specific Product are intended as descriptive, not restrictive,
unless otherwise stated. Comparable Product will be considered if
proof of compatibility is provided, inciuding appropriate catalog
excerpts, descriptive literature, specifications and test data, etc. The
Commissioner’s decision as to acceptance of the Product as equal
shall be final.

b. Discrepancies in References In the event of a discrepancy
between the model number referenced in the Bid Specifications and
the written description of the Products which cannot be reconciled,
with respect to such discrepancy, then the writien description shall
prevail.

15. REMANUFACTURED, RECYCLED, RECYCLABLE OR
RECOVERED MATERIALS Upon the conditions specified in the
Bid Specifications and in accordance with the laws of the State of New
York, Contractors are encouraged to use recycled, recyclable or
recovered materials in the manufacture of Products and packaging to
the maximum extent practicable without jeopardizing the performance
or intended end use of the Product or packaging unless such use is
precluded due to health, welfare, safety requirements or in the Bid
Specifications.  Contractors are further encouraged to offer
remanufactured Products to the maximum extent practicable without
jeopardizing the performance or intended end use of the Product and
unless such use is precluded due to health, welfare, safety
requirements or by the Bid Specifications. Where such use is not
practical, suitable, or permitted by the Bid Specifications, Contractor
shall deliver new materials in accordance with the “Warranties” set
forth below.

Iltems with recycled, recyclable, recovered, refurbished or
remanufactured content must be identified in the Bid or Bidder will be
deemed to be offering new Product.

16. PRODUCTS MANUFACTURED IN PUBLIC
INSTITUTIONS Bids offering Products that are manufactured or
produced in public institutions will be rejected.

I7. PRICING

a. Unit Pricing If required by the Bid Specifications, the Bidder
should insert the price per unit specified and the price extensions in
decimals, not to exceed four places for each item unless otherwise
specified, in the Bid. In the event of a discrepancy between the unit
price and the extension, the unit price shall govern unless, in the sole
judgment of the Commissioner, such unit pricing is obviously
EITOTEOUS,

b. Net Pricing Unless otherwise required by the Bid Specifications,
prices shall be net, including transportation, customs, tariff, delivery
and other charges fully prepaid by the Contractor to the destination(s)
indicated in the Bid Specifications, subject to the cash discount.

e.  “No Charge” Bid When Bids are requested on a number of
Products as a Group or Lot, a Bidder desiring to Bid “no charge™ on a
Product in the Group or Lot must clearly indicate such. Otherwise,
such Bid may be considered incomplete and be rejected, in whole or in
part, at the discretion of the Commissioner.
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d. Educational Pricing All Products to be supplied for educational
purposes that are subject to educational discounts shall be identified in
the Bid and such discounts shall be made available to qualifying
institutions.

e. Third Party Financing If Product acquisitions are financed
through any third party financing, Contractor may be required as a
condition of Contract Award to agree to the terms and conditions of a
“Consent & Acknowledgment Agreement” in a form acceptable to the
Commissioner.

f.  Best Pricing Offer During the Contract term, if substantially the
same or a smaller quantity of a Product is sold by the Contractor
outside of this Contract upon the same or similar terms and conditions
as that of this Contract at a lower price to a federal, state or local
governmental entity, the price under this Contraci, at the discretion of
the Commissioner, shall be immediately reduced to the tower price.

g. Specific price decreases:
(i) GSA Changes: Where NYS Net Prices are based on an
approved GSA Schedule, price decreases shall take effect
automatically during the Contract term and apply to Purchase
Orders submmitted on or afier the date the approved GSA Schedule
pricing decreases during the Contract term; or

(i} Commercial Price List Reductions: Where NYS Net
Prices are based on a discount from Contractor’s list prices, price
decreases shall take effect automatically during the Contract term
and apply to Purchase Qrders submitted on or after the date
Contractor lowers its pricing to its customers generally or to
similarly sitvated government customers during the Contract
term; or

(iii} Special Offers/Promotions Generally: Where Contracior
generally offers more advantageous special price promotions or
special discount pricing to other customers during the Contract
term for a similar quantity, and the maximum price or discount
associated with such offer or promotion is better than the discount
or Net Price otherwise available under this Contract, such better
price or discount shall apply for similar quantity transactions
under this Contract for the life of such general offer or promotion;
and

(iv) Special Offers/Promotions to Anthorized Users:
Contractor may offer Authorized Users, under either this Contract
or any other Contracting vehicle, competitive pricing which is
lower than the NYS Net Price set forth herein at any time during
the Contract term and such lower pricing shall not be applied as a
global price reduction under the Contract pursuant to the
foregoing paragraph (iii). ’
Unless otherwise specified in the Bid Specifications, Contractor may
offer lower prices or better terms {see Modification of Contract Terms)
on any specific Purchase Order(s) from any Authorized User without
being in conflict with, or having any obligation to comply on a global
basis with, the terms of this clause,

h. Cost Proposal Revisions A Contractor may be soliciied prior to
contract award to propose the best possible offer for the Product or
service being bid on, in accordance with State Finance Law §
163(9)(c). A cost proposal revisien must be a lower price than the
initial price.

18. DRAWINGS
a. Drawings Submitted With Bid When the Bid Specifications
require the Bidder to furnish drawings and/or plans, such drawings

5
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and/or plans shall conform to the mandates of the Bid Documents and
shall, when approved by the Commissioner, be considered a part of the
Bid and of any resulting Contract.  All symbols and other
representations appearing on the drawings shall be considered a part of
the drawing.

b. Drawings Submitted During the Contract Term  Where
required to develop, maintain and deliver diagrams or other technical
schematics regarding the scope of work, Contractor shall do so on an
ongoing basis at no additional charge, and must, as a condition of
payment, update drawings and plans during the Contract term to
reflect additions, alterations, and deletions. Such drawings and
diagrams shall be delivered to the Authorized User’s representative.

¢. Accuracy of Drawings Submitted All drawings shall be neat
and professional in manner and shall be clearly labeled as to locations
and type of Product, connections and components. Drawings and
diagrams are io be in compliance with accepted drafting standards.
Acceptance or approval of such plans shall not relieve the Contractor
from responsibility for design or other errors of any sort in the
drawings or plans, or from its responsibility for performing as
required, furnishing Product, services or installation, or carrying out
any other requirements of the intended scope of work.

19. SITE INSPECTION Where a site inspection is required by the
Rid Specifications or Project Definition, Bidder shall be required 10
inspect the site, including environmental ot other conditions for pre-
existing deficiencies that may affect the installed Product, equipment,
or environment or services to be provided and, which may affect
Bidder's ability to properly deliver, install or otherwise provide the
required Product. All inguiries regarding such conditions shall be
made in writing. Bidder shall be deemed to have knowledge of any
deficiencies or conditions which such inspection or inquiry might have
disclosed. Bidder must provide a detailed explanation with its Bid if
additional work is required under this clause in order to properly
complete the delivery and installation of the required Product or
provide the requested service.

20. PROCUREMENT CARD The State has entered into an
agreement for purchasing card services. The Purchasing Card enables
Authorized Users to make authorized purchases directly from a
Contractor without processing Purchase Orders or Purchase
Authorizations. Purchasing Cards are issued to selected employees
authorized to purchase for the Authorized User and having direct
contact with Contractors. Cardholders can make purchases directly
from any Contractor that accepts the Purchasing Card.

The Contractor shall not process a transaction for payment
through the credit card clearinghouse until the purchased Products
have been shipped or services performed. Unless the cardholder
requests correction or replacement of a defective or faulty Product in
accordance with other Contract requirements, the Contractor shall
immediately credit a cardholder’s account for Producis retummed as
defective or faulty.

21. SAMPLES

a. Standard Samples Bid Specifications may indicate that the
Product to be purchased must be equal to a standard sample on display
in a place designated by the Commissioner and such sample will be
made available to the Bidder for examination prior to the opening date.
Failure by the Bidder to examine such sample shall not entitle the
Bidder to any relief from the conditions imposed by the Bid
Specifications.

'b. Bidder Supplied Samples The Commissioner reserves the right
to request from the Bidder/Contractor a representative sample(s) of the
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Product offered at any time prior to or afier award of a contract.
Unless otherwise instructed, samples shalf be furnished within the time
specified in the request. Untimely submission of a sample may
constitute grounds for rejection of the Bid or cancellation of the
Contract. Samples must be submitted free of charge and be
accompanied by the Bidder’s name and address, any descriptive
literature relating to the Product and a statement indicating how and
where the sample is to be returned. Where applicable, samples must
be properly labeled with the appropriate Bid or Contract reference.

A sample may be held by the Commissioner during the entire term of
the Contract and for a reasonable period thereafter for comparisen with
deliveries. At the conclusion of the helding period, the sample, where
feasible, will be returned as instructed by the Bidder, at the Bidder’s
expense and risk. Where the Bidder has failed to fully instruct the
Commissioner as to the return of the sample (i.e., mode and place of
return, etc.) or refuses to bear the cost of its return, the sample shall
become the sole property of the receiving entity at the conclusion of
the holding period.

¢. Enhanced Samples When an approved sample exceeds the
minimum specifications, all Product delivered must be of the same
enhanced quality and identity as the sample. Thereafter, in the event
of a Contractor’s default, the Commissioner may procure a Product
substantially equal to the enhanced sample from other sources,
charging the Coniractor for any additional costs incurred.

d. Conformance with Samples Submission of a sample (whether or
not such sample is tested by, or for, the Commissioner) and approval
thereof shall not relieve the Contractor from full compliance with all
terms and conditions, performance related and otherwise, specified in
the Bid Specifications. If in the judgment of the Commissioner the
sample or Product submitted is not in accordance with the
specifications or testing requirements prescribed in the Bid
Specifications, the Commissioner may reject the Bid. If an award has
been made, the Commissioner may cancel the Contract at the expense
of the Contractor.

e. Testing All samples are subject to tests in the manner and place
designated by the Commissioner, either prior to or after Contract
award. Unless otherwise stated in the Bid Specifications, Bidder
samples consumed ot tendered useless by testing will not be retumed
to the Bidder. Testing costs for samples that fail to meet Contract
requirements may be at the expense of the Contractor.

f. Requests For Samples By Authorized Users Requests for
samples by Authorized Users require the consent of the Contractor.
Where Contractor refuses to furnish a sample, Authorized User may,
in its sole discretion, make a determination on the performance
capability of the Product or on the issue in question.

BID EVALUATION

22. BID EVALUATION The Commissioner reserves the right to
accept or reject any and afl Bids, or separable portions of Bids, and
waive technicalities, irregularities, and omissions if the Commissioner
determines the best interests of the State will be served. The
Commissioner, in his/her sole discretion, may accept or reject illegible,
incomplete or vague Bids and his’her decision shall be final. A
conditional or revocable Bid which clearly communicates the terms or
limitations of acceptance may be considered, and Contract award may
be made in compliance with the Bidder’s conditional or revocable
terms in the Bid.
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23. TIE BIDS In ihe event two Bids are found to be substantially
equivalent, price shall be the basis for determining the award recipient.
While prompt payment discounts will not be considered in
determining the low Bid, the Commissioner may consider any prompt
payment discount in resolving Bids which are otherwise tied. If two or
more Bidders submit substantially equivalent Bids as to pricing or
other factors, the decision of the Commissioner to award a Contract to
one or more of such Bidders shall be final.

24. QUANRTITY CHANGES PRIOR TO AWARD The
Commissioner reserves the right, at any time prior to the award of a
specific quantity Contract, to alter in good faith the quantities listed in
the Bid Specifications. In the event such right is exercised, the lowest
responsible Bidder meeting Bid Specifications will be advised of the
revised quantities and afforded an opportunity to extend or reduce its
Bid price in relation to the changed quantities. Refusal by the low
Bidder to so extend or reduce its Bid price may result in the rejection
of its Bid and the award of such Contract to the lowest responsible
Bidder who accepts the revised qualifications.

25, TIMEFRAME FOR OFFERS The Commissioner reserves the
right to make awards within sixty days after the date of the Bid
opening or such other period of time as set forth in the Bid Documents,
during which period, Bids must remain firm and cannot be withdrawn.
Where an award is not made within the sixty day period or other time
specified as set forth in the Bid Documents, the Bids shall remain firm
until such later time as either a Contract is awarded or the Bidder
delivers to the Commissioner written notice of the withdrawal of its
Bid.

TERMS & CONDITIONS

26. CONTRACT CREATION / EXECUTION  Except for
contracts governed by Article 11-B of the State Finance Law, subject
to and upon receipt of all required approvals as set forth in the Bid
Specifications, a Contract shall be deemed executed and created with
the successful Bidder(s) upon the Commissioner’s mailing or
electronic communication to the address on the Bid/Contract of: (i)
the final Contract Award Notice; (ii) a fully executed Contract; or (iii)
a Purchase Order authorized by the Commissioner.

27. PARTICIPATION IN CENTRALIZED CONTRACTS

a. Agencies All State Apencies may utilize and purchase under any
Centralized Contract let by the Commissioner, unless the Bid
Documents Hmit purchases to specific State Agencies.

b. Non-State Agency Authorized Users Authorized Users other
than Statc Agencies are permitted to make purchases through
Centralized Contracts where permitted by law, the Contract or the
Commissioner.

¢. Voluntary Extension Purchase Orders issued against a
Centralized Contract by any Authorized User not provided for in the
Bid Specifications shall be honored by the Contractor at its discretion
and only with the approval of the OGS Commissioner and any other
approvals requited by law. Contractors are encouraged to voluntarily
extend service Contracts to those additional entities authorized to
utilize commodity Contracts under Section 163(3)(a)(iv) of the State
Finance Law.

d. Responsibility for Performance Participation in Centralized
Contracts by Authorized Users is permitied upon the following
conditions: (i} the responsibility with regard to performance of any
contractual obligation, covenant, condition or term thereunder by any
-Authorized User other than State Agencies shall be borne and is
expressly assumed by such Authorized User and not by the State; (ii) a
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breach of the Contract by any particular Authorized User shall neither
constitute nor be deemed a breach of the Contract as a whole which
shall remain in full force and effect, and shall not affect the validity of
the Contract nor the obligations of the Contractor thereunder
respecting non-breaching Authorized Users, whether State or
otherwise; (iii) for a breach by an Authorized User other than a State
Agency, the State specifically and expressly disclaims any and all
liability for such breach; and (iv) each non-State Agency Authorized
User and Contractor guarantees to save the State, its officers, agents
and employees harmless from any liability that may be or is imposed
by the non-State Agency Authorized User’s ar Contractor’s failure to
perform in accordance with its obligations under the Contract.

e. Contract Migration Authorized Users holding individual
Contracts with a Contractor at the time that Contractor is awarded a
Centralized Contract for the same Products or services shali be
permitted to migrate to that Centralized Contract effective with its
commencement date. Such migration shail not operate to diminish,
after or eliminate any right that the Authorized User otherwisc had
under the terms and conditions of their individual Contract.

28, MODIFICATION OF CONTRACT TERMS The terms and
conditions set forth in the Contract shall govern all transactions by
Authorized User(s) under this Contract. The Contract may only be
modified or amended upon mufual written agreement of the
Commissioner and Contractor.

The Contractor may, however, offer Authorized User(s) -more
advantageous pricing, payment, or other terms and conditions than
those set forth in the Contract. In such event, a copy of such terms
shall be furnished to the Authorized User(s) and Commissioner by the
Centractor at the time of such offer.

Other than where such terms are more advantageous for the
Authorized User(s) than those set forth in the Contract, no alteration or
modification of the terms of the Contract, including substitution of
Product, shall be valid or binding against Authorized User(s) unless
authorized by the Commissioner or specified in the Contract Award
Notification. No such alteration or modification shall be made by
unilaterally affixing such terms to Product upon delivery (including,
but not limited to, attachment or inclusion of standard pre-printed
order forms, product literature, “shrink wrap™ terms accompanying
software upon delivery, or other documents) or by incorporating such
terms onto order forms, purchase orders or other documents forwarded
by the Contractor for payment, notwithstanding Authorized User’s
subsequent acceptance of Product, or that Authorized User has
subsequently processed such document for approval or payment.

29, SCOPE CHANGES The Commissioner reserves the right to
require, by written order, changes to the scope of the Contract, by
altering, adding to or deducting from the Bid Specifications,_such
changes to be within the general scope of the Contract. If any such
change causes an increase or decrease in the cost of, or the time
required for, performance of any part of the work under the Contract,
whether or not changed by the order, the Commissioner shall, upon
notice from Contractor as hereafier stated, make an equitable
adjustment in the Contract price, the delivery schedule or both and
shall medify the Contract. The Contractor must assert its right {0 an
adjustment under this clause within thirty days from the date of receipt
of the written order, However, if the Commissioner decides that the
facts justify it, the Commissioner may provide an adjustment without
receipt of a proposal. Failure to agree to any adjustment shall be a
dispute under the Disputes clause, provided, however, that nothing.in
this clause shall excuse the Contractor from proceeding with the
Contract as changed. o
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30. ESTIMATED /SPECIFIC QUANTITY CONTRACTS
Estimated quantity contracts, also referred to as indefinite delivery /

indefinite quantity contracts, are expressly agreed and understood to be
made for only the quantities, if any, actually ordered during the
Contract term, No guarantee of any quantity is implied or given.

With respect to any specific quantity stated in the contract, the
Commissioner reserves the right after award to order up to 20% more
or less {rounded to the next highest whole number) than the specific
quantities called for in the Contract. Notwithstanding the foregoing,
the Commissioner may purchase greater or lesser percentages of
Contract quantities should the Commissioner and Contractor so agree.
Such agreement may include an equitable price adjustment.

31. EMERGENCY CONTRACTS [n the event that a disaster
emergency is declared by Executive Order under Section 28 of Article
2-B of the Executive Law, or the Commissioner determines pursuant
to his/her authority under Section 163(10)(b) of the State Finance Law
that an emergency exists requiring the prompt and immediate delivery
of Product, the Commissioner reserves the right to obtain such Product
from any source, including but not limited to this Contract(s), as the
Commissioner in histher sole discretion determines will meet the
needs of such emergency. Contractor shall not be entitled to any claim
or lost profits for Product procured from other sources pursuant to this
clause. The reasons underlying the finding that an emergency exists
shall be included in the procurement record.

32. PURCHASE ORDERS Unless otherwise authorized in writing
by the Commissioner, no Product is to be delivered or furnished by
Contractor until transmittal of an official Purchase Order from the
Authorized User. Unless terminated or cancelled pursuant to the
authority vested in the Commissioner, Purchase Orders shall be
effective and binding upon the Contractor when placed in the mail or
electronically transmitted prior to the termination of the Coniract
period, addressed to the Contractor at the address for receipt of orders
set forth in the Contract or in the Contract Award Notification.

All Purchase Orders issued pursuant to Confracts let by the
Commissioner must bear the appropriate Contract number and, if
necessary, requited State approvals. As deemed necessary, the
Authorized User may confirm pricing and other Product information
with the Contractor prior to placement of the Purchase Order. The
State reserves the right to require any other information from the
Contractor which the State deems necessary in order to complete any
Purchase Order placed under the Contract. Unless otherwise specified,
all Purchase Orders against Centralized Contracts will be placed by
Authorized Users directly with the Contractor and any discrepancy
between the terms stated on the Contractor’s order form, confirmation
ot acknowledgment, and the Contract terms shall be resolved in favor
of the terms most favorable to the Authorized User. Should an
Authorized User add written terms and conditions to the Purchase
Order that conflict with the terms and conditions of the Coniract, the
Contractor has the option of rejecting the Purchase Order within five
business days of its receipt but shall first attempt to negotiate the
additional written terms and conditions in good faith with the
Authorized User, or fulfill the Purchase Order. Notwithstanding the
above, the Authorized User reserves the right to dispute any
discrepancies arising from the presentation of additional terms and
conditions with the Contractor.

If, with respect to an Agency Specific Contract let by the
Commissioner, a Purchase Order is not received by the Contractor
within two weeks after the issuance of a Contract Award Notification,
-t is the responsibility of the Contractor to request in writing that the
appropriate Authorized User forward a Purchase Order. [f, thereafier,
a Purchase Order is not received within a reasonable period of time,
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the Contractor shall promptly notify in writing the appropriate
purchasing officer in OGS. Failure to timely notify such officer may.
in the discretion of the OGS Commissioner and without cost to the
State, result in the cancellation of such requirement by the OGS
Commissioner with a corresponding reduction in the Contract quantity
and price.” )

33. PRODUCT DELIVERY Delivery must be made as ordered to
the address specified on the Purchase Order and in accordance with the
terms of the Contract. Delivery shall be made within thirty calendar
days after receipt of a Purchase Order by the Contractor, unless
otherwise agreed to by the Authorized User and the Contractor. The
decision of the Commissioner as to compliance with delivery terms
shall be final. The burden of proof for delay in receipt of a Purchase
Order shall rest with the Contractor. In all instances of a potential or
actual delay in delivery, the Contractor shall immediately notify the
Commissioner and the Authorized User, and confirm in writing the
explanation of the delay, and take appropiiate action to avoid any
subsequent late deliveries. Any extension of time for delivery must be
requested in writing by the Contractor and approved in writing by the
Authorized User. Failure to meet such delivery time schedule may be
grounds for cancellation of the order or, in the Commissioner’s
discretion, the Contract.

34. WEEKEND AND HOLIDAY DELIVERIES Unless otherwise
specified in the Bid Specifications or by an Authorized User,
deliveries will be scheduled for ordinary business hours, Monday
through Friday (excluding legal holidays observed by the State of New
York). Deliveries may be schedufed by mutual agreement for
Saturdays, Sundays or legal holidays observed by the State of New
York where the Product is for daily consumption, an emergency exists,
the delivery is a replacement, delivery is late, or other reasonable
circumnstance in which event the convenience of the Authorized User
shall govern.

35. SHIPPING/RECEIPT OF PRODUCT

a. Packaging Product shall be securely and properly packed for
shipment, storage and stocking in appropriate, clearly labeled shipping
containers and according to accepted commercial practice, without any
extra charges for packing materials, cases or other types of containers,
The container shall become and remain the property of the Authorized
User unless otherwise specified in the Contract documents.

b. Shipping Charges Unless otherwise stated in the Bid
Specifications, all deliveries shall be deemed to be freight on board
(F.O.B.) destination tailgate delivery at the dock of the Authorized
User. Unless otherwise agreed, items purchased at a price F.O.B.
Shipping peint plus transportation charges shall not relieve the
Contractor from responsibility for safe and proper delivery
notwithstanding the Authorized User’s payment of “transportation
charges. Contractor shail be responsible for ensuring that the Bill of
Lading states “charges prepaid” for all shipments.

¢. Receipt of Product The Contractor shall be solely responsible
for assuring that deliveries are made to personnet authorized to accept
delivery on behalf of the Authorized User. Any losses resulting from
the Contractor’s failure to deliver Preduct to authorized personnel
shall be borne exclusively by the Contractor.

36. TITLE AND RISK OF LOSS Notwithstanding the form of
shipment, title or other property interest, risk of loss shall not pass
from the Contractor to the Authorized User until the Products have
been received, inspected and accepted by the receiving entity.
Acceptance shall occur within a reasonable time ot in accordance with
such other defined acceptance period as may be specified in the Bid
Specifications or Purchase Order. Mere acknowledgment by
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Authorized User personnel of the delivery or receipt of goods (e.g..
signed bill of lading) shall not be deemed or construed as acceptance
of the Products received. Any delivery of Product that is substandard
or does not comply with the Bid Specifications or Contract terms and
conditions, may be rejected or accepted on an adjusted price basis, as
determined by the Commissioner. I

37. RE-WEIGHING PRODUCT Deliveries are subject to re-
weighing at the point of destination by the Authorized User. If
shrinkage occurs which exceeds that normally allowable in the trade,
the Authorized User shall have the option to require delivery of the
difference in quantity or to reduce the payment accordingly. Such
option shall be exercised in writing by the Authorized User.

38. PRODUCT _SUBSTITUTION In the event a specified
manufacturer’s Product listed in the Coniract becomes unavailable or
cannot be supplied by the Contractor for any reason {except as
provided for in the Savings/Force Majeure Clause), a Product deemed
in writing by the Commissioner to be equal to or better than the
specified Product must be substituted by the Contractor at no
additional cost or expense to the Authorized User. Unless otherwise
specified, any substitution of Product prior to the Commissioner’s
written approval may be cause for termination of Contract.

39. REJECTED PRODUCT When Product is rejected, it must be
removed by the Contractor from the premises of the Authorized User
within ten calendar days of notification of rejection by the Authorized
User. Upon notification of rejection, risk of loss of rejected or non-
conforming Product shall remain with Coniractor. Rejected items not
removed by the Contractor within ten calendar days of notification
shall be regarded as abandoned by the Contractor, and the Authorized
User shall have the right to dispose of Product as its own property.
The Contractor shall promptly reimburse the Authorized User for any
and all costs and expenses incurred in storage or effecting removal or
disposition after the ten-calendar-day period.

40. INSTALLATION Where installation is required, Contractor
shall be responsible for placing and installing the Product in the
required locations. All materiats used in the installation shall be of
good quality and shall be free from any and all defects that would mar
the Product or render it unsound. Instalfation includes the furnishing
of any equipment, rigging and materials required to install or place the
Produet in the proper location. The Contractor shall protect the site
from damage for all its work and shall repair damages ot injury of any
kind caused by the Contractor, its employees, officers or agents. If
any alteration, dismantling or excavation, etc. is required to effect
installation, the Contractor shall thercafter promptly restore the
structure or site. Work shall be performed to cause the least
inconvenience to the Authorized User(s) and with proper consideration
for the rights of other Contractors or workers. The Contractor shall
promptly perform its work and shall coordinate its activities with those
of other Contractors, The Contractor shail clean up and remove all
debris and rubbish from its work as required or directed. Upon
completion of the work, the building and surrounding area of work
shall be left clean and in a neat, unobstructed condition, and
everything in satisfactory repair and order.

41. REPAIRED OR REPLACED PARTS /| COMPONENTS
Where the Contractor is required to repair, replace or substitute
Product or parts or components of the Product under the Contract, the
repaired, replaced or substituted Products shall be subject to all terms
and conditions for new parts and components set forth in the Contract
including Warranties, as set forth in the Warranties Clause herein.
Replaced or repaired Product or parts and components of such Product
shall be new and shall, if available, be replaced by the original
manufacturer’s component or part. Remanufactured parts or components
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meeting new Product standards may be permitted by the Commissioner or
Authorized User. Before installation, all proposed substitutes for the
original manufacturers installed parts or components must be approved by
the Authorized User. The part or component shall be equal to or of better
guality than the original part or component being replaced.

42. EMPLOYEES, SUBCONTRACTORS & AGENTS  All
employees, Subcontractors or agents performing work under the Contract
must be trained staff or technicians who meet or exceed the professional,
technical and training qualifications set forth in the Bid Specifications or
the Bid Documents, whichever is more restrictive, and must comply with
all security and administrative requirements of the Authorized User. The
Commissioner reserves the right to conduct a security background check
or otherwise approve any employee, Subcontractor or agent furnished by
Contractor and to refuse access to or require replacement of any personnel
for cause based on professional, technical or training qualifications,
quality of work or change in security status or non-compliance with
Authorized User’s security or other requirements. Such approval shaii
not relieve the Contractor of the obligation to perform all work in
compliance with the Contract terms. The Commissioner reserves the
right to reject andfor bar from any facility for cause any employee,
Subcontractor, or agents of the Contractor.

43, ASSIGNMENT The Contractor shall not assign, transfer,
convey, sublet, or otherwise dispose of the contract or its right, title or
interest therein, or its power to execute such contract to any other
person, company, firm or corporation in performance of the contract
without the prior written consent of the Commissioner or Autherized
User (as applicable); provided, however, notwithstanding anything in
Section 138 of the State Finance Law to the contrary, any approval
required thereunder shall not be unreasonably withheld, conditioned,
delayed or denied. Notwithstanding the foregoing, the State shall not
hinder, prevent or affect assignment of money by a Contracior for the
benefit of its creditors. Prior to a consent to assignment of monies
becoming effective, the Contractor shall file a written notice of such
monies assignment{s) with the Comptroller. Prior to a consent to
assignment of a Contract, or portion thereof, becoming effective, the
Contractor shall submit the request for assignment to the
Commissioner and seek written agreement from the Commissioner
which will be filed with the Comptroller. Commissioner shatl use
reasonable efforts to promptly respond to any request by Contractor
for an assignment, provided that Contractor supplies sufficient
information about the party to whom the Contractor proposes to assign
the contract,

Upon notice to the Contractor, the Contract may be assigned without
the consent of the Contractor to another State Agency or subdivision
of the State pursuant to 2 governmental reorganization or assignment
of functions under which the functions are transferred to a successor
Agency or to another Agency that assumes OGS responsibilities for
the Contract. --

44. SUBCONTRACTORS AND SUPPLIERS The Commissioner
reserves the right to reject any proposed Subcontractor or supplier for
bona fide business reasons, including, but not limited to: the company
failed to solicit New York State certified minority- and women-owned
business enterprises as required in prior OGS Contracts; the fact that
such Subcontractor or suppliet is on the New York State Department
of Labor’s list of companies with which New York State cannot do
business; the Commissioner’s determination that the company is not
qualified or is not responsible; or the fact that the company has
previously provided unsatisfactory work or services.

45. PERFORMANCE / BID BOND The Commissioner reserves
the right to require a Bidder or Contractor to furnish, without
additional cost, a performance, payment or Bid bond, negotiable
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irrevocable letter of credit, or other form of security for the faithful
performance of the Contract. Where required. such bond or other
security shall be in the form prescribed by the Commissioner.

46. SUSPENSION OF WORK The Commissioner, in his/her sole
discretion, reserves the right to suspend any or all activities under this
Contract, at any time, in the best interests of the Authorized User. In
the event of such suspension, the Contractor will be given a formal
wrilletl notice outlining the particulars of such suspension. Examples
of the reason for such suspension include, but are not limited to, a
budget frecze or reduction in State spending, declaration of
emergency, contract compliance issues or other circumstances. Upon
issuance of such notice, the Contractor is not to accept any Purchase
Orders, and shall comply with the suspension order. Activity may
resume at such time as the Commissioner issues a formal written
notice authorizing a resumption of performance under the Contract.

An Authorized User may issue a formal written notice for the
suspension of work for which it has engaged the Contractor for
reasons specified in the above paragraph. The written notice shall set
forth the reason for such suspension and a copy of the written notice
shall be provided to the Commissioner.

47. TERMINATION

a. For Cause: For a material breach that remains uncured for more
than thirty calendar days or other specified period after written notice to
the Contractor, the Contract or Purchase Order may be terminated by
the Commissioner or Authorized User respectively, at the Contractor’s
expense where Contractor becomes unable or incapable of performing,
or meeting any requirements or qualifications set forth in the Contract, or
for non-performance, or upon a determination that Contractor is non-
responsible. Such termination shall be upon written notice to the
Contractor, In such event, the Commissioner or Authorized User may
complete the contractual requirements in any manner it may deem
advisable and pursue available legal or equitable remedies for breach.

b. For Convenience: By written notice, this Contract may be
terminated at any time by the Commissioner for convenience upon sixty
calendar days written notice or other specified period without penalty or
other early termination charges due. Such termination of the Contract
shall not affect any project or Purchase Order that has been issued
under the Contract prior to the date of such termination. If the
Contract is terminated pursuant to this subdivision, the Authorized
User shall remain liable for all accrued but unpaid charges incurred
through the date of the termination. Coniractor shall use due diligence
and provide any outstanding deliverables.

¢. For Violation of Sections 139-j and 139-k of the State Finance
Law: The Commissioner reserves the right to terminate the Contract
in the event it is found that the certification filed by the Bidder in
accordance with Section 139-k of the State Finance Law was
intentionally false or intentionally incomplete. Upen such finding, the
Commissioner may exercise his/her termination right by providing
written notification to the Contractor in accordance with the written
notification terms of the Contract.

d. For Violation of Section 5-a of the New York State Tax Law:
The Commissioner reserves the right to terminate the contract in the
event it is found that the certification filed by the Contractor in
accordance with Section 5-a of the Tax Law is not timely filed during
the term of the Contract or the certification furnished was intentionally
false or intentionally incomplete. Upon such finding, the
Commissioner may exercise his‘her termination right by providing
_writien notification to the Contractor in accordance with the written
notification terms of the Contract.
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e. For Non-Responsibility: The Bidder agrees that if it is found by
the State that the Bidder’s responses to the Vendor Responsibility
Questionnaire were intentionally false or intentionally incomplete, on
such finding, the Commissioner may terminate the Contract.

Upon written notice to the Contractor, and 2 reasonable opportunity to
be heard with appropriate OGS officials or staff, the Contract may be
terminated by the Commissioner or his or her designee at the
Contractor’s expense where the Contractor is determined by the
Commissioner ot his or her designee to be non-responsible. In such
event, the Commissioner or his or her designee may complete the
contractual requirements in any manner he or she may deem advisable
and pursue available legal or equitable remedies for breach.

In no case shall such termination of the Contract by the State be
deemed a breach thereof, nor shall the State be liable for any damages
for lost profits or otherwise, which may be sustained by the Contractor
as a result of such termination.

f.  For refusal to testify, sign a waiver of immunity or answer
questions

The Commissioner reserves the right in accordance with State Finance
Law §139-a, to terminate the contract in the event it is found that a
member, pariner, director or officer of Contractor refused, when called
before a grand jury, head of a state department, temporary state
commission or other state agency, or the organized crime task force in
the department of law, which is empowered to compel the attendance
of witnesses and examine them under oath, to testify I an
investigation, concerning any transaction or contract had with the
state, any political subdivision thereof, a public authority or with any
public department, agency or official of the state or of any political
subdivision thereof or of a public authority, to sign a waiver of
immunity against subsequent criminal prosecution or to answer any
relevant question concerning such transaction or contract. Upon such
finding, the Commissioner may exercise his/her termination right by
providing written notification to the Contractor.

48. SAVINGS/FORCE MAJEURE A Force Majeure occurrence is
an event or effect that cannot be reasonably anticipated or controlled
and is not due to the negligence or willful misconduct of the affected
party. Force Majeure includes, but is not limited to, acts of God, acts
of war, acts of public enemies, terrorism, strikes, fires, explosions,
actions of the elements, floods, or other similar causes beyond the
control of the Contractor or the Commissioner in the performance of
the Contract where non-performance, by exercise of reasonable
diligence, cannot be prevented.

The affected party shall provide the other party with written notice of
any Force Majeure occurrence as soon as the delay is known and
provide the other party with a written contingency plan to address the
Force Majeure occurrence, including, but not limited to, specificity on
quantities of materials, tooling, people, and other resources that wili
need to be redirected to another facility and the process of redirecting
them. Furthermore, the affected party shall use its commercially
reasonable efforts to resume proper performance within an appropriate
period of time. Notwithstanding the foregoing, if the Force Majeure
condition continues beyond thirty (30) days, the Parties shall jointly
decide on an appropriate course of action that will permit fulfillment
of the Parties’ objectives hereunder.

The Contractor agrees that in the event of a delay or failure of

performance by the Contractor, under the Contract due to a Force
Majeure occurrence: :
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a. The Commissioner may purchase from other sources (without
recourse to and by the Contractor for the costs and expenses thereof) to
replace all or part of the Products which are the subject of the delay,
which purchases may be deducted from the Contract quantities without
penalty or liability to the State, or

b. The Contractor will provide Autherized Users with access to
Products first in order to fulfill orders placed before the Force Majeure
event occurred. The Commissioner agrees that Authorized Users shall
accept allocated performance or deliveries during the occurrence of the
Force Majeure event.

Neither the Contractor nor the Commissioner shall be liable to the
other for any delay in or failure of performance under the Contract due
to a Force Majeure occurrence. Any such delay in or failure of
performance shall not constitute default or give rise to any liability for
damages. The existence of such causes of such delay or failure shall
extend the period for performance to such extent as determined by the
Contractor and the Commissioner to be necessary to enable complete
performance by the Contractor if reasonable diligence is exercised
after the cause of delay or failure has been removed.

Notwithstanding the above, at the discretion of the Commissioner
where the delay or failure will significantly impair the value of the
Contract to the State or to Authorized Users, the Commissioner may
terminate the Contract or the portion thereof which is subject to delays,
and thereby discharge any unexecuted portion of the Contract or the
relative part thereof.

In addition, the Commissioner reserves the right, in his/her sole
discretion, to make an equitable adjustment in the Contract terms
andfor pricing should extreme and unforeseen volatility in the
marketplace affect pricing or the availability of supply. "Extreme and
unforeseen volatility in the marketplace” is defined as market
circumstances which meet the following criteria: (i) the volatility is
due to causes outside the control of Contractor; (i) the volatility
affects the marketplace or industry, not just the particular Contract
source of supply; (iii) the effect on pricing or availability of supply is
substantial; and (iv) the volatility so affects Contractor's performance
that continued performance of the Contract would result in a
substantial loss. Failure of the Contractor to agree to any adjustment
shall be a dispute under the Disputes clause; provided however, that
nothing in this clause shall excuse the Contractor from performing in
accordance with the Contract as changed.

49. CONTRACT INVOICING

a. Invoicing. Contractor and the dealers/distributors/teseilers
designated by the Contractor, if any, shall provide complete and
accurate billing invoices to each Authorized User in order to receive
payment. Billing invoices submitted to an Authorized User must
contain all information required by the Contract and the State
Comptroller or other appropriate fiscal officer. Submission of an
invoice and payment thereof shall not preclude the Commissioner
from requesting reimbursement or demanding a price adjustment in
any case where the Product delivered is found to deviate from the
terms and conditions of the Contract or where the billing was
inaccurate.

Contractor shall provide, upon request of the Commissioner, any and
all information necessary to verify the accuracy of the billings. Such
information shall be provided in a commercially reasonable manner as
requested by the Commissioner. The Commissioner may direct the
Contractor to provide the information to the State Comptroller or to
any Authorized User of the Contract.
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b. Payment of Contract Purchases made by an Authorized User
when the State Comptroller is responsible for issuing such
payment The Authorized User and Contractor agree that payments
for invoices submitted by the Contractor shall only be rendered
electronically unless payment by paper check is expressly authorized
by the Commissionet, in the Commissioner’s sole discretion, due to
extenuating circumstances. Such electronic payments shall be made in
accordance with ordinary State procedures and practices. The
Contractor shall comply with the State Comptroller’s procedures to
authorize electronic payments. Authorization forms are available at
the State Compiroller website at www.osc.state.ny.us, by e-mail at
HelpBeski@sts.ny.gov, or by telephone at ($18) 457-7737 or toll free
(877) 737-4185. Contractor acknowledges that it will not receive
payment on any invoices submitted under this Contract that are
payable by the State Comptroller if it does not comply with the State
Comptroller’s -electronic payment procedures, except where the
Commissioner has expressly authorized payment by paper check as set
forth above.

¢.  Payment of Contract Purchases made by an Authorized User
when the State Comptroller is not responsible for issuing such
payment The Authorized User and Coniractor agree that payments for
such Contract purchases shall be billed directly by Contractor on
invoices/vouchers, together with complete and accurate supporting
documentation as required by the Authorized User. Such paymenis
shall be as mandated by the appropriate governing law from the receipt
of a proper invoice. Such Authorized User and Contractor are strongly
encouraged to establish electronic payments.

50. DEFAULT — AUTHORIZED USER

a. Breach by Authorized User. An Authorized User’s breach shall
not be deemed a breach of the Centralized Contract; rather, it shall be
deemed a breach of the Authorized User’s performance under the
terms and conditions of the Centralized Contract.

b. Failure to Make Payment. In the event a participating
Authorized User fails to make payment to the Contractor for Products
delivered, accepted and properly invoiced, within thirty calendar days
of such delivery and acceptance, the Contractor may, upon five
business days advance written notice to both the Commissioner and the
Authorized User’s purchasing official, suspend additional shipments of
Product or provision of services to such entity until such time as
reasonablc arrangements have been made and assurances given by
such entity for current and future Contract payments.

¢. Notice of Breach. Notwithstanding the foregoing, the Contractor
shall, at least ten business days prior to declaring a breach of Contract
by any Authorized User, by certified or registered mail, notify both the
Commissioner and the purchasing official of the breaching Authorized
User of the specific facts, circumstances and grounds ‘upon which a
breach will be declared. --

d. Insufficient basis. L{ the Contractor’s basis for declaring a breach
is insufficient, the Contractor’s declaration of breach and failure to
service an Authorized User may constitute a breach of the Contract,
and the Authorized User may thereafter seek any remedy available at
law or equity.

51. PROMPT PAYMENTS

a. State Agencies Upon acceptance of Product or as otherwise
provided by Contract, Contractor may invoice for payment. The
required payment date shall be thirty (30) calendar days, excluding
legal holidays, from the receipt of a proper invoice, as determined. in
accordance with State Finance Law §179-f(2) and 2 NYCRR Part 18
The payment of interest on certain payments due and owed by Agency
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may be made in accordance with State Finance Law §§179-d et. seq.
and the implementing regulations (2 NYCRR §18.1 et seq.).

b. By Non-State Agencies Upon acceptance of Product or as
otherwise provided by Contract, Contractor may inveice for payment.
The required payment date shall be thirty calendar days, excluding
legal holidays, or as mandated by the appropriate governing law from
the receipt of a proper invoice. The terms of Article 11-A of the State
Finance Law apply only to procurements by and the consequent
payment obligations of Agencies. Neither expressly nor by any
implication is the statute applicabie to Non-State Authorized Users.
Neither OGS nor the State Comptroller is responsible for payments on
any purchases made by a Non-State Agency Authorized User.

c. By Contractor Should the Contractor be liable for any payments
to the State hereunder, interest, late payment charges and collection fee
charges will be determined and assessed pursuant to Section 18 of the
State Finance Law.

52. REMEDIES FOR BREACH It is understood and agreed that
all rights and remedies afforded below shall be in addition to all
remedies or actions otherwise authorized or permitted by law:

a. Cover/Substitute Performance In the event of Contractot's
material, uncured breach, the Commissioner may, with or without
tormally Bidding: (i) Purchase from other sources; or (ii) If the
Commissioner is unsuccessful after making reasonable attempts, under
the circumstances then-existing, to timely obtain acceptable service or
acquite teplacement Product of equal or comparable quality, the
Commissioner may acquire acceptable replacement service or Product
of lesser or greater quality.

Such purchases may be deducted from the Contract quantity without
penalty or liability to the State.  The Commissioner agrees that
Authorized Users shall accept allocated performance or deliveries
during a period where Contractor is making good faith efforts to cure a
material breach.

b. Withhold Payment In any case where a reasonable question of
material, uncured non-performance by Contractor arises, payment may
be withheld in whole or in part at the discretion of the Commissioner.
Should Contractor and the Commissioner fail to agree upon the
question of “materiality” in an instance of non-performance, such
failure to agree shall be a dispute under the Disputes clause.

¢. Bankruptey In the event that the Contractor files, or there is filed
against Contractor, a petition under the U.S. Bankruptcy Code during
the term of this Centralized Contract, Authorized Users may, at their
discretion, make application to exercise iis right to set-off against
monies due the Debtor or, under the Doctrine of Recoupment, be
credited the amounts owed by the Contractor arising out of the same
transactions.

d. Reimbursement of Costs Incurred The Contractor agrees to
reimburse the Authorized User promptly for any and all additional
costs and expenses incurred for acquiring acceptable services, and/or
replacement Product. Should the cost of cover be less than the
Contract price, the Contractor shall have no claim to the difference,
The Contractor covenants and agrees that in the event suit is
successfully prosecuted for any default on the part of the Contractor,
all costs and expenses, including reasonable attorney’s fees awarded
by a court of competent jurisdiction, shall be paid by the Contractor.

Where the Contractor fails to timely deliver pursuant to the guaranteed
delivery terms of the Contract, the ordering Authorized User may
obtain substitute Product temporarily and the cost of the replacement
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Product shall be deducted from the Contract quantity without penalty
or liability to the State.

e. Deduction/Credit Sums due as a result of these remedies may be
deducted or offset by the Authorized User from payments due, or (o
become due, the Contractor on the same or another transaction. If no
deduction or only a partial deduction is made in such fashion the
Contractor shall pay to the Authorized User the amount of such claim
or poriion of the claim still outstanding, on demand. The
Commissioner reserves the right to determine the disposition of any
rebates, settlements, restitution, damages, etc., that arise from the
administration of the Contract.

53, ASSIGNMENT OF CLAIM Contractor hereby assigns to the
State any and all claims for overcharges associated with this Contract
that may arise under the antitrust laws of the United States, 15 USC
Section 1, et. seq. and the antitrust laws of the State of New York,
General Business Law Section 340, et. seq.

54. TOXIC SUBSTANCES Each Contractor furnishing a toxic
substance, as defined by Section 875 of the Labor Law, shall provide
such Authorized User with not less than two copies of a2 Material
Safety Data Sheet, which sheet shall include for each such substance
the information outlined in Section 876 of the Labor Law.

Before any chemical product is used or applied on or in any building, a
copy of the product label and Material Safety Data Sheet must be
provided to and approved by the Authorized User representative.

55. INDEPENDENT CONTRACTOR It is understood and agreed
that the legal status of the Contractor, its agents, officers and employees
under this Contract is that of an independent Contractor, and in no manner
shall they be deemed employees of the Authorized User, and therefore are
not entitled to any of the benefits associated with such employment.

56. SECURITY Contractor warrants, covenants and represents that
it will comply fully with all security procedures of the Authorized
User(s} in performance of the Contract including but not limited to
physical, facility, documentary and cyber security tules, procedures
and protocols.

57. COOPERATION WITH THIRD PARTIES The Contractor
shall be responsible for fully cooperating with any third party,
including but not limited to other Contractors or Subcontractors of the
Authorized User, as necessary to ensure delivery or performance of
Product.

58, CONTRACT TERM - RENEWAL In addition to any stated
renewal periods in the Contract, any Contract or unit portion thereof
let by the Commissioner may be extended by the Commissioner for an
additional period(s) of up to one year with the written concurrence of
the Contractor and Comptroller. Such extension may be exercised on
a month-to-month basis or in other stated periods of time during the
one year extension.

59, WARRANTIES

a.  Product Performance Where Contractor, Product manufacturer
or service provider generally offers additional or more advantageous
warranties than set forth befow, Contractor shall offer or pass through
any such warranties to Authorized Users.

In addition, Contractor hercby warrants and represents that the
Products acquired by the Authorized User under the terms and
conditions of this Contract conform to the manufacturer's
specifications, performance standards and documentation, and the
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documentation fully describes the proper procedure for using the
Products.

Contractor further warrants and represents that Products, components
or deliverables specified and furnished by or through Contractor shall
individually, and where specified and furnished as a system, be free
from defects in material and workmanship and will conform with all
requirements of the Contract for the warranty period, or for a
minimum of one (1) year from the date of acceptance, whichever is
longer (“Project warranty period™).

Unless recycled or recovered materials are available in accordance
with the Remanufactured, Recycled, Recyclable or Recovered
Materials clause, Product offered shall be standard new equipment,
current model or most recent release of regular stock product with all
parts regularly used with the type of equipment offered. Contractor
further warrants and represents that no atiachment or part has been
substituted or applied contrary to the manufacturer’s
recommendations and standard practice.

b. Title and Ownership Coniractor warrants and represents that it
has (i} full ownership, clear title free of alt liens, or (ii} the right to
transfer or deliver specified license rights to any Products acquired by
Authorized User under this Contract. Contractor shall be solely liable
for any costs of acquisition associated therewith, Contractor shall
indemnify Authorized Users and hold Authorized Users harmless from
any damages and liabilities (including reasonable attomeys® fees and
costs) awarded by a court of competent jurisdiction arising from any
breach of Contractor’s warranties as set forth herein.

¢. Product Warranty for Deliverables During the Project
warranty period, defects in the materials or workmanship of
components or deliverables specified and furnished by or through
Contractor shall be repaired or replaced by Contractor at no cost or
expense to the Authorized User. Contractor shall extend the Project
warranty petiod for individual component(s), or for the system as a
whole, as applicable, by the cumulative period(s} of time, after
notification, during which an individual component or the system
requires servicing or replacement (down time) or is in the possession
of the Contractor, its agents, officers, Subcontractors, disiributors,
resellers or employees (“extended warranty™).

Where Contractor, the Independent Software Vendor {ISV), or other
third-party manufacturer markets any project deliverable delivered by
or through Contractor with a standard commercial warranty, such
standard warranty shall be in addition to, and not relieve the
Contractor from, Contractor's warranty obligations during the Project
warranty and extended warranty period(s). Where such standard
commercial warranty covers all or some of the Project warranty or
extended warranty period(s), Contractor shall be responsible for the
coordination during the Project warranty or extended warranty
period(s} with ISV or other third party manufacturer(s) for warranty
repair or replacement of ISV or other third-party manufacturer’s
Product.

Where Contractor, ISV or other third-party manufacturer markets any
Project Deliverable with a standard commercial warranty which goes
beyond the Project warranty or extended warranty period(s),
Contractor shall notify the Authorized User and pass through the
manufacturer’s standard commercial warranty to Authorized User at
no additional charge: provided, however, that Contractor shall not be
responsible for coordinating services under the third-party extended
warranty after expiration of the Project warranty and extended
Jwarranty period(s).
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The Commissioner agrees that Contractor is not responsible for any
modification of the Products made by an Authorized User without
Contractor’s approval.

d. Replacement Parts Warranty If during the regular or extended
warranty periods, parts or components break or fail to perform as
intended, the Contractor shall promptly repair or, upen demand,
replace the defective unit or component part affected. All costs for
labor and material and transportation incurred to repair or replace
defective Product during the warranty period(s) shall be borne solely
by the Contractor, and the State or Authorized User shall in no event
be liable or responsible therefor.

Any Product or parts thereof replaced by the Contractor under the
Contract warranty shall be replaced at no cost to the Authorized User and
guaranteed for the greater oft a) the Warranty Period set forth under
paragraph (a) above; or b) if a separate warranty for that Product or parts
thereof is generally offered by the manufacturer, the standard comrmercial
warranty period offered by the manufacturer for the individual part or
component.

e. Virus Warranty The Contractor represents and warrants thai any
Licensed Software acquired by the Authorized User does not contain
any known viruses. Contractor is not responsible for viruses
introduced at Licensee’s site.

f.  Date/Time Warranty Contractor warrants that Product furnished
pursuant to this Contract shall, when used in accordance with the Product
documentation, be able to accurately process date/time data (including,
but not limited to, calculating, comparing, and sequencing) transitions,
including leap year calculations. Where a Contracior proposes or an
acquisition requires that specific Products must perform as a package or
system, this warranty shall apply to the Products as a system.

Where Contractor is providing ongoing services, including but not limited
tor i} consulting, integration, code or data conversion, ii) maintenance or
support services, iii} data entry or processing, or iv} contract
administration services (e.g., billing, invoicing, claim processing),
Contractor warrants that services shall be provided in an accurate and
timely manner without interruption, failure or error due to the inaccuracy
of Contractor’s business operations in processing date/time data
(including, but not limited to, calculating, comparing, and sequencing)
various date/time transitions, including leap year calculations. Contractor
shall be responsible for damages resulting from any delays, errors or
untimely performance resulting therefrom, including but not limited to the
failure or untimely performance of such services.

This Date/Time Warranty shali survive beyond termination or
expiration of this contract as long as the Product is used by the
governmental entity, or its successor, for whom the Product was
originally purchased.” Nothing in this warranty statement shall be
construed o limit any rights or remedies otherwise available under this
Contract for breach of warranty.

g.  Workmanship Warranty Contractor warranis that the services
acquired under this Contract will be provided in a professional and
workmanlike manner in accordance with industry standards. The
Authorized User must noftify Contractor of any services warranty
deficiencies within ninety calendar days from performance of the
services that gave rise to the warranty claim.

h. Miscellaneous The Authorized User shall promptly notify the

Contactor and the Commissioner in writing of any claim of breach.of
any warranty provided herein.
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The rights and remedies of the State and the Authorized Users
provided in this clause are in addition to and do not limit any rights
afforded to the State and the Authorized Users by any other clause of
the Contract.

60. LEGAL COMPLIANCE Contractor represents and warrants
that it shall secure all notices and comply with all applicable laws,
ordinances, rules and regulations of any governmental entity in
conjunction with the performance of obligations under the Contract.
Prior to award and during the Contract term and any renewals thereof,
Contractor must establish to the satisfaction of the Commissioner that
it meets or exceeds all requirements of the Bid and Contract and any
applicable laws, including but not limited to, permits, licensing, and
shall provide such proof as required by the Commissioner. Failure to
comply or failure to provide proof may constitute grounds for the
Commissioner to terminate or suspend the Contract, in whole or in
part, or to take any other action deemed necessary by the
Commissioner. Contractor also agrees to disciose information and
provide affirmations and certifications to comply with Sections 139-]
and 139-k of the State Finance Law.

61. INDEMNIFICATION Contractor shall be fully liable for the
actions of its agents, employees, partners or Subcontractors and shall
fully defend, indemnify and hold harmiess the Authorized Users from
suits, actions, damages and costs of every name and description
relating to persona! injury and damage to real or personal tangible
property caused by any intentional act or negligence of Contractor, its
agents, employees, pariners or Subcontractors, which shall arise from
or result directly or indirectly from this Centract, without limitation:
provided, however, that the Contractor shall not indemnify to the
extent any claim, loss or damage arising hereunder solely due to the
negligent act, failure to act, gross negligence or willful misconduct of
the Authorized Users.

The Commissioner shail give Contractor: (i) prompt written notice of
any action, claim or threat of suit, or other suit, (i) the opportunity to
take over, settle or defend such action, claim or suit at Contractor's
sole expense, and (iii) assistance in the defense of any such action,
claim or suit at the expense of Contracter.

In the event that an action or proceeding at law or in equity is
commenced against the Authorized User arising out of a claim for
death, personal injury or damage to real or personal tangible propetty
caused by any intentional or willful act, gross negligence, or
negligence of Contractor, its agents, employees, partners or
Subcontractors, which shall arise from or result directly or indirectly
from the Products supplied under this Contract, and Contractor is of
the opinion that the allegations in such action in whole or in part are
not covered by the indemnification and defense provisions set forth in
the Contract, Contractor shall immediately notify the Authorized User
and the New York State Office of the Attorney General in writing and
shall specify to what extent Contractor believes it is obligated to
defend and indemnify under the terms and conditions of the Coniract
and to what extent it is not so obligated to defend and indemnify.
Contractor shall in such event attempt to secure a continuance to
permit the State and the Authorized User to appear and defend their
interests in cooperation with Coniractor, as is appropriate, including
any jurisdictional defenses the State and Authorized User may have.
In the event of a dispute regarding the defense, the Contractor and the
Attorney General shall try to reach an amicable resolution, but the
Attorney Genera! shall have the final determination on such matters.

62. INDEMNIFICATION RELATING TO THIRD PARTY
JRIGHTS The Contractor will also defend, indemnify and hold the
Authorized Users harmless from and against any and all damages,
expenses (including reasonable attorneys' fees), claims, judgments,
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liabilities and costs in any action for infringement of a patent,
copyright, trademark, trade secret or other proprietary right provided:
a) such claim arises solely out of the Products as supplied by the
Contractor, and not out of any modification to the Products made by
Authorized User or by someone other than Contractor at the direction
of the Authorized Usér without Contractor’s approval, or by reason of
an off-the-shelf component; and b) Authorized User gives Contractor
prompt written notice of any such action, claim suit or threat of suit
alleging infringement.

At Authorized User’s option, Contractor may be given the opportunity
to take over, settle or defend such action, claim or suit at Contractor's
sole expense, and to provide assistance in the defense of any such
action, claim or suit at the expense of Contractor.

Such indemnity shall only be applicable in the event of claims,
judgments, liabilities and/or costs that may be finally assessed against
Authorized User in any action for infringement of a patent, or of any
copyright, trademark, trade secret or other third party proprietary right
except to the extent such claims, judgments, liabilities and/or costs
arise solely from the Authorized Users negligent act, failure to act,
gross negligence or willful misconduct.

If usage of a Product shall be enjoined for any reason or if Contractor
believes that it may be enjoined, Contractor shall have the right, at its
own expense and sole discretion to take action in the following order
of precedence: (i) to procure for the Authorized User the right to
continue Usage (ii) to modify the service or Product so that usage
becomes non-infringing, and is of at least equal quality and
performance; or (iii} to replace such Product or parts thereof, as
applicable, with non-infringing Product of at least eqal quality and
performance. If the above remedies are not available, the parties shall
terminate the Contract, in whole or in part as necessary and applicable,
provided that the Authorized User is given a refund for any amounts
paid for the peried during which usage was not feasible.

In the event that an action at law or in equity is commenced against the
Authortized User arising out of a claim that the Authorized User's use of
the Product under the Contract infringes any patent, copyright,
trademark, trade secret or proprictary right, and Contractor is of the
opinion that the allegations in such action in whole or in part are not
covered by the indemnification and defense provisions set forth in the
Contract, Contractor shall immediately notify the Authorized User and
the Office of the Attorney General in writing and shall specify to what
extent Contractor believes it is obligated to defend and indemnify
under the terms and conditions of the Contract and to what extent it is
not so obligated to defend and indemnify. Contractor shall in such
event protect the interests of the Authorized User and seek to secure a
continuance to permit the Authorized User to appear and defend their
interests in cooperation with Contracior, as is appropriate, including
any jurisdictional defenses the Authorized User may have. - -This
constitutes the Authorized User’s sole and exclusive remedy for patent
infringement, or for infringement of any other third party proprietary
right.

63. LIMITATION OF LIABILITY Except as otherwise set forth
in the Indemnification clause and the Indemnification Relating to
Third Party Rights clause, the limit of liability shall be as follows:

a. Contractor’s liability for any claim, loss or liability arising out of,
or connected with the Products provided, and whether based upon
default, or other liability such as breach of contract, warranty,
negligence, mistepresentation or otherwise, shall in no case exceed
direct damages in: (i) an amount equal to two (2) times the charges
specified in the Purchase Ordér for the Products and services, or parts
thereof forming the basis of the Authorized User’s claim (said amount
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not to exceed a total of twelve (12) months charges payable under the
applicable Purchase Order) or (ii) five hundred thousand dollars
($500,000), whichever is greater.

b. The Authorized User may retain such monies from any armount
due Contractor as may be necessary to satisfy any claim for damages,
costs and the like asserted against the Authorized User unless
Contractor at the time of the presentation of claim shall demonsirate to
the Authorized User’s satisfaction that sufficient monies are sct aside
by the Contractor in the form of a bond or through insurance coverage
to cover associated damages and other costs.

¢. Notwithstanding the above, neither the Coniractor nor the
Authorized User shall be liable for any consequential, indirect or
special damages of any kind which may result directly or indirectly
from such performance, including, without limitation, damages
resulting from loss of use or loss of profit by the Authorized User, the
Contractor, or by others.

64, DISPUTES
a. Informal Dispute Resolution Process

1. It is the policy of OGS to provide vendors with an opportunity
to administratively resolve disputes, complaints or inquiries related to
OGS bid solicitations, contract awards or contract administration. If
the Parties are not able to resoive their dispute between themselves as
set forth below, OGS encourages vendors to seek resolution of
disputes through consultation with OGS staff. Such consultation is
voluntary. All such matters will be accorded impartial and timely
consideration. Interested parties may also file formal written disputes.
A copy of the Dispute Resolution Procedures for Vendors may be
obtained by contacting the person identified in the Contract as a
designated contact or through the OGS website (www.ogs.ny.gov).

2. In the event there is a dispute or controversy under this
Centralized Contract, the Contractor, OGS and Authorized User agree
to exercise their best efforts to resolve the dispute as soon as possible.
The Contractor, OGS and Authorized User shall, without delay,
continue to perform their respective obligations under this Centralized
Contract which are not affected by the dispute. Primary responsibility
for resolving any dispute arising under this Centralized Contract shall
rest with the Authorized User’s Contractor Coordinators and the
Contractor’s Account Executive and the State & Local Government
Regional General Manager.

3. In the event the Authorized User is dissatisfied with the
Contractor’s Products provided under this Centralized Contract, the
Authorized User shall notify the Contractor in writing pursuant to the
terms of the Contract. In the event the Contractor has any disputes
with the Authorized User, the Contractor shall so notify the
Authorized User in writing. If either party notifies the other of such
dispute or controversy, the other party shall then make good faith
efforts to solve the problem or seitle the dispute amicably, including
meeting with the party’s representatives to attempt diligently to reach a
satisfactory result.

4. If negotiation between such persons fails to resolve any such
dispute to the satisfaction of the parties within fourteen (14) business
days or as otherwise agreed to by the Contractor and Authorized User,
of such notice, then the matter shall be submitied to the State's
Contract Administrator and the Contractor’s senior officer of the rank
of Vice President or higher as its representative. Such representatives
shall meet in person and shall attempt in good faith to resolve the
dispute within the next fourtcen (14) business days or as otherwise
.agreed to by the parties. This meeting must be held before either party
may seek any other method of dispute resolution, including judicial or
governmental resolutions. Notwithstanding the foregoing, this section
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shall not be construed to prevent either party from seeking and
obtaining temporary equitable remedies, including injunctive relief,

5. The Contractor shall extend the dispute resolution period for
so long as the Authorized User continues to make reasonable efforts to
cure the breach, except with respect to disputes about the breach of
payment of fees or infringement of its or its licensors’ intellectual
property rights.

b. Formal Disputes
1. Definitions
a. Filed means the complete receipt of any document by OGS
before its close of business.
b. Dispute means a written objection by Contractor to any of

the following:

i. A solicitation or other request by OGS for offers

for a contract for the procurement of commodities or

services.

ii. The cancellation of the solicitation or other request by

OGS.

iii. An award or proposed award of the Contract by OGS,

iv. A termination or cancellation of an award of the
Contract by OGS.

v, Changes in the Scope of the Centralized Contract by the

Commissioner.

vi. Determination of “materiality” in an instance of

nonperformance or contractual breach,

vii. An equitable adjustment in the Centralized Caontract

terms and/or pricing made by the Commissioner during a

Force Majeure event.

2. Submission of Disputes
a. A formal dispute by Contractor must be filed in writing to
OGS by mail, email or facsimile.

3. The dispute must include:

a. Name, address, e-mail address, fax and telephone numbers
of the filer.

b. Solicitation or Contract number.

¢. Detailed statement of the legal and factual grounds for the
dispute, including a description of resulting prejudice to the filer.

d. Copies of relevant documents.

¢. Request for a ruling by the agency.

f. Statement as to the form of relief requested.

g. All information establishing that the filer is an interested
party for the purpose of filing a dispute.

h. All information establishing the timeliness of the dispute.

Disputes must be filed with the Director of OGS New York State
Procurement (NYSPro) at the following address:

New York State Office of General Services
Director, NYSPro
38th Floor, Corning Tower
Empire State Plaza
Albany, NY 12242
Facsimile: (518) 474-2347

Disputes concerning the administration of the Contract after award
must be filed within twenty (20) business days by Contractor after the
Authorized User and Contractor fails to reach resolution through the
Informal Dispute Resolution Process.

4. Agency Response
1. OGS will consider all information relevant to the dispute,
and may, at its discretion, suspend, modify, or cancel the disputed
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procurement/Contract action prior fo issuance of a formal dispute
decision.

2. OGS reserves the right to require the Contractor to meet or
participate in a conference call with OGS to discuss the dispute when,
in its sole judgment, circumstances so warrant.

3. OGS reserves the right to waive or extend.the. time
requirements for decisions and final determination on appeals herein
prescribed when, in its sole judgment, circumstances so warrant.

4. OGS reserves the right to consider or reject the merits of
any dispute.

5. Notice of Decision: A copy of the decision, stating the
reason(s) upon which it is based and informing the filer of the right to
appeal an unfavorable decision to the Chief Procurement Officer shall
be sent to the fifer or its agent by regular mail within thirty (30)
business days of receipt of the dispute.

5. Appeals
a. Should the filer be dissatisfied with the dispuie
determination, a written appeal may be directed to:

Chief Procurement Officer
New York State Office of General Services
NYSPro
38th Floor, Corning Tower
Empire State Plaza
Albany, NY 12242
Facsimile: (518) 474-2347

b. Written notice of appeal of a determination must be
received at the above address no more than ten (10) business days after
the date the decision is received by the filer. The decision of the
Director of NYSPro shall be a final and conclusive agency
determination unless appealed to the Chief Procurement Officer within
such time period.

¢. The Chief Procurement Officer shall hear and make a final
determination on all appeals or may designate a person or persons to
act on his/her behalf. The final determination on the appeal shall be
issued within twenty (20) business days of receipt of the appeal.

d. An appeal of the decision of the Director of NYSPro shall
not include new facts and information unless requested in writing by
the Chief Procurement Officer.

e. The decision of the Chief Procurement Officer shall be a
final and conclusive agency determination.

6. Legal Appeals Nothing contained in these provisions is
intended to limit or impait the rights of Contractor to seek and pursue
remedies of law through the judicial process.

THE FOLLOWING CLAUSES PERTAIN TO
TECHNQLOGY & NEGOTIATED CONTRACTS

65. SOFTWARE LICENSE GRANT Where Product is acquired on
a licensed basis the foliowing shall constitute the license grant:

a. License Scope Licensee is granted a non-exclusive, perpetual
license to use, execute, reproduce, display, perform, or merge the
Product within iis business enterprise in the United States up to the
maximum licensed capacity stated on the Purchase Order. Product
may be accessed, used, executed, reproduced, displayed or performed up
to the capacity measured by the applicable licensing unit stated on the
Purchase Order (i.e., payroll size, number of employees, CPU, MIPS,
MSU, concurrent user, workstation). Licensee shall have the right to
use and distribute modifications or customizations of the Product to
-and for use by any Authorized Users otherwise licensed to use the
Product, provided that any modifications, however extensive, shall not
diminish Licensor’s proprietary title or interest. No license, right or
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interest in any trademark, trade name, or service mark is granted
hereunder.

b. License Term The License Term shail commence upon the
License Effective Date, provided, however, that where an acceptance
or irial .period applies to the Product, the License Term shall be
extended by the time period for testing, acceptance or trial.

¢. Licensed Documentation If commercially available, Licensee
shall have the option to require the Contractor to deliver, at
Contractor’s expense: (i) one (1) hard copy and one (1) master
electronic copy of the Documentation in a mutually agreeable format;
(i) hard copy instructions for access by downloading from the Internet
{iii) hard copies of the Product Diocumentation by type of license in the
following amounts, unless otherwise mutually agreed:

* Individual/Named User License - one (1) copy per License
v Concurrent Users - 10 copies per site
» Processing Capacity - 10 copies per site

Software media must be in a format specified by the Authorized User,
without requiring any type of conversion.

Contractor hercby grants to Licensee a perpetual license right to make,
reproduce (including downloading electronic copies of the Product)
and distribute, either electronically or otherwise, copies of Product
Documentation as necessary to enjoy full use of the Product in
accordance with the terms of license.

d. Product Technical Support & Maintenance Licensee shall
have the option of electing the Product technical support and
maintenance (“maintenance™) set forth in the Contract by giving
written notice to Contractor any time during the Centralized Contract
term. Maintenance term(s) and any renewal(s) thereof are independent
of the expiration of the Centralized Contract term and will not
automatically renew.

Maintenance shall include, at a minimum, (i) the provision of error
corrections, updates, revisions, fixes, upgrade and new releases to
Licensee, and (ii) Help Desk assistance with locally accessible “3007
ot toll free, local telephone service, or alternatively on-line Help Desk
accessibility. Contractor shall maintain the Products so as to provide
Licensee with the ability to utilize the Products in accordance with the
Product Documentation without significant functional downtime to its
ongoing business operations during the maintenance term.

Authorized User shall not be required to purchase maintenance for use
of Product, and may discontinue maintenance at the end of any current
maintenance term upon notice to Contractor. In the event that
Authorized User does not initially acquire or discontinues maintenance
of licensed Product, it may, at any time - thereafter, reinstate
maintenance for Product without any additional penalties or other
charges, by paying Contractor the amount which would have been due
under the Contract for the period of time that such maintenance had
lapsed, at then current NYS net maintenance rates.

e. Permitted License Transfers As Licensee’s business operations
may be aliered, expanded or diminished, licenses granted hereunder
may be transferred or combined for use at an alternative or
consolidated site not originally specified in the license, including
transfers  between Agencies (“permitied license  transfers”).
Licensce(s) do not have to obtain the approval of Contractor for
permitted license transfers, but must give thirty (30) days prior written
notice to Contractor of such move(s) and certify in writing that the
Product is not in use at the prior site. There shall be no additional
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license or other transfer fees due Contractor, provided that: i) the
maximum capacity of the consolidated machine is equal to the
combined individual license capacity of all licenses running at the
consolidated or transferred site (e.g., named users, seats, or MIPSY; or
ii} if the maximum capacity of the consolidated machine is greater
than the individual license capacity being transferred, a logical or
physical partition or other means of restricting access will be
maintained within the computer system so as to restrict use and access
to the Product to that unit of licensed capacity solely dedicated to
beneficial use for Licensee. In the event that the maximum capacity of
the consolidated machine is greater than the combined individual
license capacity of all licenses running at the consolidated or
transferred site, and a logical or physical partition or other means of
restricting use is not available, the fees due Confractor shall not exceed
the fees otherwise payable for a single license for the upgrade
capacity.

f.  Restricted Use By Outsourcers / Facilities Management,
Service Bureaus / or Other Third Parties Outsourcers, facilities
management or service bureaus retained by Licensee shall have the
right to use the Product to maintain Licensee’s business operations,
including data processing, for the time period that they are engaged in
such activities, provided that: 1) Licensee gives notice to Contractor
of such party, site of intended use of the Product, and means of access;
and 2) such party has executed, or agrees to execute, the Product
manufacturer’s standard nondisclosure or restricted use agreement
which executed agreement shall be accepted by the Contractor (“Non-
Disclosure Agreement™); and 3) if such party is engaged in the
business of facility management, outsourcing, service bureau or other
services, such third party will maintain a logical or physical partition
within its computer system so as to restrict use and access to the
program to that portion solely dedicated to beneficial use for Licensee.
In no event shall Licensee assume any liability for third party’s
compliance with the terms of the Non-Disclosure Agreement, nor shall
the Non-Disclosure Agreement create or impose any liabilities on the
State or Licensee.

Any third party with whom a Licensee has a relationship for a state
function or business operation, shall have the temporary right to use
Product (e.g., JAVA Applets), provided that such use shall be limited
to the time period during which the third party is using the Product for
the function or business activity.

g.  Archival Back-Up and Disaster Recovery Licensce may use
and copy the Product and related Documentation in connection with:
i) reproducing a reasonable number of copies of the Product for
archival backup and disaster recovery procedures in the event of
destruction or corruption of the Product or disasters or emergencies
which require Licensee to restore backup(s) or to initiate disaster
recovery procedures for its platform or operating systems; ii)
reproducing a reasonable number of copies of the Product and related
Documentation for cold site storage. “Cold Site” storage shall be
defined as a restorable back-up copy of the Product not to be installed
until and after the declaration by the Licensee of a disaster; iii)
reproducing a back-up copy of the Product to run for a reasonable
period of time in conjunction with a documented consolidation or
transfer otherwise allowed herein. “Disaster Recovery” shall be
defined as the installation and storage of Product in ready-to-execute,
back-up computer systems prior to disaster or breakdown which is not
used for active production or development.

h. Confidentiality Restrictions The Product is a trade secret,
copyrighted and proprietary product. Licensee and its employees will
keep the Preduct strictly confidential, and Licensee will not disclose or
otherwise distribute or reproduce any Product to anyone other than as
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authorized under the terms of Contract. Licensee will not remove or
destroy any proprietary markings of Contractor.

i Restricted Use by Licensee Except as expressly authorized by
the terms of license, Licensee shall not:

{i)  Copy the Product;

{if} Cause or permit reverse compilation or reverse assembly of
all or any portion of the Product,

(iii) Export the Licensed Software in violation of any L.S.
Department of Commerce export administration regulations.

66. PRODUCT ACCEPTANCE Unless otherwise provided by
mutual agreement of the Authorized User and the Contractor, Authorized
User(s) shall have thirty {30) days from the date of delivery to accept
hardware Products and sixty (60) days from the date of delivery to
accept all other Product. Where the Contractor is responsible for
installation, acceptance shall be from completion of instaliation. Title
or other property interest and risk of foss shall not pass from
Contractor to the Awihorized User until the Products have been
accepted. Failure to provide notice of acceptance or rejection or a
deficiency statement to the Contractor by the end of the period
provided for under this clause constitutes acceptance by the
Authorized User(s) as of the expiration of that period. The License
Term shall be extended by the time periods allowed for trial use,
testing and acceptance unless the Commissioner or Authorized User
agrees to accept the Product at completion of trial use.

Unless otherwise provided by mutual agreement of the Authorized User
and the Contractor, Authorized User shall have the option to run testing
on the Product prior to acceptance, such tests and data sets to be
specified by User. Where using its own data or tests, Authorized User
must have the tests or representative set of data available upon
delivery. This demonstration will take the form of a documented
installation test, capable of observation by the Authorized User, and
shall be made part of the Contractor’s standard documentation. The
test data shall remain accessible to the Authorized User after
completion of the test.

In the event that the documented installation test cannot be completed
successfilly within the specified acceptance period, and the Contractor
or Product is responsible for the delay, Authorized User shall have the
option to cancel the order in whole or in part, or to extend the testing
period for an additional thirty (30) day increment. Authorized User
shall notify Contractor of acceptance upon successful completion of
the documented installation test. Such cancellation shall not give rise
to any cause of action against the Authorized User for damages, loss of
profits, expenses, or other remuneration of any kind.

If the Authorized User elects to provide a deficiency statement
specifying how the Product fails to meet the specifications within the
testing period, Contractor shall have thirty (30) days to correct the
deficiency, and the Authorized User shall have an additional sixty (60)
days to evaluate the Product as provided herein. If the Product does
not meet the specifications at the end of the extended testing period,
Authorized User, upon prior written notice to Contracter, may then
reject the Product and return all defective Product to Contractor, and
Contractor shall refund any monies paid by the Authorized User to
Contractor therefor. Costs and liabilities associated with a failure of
the Product to perform in accordance with the functionality tests or
product specifications during the acceptance period shall be borne
fully by Contractor to the extent that said costs or liabilities shall not
have been caused by negligent or willful acts or omissions of the
Authorized User’s agents or employees. Said costs shall be limited to
the amounts set forth in the Limitation of Liability Clause for any
liability for costs incurred at the direction or recommendation of
Contractor. When Product is not accepted, it must be removed by the
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Contractor from the premises of the Authorized User within ten
calendar days of notification of non-acceptance by the Authorized
User. Rejected items not removed by the Contractor within the ten
calendar day period shall be regarded as abandoned by the Contractor
and the Authorized User shall have the right to dispose of Product as
its own property. The Contractor shall promptly reimburse the
Authorized User for any costs incurred in storage or effecting removal
or disposition after the ten calendar day period.

67. AUDIT OF LICENSED PRODUCT USAGE Contractor shall
have the right to periodicaliy audit, no more than annually, at
Contractor’s expense, use of licensed Product at any site where a copy
of the Product resides provided that: (i) Contractor gives Licensee(s)
at least thirty (30) days advance written notice, (ii} such audit is
conducted during such party’s normal business hours, (jii) the audit is
conducted by an independent auditor chosen on mutual agreement of
the parties. Contractor shall recommend a minimum of three (3)
anditing/accounting firms from which the Licensee will select one (1).
In no case shall the Business Software Alliance (BSA), Software
Publishers Association (SPA), Software and Industry Information
Association {SIIA) or Federation Against Software Theft (FAST) be
used directly or indirectly to conduct audits, or be recommended by
Contractor; (iv) Contractor and Licensee are each entitled to designate
a representative who shall be entitled to participate, and who shall
mutually agree on audit format, and simultaneously review all
information obtained by the audit. Such representatives also shall be
entitled to copies of all reports, data or information obtained from the
audit: and (v) if the audit shows that such party is not in compliance,
Licensee shall be required to purchase additional licenses or capacities
necessary to bring it into compliance and shall pay for the unlicensed
capacity at the NYS Net Price in effect at time of audit, or if’ none,
then at the Contractor’s U.S. Commercial list price. Once such
additional licenses or capacities are purchased, Licensee shall be
deemed to have been in compliance retroactively, and Licensee shall
have no further liability of any kind for the unauthorized use of the
software.

68. OWNERSHIP/TITLE TO PROJECT DELIVERABLES
a.  Definitions

(i) For purposes of this clause, “Products.” Deliverables
furnished under this Contract by or through Contractor, including
existing and custom Products, including, but not limited to: a)
components of the hardware environment, b) printed materials
(including but not limited to training manuals, system and user
documentation, reports, drawings), whether printed in hard copy or
maintained on diskette, CD, DVD or other electronic media c) third
party software, d) meodifications, customizations, custom programs,
program listings, programming tools, data, modules, components, and
¢) any properties embodied therein, whether in tangible or intangible
form (including but not limited to utilities, interfaces, templates,
subroutines, algorithms, formulas, source code, object code).

(ii) For purposes of this clause. “Existing Products.” Tangible
Products and intangible licensed Products that exist prior to the
commencement of work under the Contract. Contractor bears the
burden of proving that a particular product was in existence prior to
the commencement of the Project.

(iii) For purposes of this clause, “Custom Products.” Products,
preliminary, final or otherwise, which are created or developed by
Contractor, its Subcontractors, partners, employees or agents for
Authorized User under the Contract.

b,  Title to Project Deliverables Contractor acknowledges that it is
commissioned by the Authorized User to perform the services detailed
in the Purchase Order. Unless otherwise specified in writing in the
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Bid or Purchase Order, the Authorized User shall have ownership and
license rights as follows:
(i) Existing Products:

1. Hardware - Title and ownership of Existing Hardware
Product shall pass to Authorized User upon Acceptance.

2. Software - Title and ownership to Existing Software
Product(s) delivered by Contractor under the Contract that is normally
commercially distributed on a license basis by the Contractor or other
independent software vendor proprietary owner (“Existing Licensed
Product™), whether or not embedded in, delivered or operating in
conjunction with hardware or Custom Products, shall remain with
Contractor or the proprietary owner of other independent software
vendor(s) (ISV). Effective upon acceptance, such Product shall be
licensed to Authorized User in accordance with the Contractor or ISV
owner's standard license agreement, provided, however, that such
standard license, must, at a minimum; (a) grant Authorized User a
non-exclusive, perpetual license to use, execute, reproduce, display,
perform, adapi (unless Contractor advises Authorized User as part of
Contractor’s proposal that adaptation will violate existing agreements
or statutes and Contractor demonstrates such to the Authorized User’s
satisfaction) and distribute Existing Licensed Product to the
Authorized User up to the license capacity stated in the Purchase
Order or work order with all license rights necessary to fully effect the
general business purpose(s) stated in the Bid or Authorized User’s
Purchase Order or work order, including the financing assignment
rights set forth in paragraph (¢} below; and (b) recognize the State of
New York as the licensee where the Authorized User is a state agency,
department, board, commission, office or institution. Where these
rights are not otherwise covered by the ISV’s owner’s standard license
agreement, the Contractor shall be responsible for obtaining these
rights at its sole cost and expense. The Authorized User shall
reproduce all copyright notices and any other legend of ownership on
any copies authorized under this clause.

(ij) Custom Products: Effective upon creation of Custom
Products, Contractor hereby conveys, assigns and transfers to
Authorized User the sole and exclusive rights, title and interest in
Custom Produci(s), whether preliminary, final or otherwise, including
all trademark and copyrights. Contractor hereby agrees to take all
necessary and appropriate steps to ensure that the Custom Products are
protected against unauthorized copying, reproduction and marketing
by or through Contractor, its agents, employees, or Subcontractors.
Nothing herein shall preclade the Contractor from otherwise using the
related or underlying gemeral knowledge, skills, ideas, concepts,
techniques and expetience developed under a Purchase Order, project
definition or work order in the course of Contractor’s business.
Authorized User may, by providing written notice thereof to the
Contractor, elect in the alternative to take a non-exclusive perpetual
license to Custom Products in lieu of Authorized User taking exclusive
ownership and title to such Products. In such case, Licensee on behalf
of all Authorized Users shall be granted a non-exclusive perpetual
license to use, execute, reproduce, display, perform, adapt and
distribute Custom Product as necessary to fully effeci the general
business purpose(s) as stated in paragraph (b)(i)(2), above.

c.  Transfers or Assignments to a Third Party Financing Agent It is
understood and agreed by the parties that a condition precedent to the
consummation of the purchase(s) under the Contract may be the
obtaining of acceptable third party financing by the Authorized User.
The Authorized User shall make the sole determination of the
acceptability of any financing proposal. The Authorized User will
make all reasonable efforts to obtain such financing, but makes no
representation that such financing has been obtained as of the date of
Bid receipt. Where financing is used, Authorized User may assign or
transfer its rights in Licensed Products (existing ot custom) to a third
party financing entity or trustee (“Trustee™) as collateral where required
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by the terms of the financing agreement. Trustee’s sole rights with
respect to transferability or use of Licensed Products shall be to
exclusively sublicense to Authorized User all of its Licensee’s rights
under the terms and conditions of the License Agreement; provided,
further, however, in the event of any termination or expiration of such
sublicense by reason of payment in full, all of Trustee’s rights in such
Licensed Product shall terminate immediately and Authorized User’s
prior rights o such Existing Licensed Product shall be revived.

d. Sale or License of Custom Products Invoiving Tax-Exempt
Financing (i.e., Certificates of Participation - COPS) The Authorized
User’s sale or other transfer of Custom Products which were acquired by
the Authorized User using third party, tax-exempt financing may not
occur until such Customn Products are, or become, useable. In the event
that the Contractor wishes to obtain ownership rights to Custom
Product(s), the sale or other transfer shalf be at fair market value
determined at the time of such sale or other transfer, and must be pursuant
to a separate written agreement in a form acceptable to the Authorized
User which complies with the terms of this clause.

¢, Contractor’s Obligation with Regard to ISV (Third Party)
Product Where Contractor furnishes Existing Licensed Produci(s) as a
Project Deliverable, and sufficient rights necessary to effect the purposes
of this section are not otherwise provided in the Contractor or ISV’s
standard license agreement, Contractor shall be responsible for obtaining
from the ISV third party proprictary owner/developer the rights set forth
herein to the benefit of the Authorized User at Coniractor’s sole cost and
expense.

69. PROOF OF LICENSE The Contractor must provide to each
Licensee who places a Purchase Order either: (i) the Product
developer’s certified License Confirmation Certificates in the name of
such Licensee; or (ii) a written confirmation from the Proprietary
owner accepting Product invoice as proof of license. Contractor shall
submit a sample certificate, or alternatively such written confirmation
from the proprietary developer. Such certificates must be in a form
acceptable to the Licensee.

70. PRODUCT VERSION Purchase Orders shall be deemed to
reference Manufacturer’s most recently released model or version of
the Product at time of order, unless an earlier model or version is
specifically requested in writing by Authorized User and Contractor is
wiliing to provide such version.

71. CHANGES TO PRODUCT OR SERVICE OFFERINGS

a. Product or Service Discontinuance Where Contractor is the
Product Manufacturer/Developer, and Contractor publicly announces
to all U.S. customers (“date of notice™ that a Product is being
withdrawn from the U.S. market or that maintenance service or
technical support provided by Contractor (*withdrawn support”) is no
longer going to be offered, Contractor shall be required to: (i) notify
the Commissioner, each Licensee and each Authorized User then
under contract for maintenance or technical support in writing of the
intended discontinuance; and (ii} continue to offer Product or
withdrawn support upon the Contract terms previously offered for the
greater of. a) the best terms offered by Contractor to any other
customer, or b) not less than twelve (12) months from the date of
notice; and (iii) at Authorized User’s option, provided that the
Authorized User is under contract for maintenance on the date of
notice, either: provide the Authorized User with a Product replacement
or migration path with at least equivalent functionality at no additional
charge to enable Authorized User to continue use and maintenance of
the Product.

In the event that the Contractor is not the Product Manufacturer,
Contractor shall be required to: (i} provide the notice required under
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the paragraph above, to the entities described within five (5) business
days of Contractor receiving notice from the Product Manufacturer, -
and (i) include in such notice the period of time from the daie of
notice that the Product Manufacturer will continue to provide Product
or withdraw support.

The provisions of this subdivision (a) shall not apply or eliminate
Contractor’s obligations where withdrawn support is being provided
by an independent Subcontractor. In the event that such Subcontractor
ceases to provide service, Contractor shall be responsible for
subcontracting such service, subject to State approval, to an alternate
Subcontractor.

b. Product or Service Re-Bundling In the event that Contractor is
the Product manufacturer and publicly announces to all U.S. customers
(“date of notice™) that a Product or maintenance or technical support
offering is being re-bundled in a different manner from the structure or
licensing model of the prior U.S. commercial offering, Contractor shall
be required to: (i) notify the State and each Authorized User in writing
of the intended change; (ii) continue to provide Product or withdrawn
support upon the same terms and conditions as previously offered on
the then-current NYS Contract for the greater of: a) the best terms
offered by Contractor to any other customer, or b) not less than twelve
{12} months from the date of notice; and (iii) shall submit the proposed
rebundling change to the Commissioner for approval prior to its
becoming effective for the remainder of the Contract term. The
provisions _of this section do_not apply if the Contractor is not_the
Product manufacturer. .

72. NO _HARDSTOP/PASSIVE LICENSE MONITORING
Unless an Authorized User is otherwise specifically advised to the
contrary in writing at the time of order and prior to purchase,
Contractor hereby warrants and represents that the Product and all
Upgrades do not and will not contain any computer code that would
disable the Product or Upgrades or impair in any way its operation
based on the elapsing of a period of time, exceeding an authorized
number of copies, advancement to a particular date or other numeral,
or other similar self-destruct mechanisms (sometimes referred to as
“time bombs,” “time locks,” or “drop dead” devices) or that would
permit Contractor to access the Product to cause such disablement or
impairment (sometimes referred to as a “trap door” device).
Contractor agrees that in the event of a breach or alleged breach of this
provision that Authorized User shail not have an adequate remedy at
law, including monetary damages, and that Authorized User shall
consequently be entitled to seek a temporary restraining ordet,
injunction, or other form of equitable relief against the continuance of
such breach, in addition to any and all remedies to which Authorized
User shall be entitled.

73. SOURCE CODE ESCROW FOR LICENSED PRODUCT If
Source Code or Source Code escrow is offered by either Contractor or
Product manufacturer or developer te any other commercial
customers, Contractor shall gither: (i} provide Licensee with the
Source Code for the Product; or (ii) place the Source Code in a third
party escrow arrangement with a designated escrow agent who shall be
named and identified to the State, and who shall be directed to release
the deposited Source Code in accordance with a standard escrow
agreement acceptable to the State; or (iii) will certify to the State that
the Product manufacturer/developer has named the State, acting by and
through the Authorized User, and the Licensee, as a named beneficiary
of an established escrow arrangement with its designated escrow agent
who shall be named and identified to the State and Licensee, and who
shall be directed to release the deposited Source Code in accordance
with the terms of escrow. Source Code, as well as any corrections or
enhancements to such source code, shall be updated for each new
release of the Product in the same manner as provided above and such
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updating of escrow shall be certified to the State in writing.
Contractor shall identify the escrow agent upon commencement of the
Contract term and shall certify annually that the escrow remains in
effect in compliance with the terms of this clause.

The State may release the Source Code to Licensees under this

Contract who have licensed Product or obtained services, who may use
such copy of the Source Code to maintain the Product.
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Pricing Schedule

For the first two years from contract execution:

Perfect Commerce
Product in Scope

Includes

Fixed Price

PerfectShop
OSN
Procurement Manager

¢ Implementation

¢ SaaS Product PerfectShop usage/subscription with
maintenance and support included

s Lot! Deliverables #1-8 (as identified in Section 4 of
the base Contract)

e Services — Train the Trainer

e Travel (as described and subsequently agreed in
the preliminary implementation plan)

¢ Included Functions: Requisition Management,
Workflow Management, elnvoicing, Catalog
Management, Integration Platform, Standard
Reporting, Advanced Reporting, Enterprise
Administration, Online Help/Training
Documentation, Punchout/Roundtrip Catalogs,
Supplier Enablement and Content Services

$1,284,000

Beginning the first day after 2 years from contract execution:

Perfect Commerce
Product in Scope

includes

Price Per Year

PerfectShop
OSN
ProcurementManager

» [ntegration — maintenance

e  5a3aS Product PerfectShop usage/subscription with
maintenance and support included
Services — Train the Trainer
Travel (as described and subsequently agreed in
the preliminary implementation plan)

¢ Included Functions: Requisition Management,
Workflow Management, elnvoicing, Catalog
Management, integration Platform, Standard
Reporting, Advanced Reporting, Enterprise
Administration, Online Help/Training
Documentation, Punchout/Roundtrip Catalogs,
Supplier Enablement and Content Services

$450,000

Additional travel expenses may be requested by the State and are subject to reimbursement, if

preapproved by the State.




It LOT I

LOT Il offers eligible participating Authorized Users to purchase components independently from the
LOT | purchase.

LOT Il Rules of Purchase

1. Implementation, customization, training, and integration work are not included in the prices
quoted in LOT Il. These professional and development services are available for purchase on an
hourly basis using the rates published herein or may be quoted using a fixed fee based on Perfect
Commerce’s estimates using the rates published herein. In nearly every case, a statement of
work based on the hourly rates quoted herein wiil be required to deiiver a usabie functionai
component listed below.

2. There are many functional components that are listed and priced individually below, however,
components must be purchased in one of the listed Combinations shown in the Combinations
Table.

3. Perfect Commerce offers several products that may satisfy the minimum functional requirements
shown in each combination. At the time of purchase, Perfect Commerce will indicate which
named products are in scope.

4. Travel is not included in LOT Il pricing or in Labor Rates.

5. Suppliers may engage separately with Perfect Commerce for advanced services resulting in fees
payable directly from Suppliers to Perfect Commerce.

6. If an Authorized User entity purchases a lower Tier, but usage exceeds the stated limits,
Authorized User will immediately be invoiced a catch up invoice for the current service year to
date for the difference between the lower Tier price and the higher Tier price and will be invoiced
going forward at the higher Tier rate.

Item Tier | Tier Il Tier lli
Functional Components Annual Price Annual Price Annual Price
1 Requisition Management $15,000 $25,000 $30,000
3 Workflow Management 54,500 $7,500 $7,500
4 elnvoicing $15,000 $18,000 $22,000
3 Catalog Management $12,000 430,000 $42,000
6 Integration Platform $4,500 $4,500 $9,000
7 Standard Reporting $3,200 $3,200 $3,200
8 Advanced Reporting $4,800 $4,800 $4,300
9 Enterprise Administraticn Included Included inciuded
10 | Online Help /Training Documentation included Included Included
11 | Punchout/Roundtrip Catalogs $5,000 $10,000 $13,000
12 2:?3222 Enablement and Content Included included Included
13 | eSourcing (RFx and eAuction) $18,000 $26,000 $45,000




14 | Contract Management $15,000 $22,000 $35,000
15 | Vendor Management $7,000 $7,000 $7,000
16 | Purchase Order Management $17,000 $27,000 $34,000
17 | Receipt Management $24,000 $30,000 $32,500
TOTAL | TOTAL PRICE FOR END TO END
PROCUREMENT $145,000 5215,000 $285,000
LOT Il TIERS
Tier | Tier Il Tier il
e Upto 500 Users during a e 1000 Users during a e 1500 Users during a

contract year.

e Upto 100 Catalogsduringa | »

contract year.
Up to 1000 Catalogs during | »

contract year.
Up to 1500 Cataiogs during

year. a contract year. a contract year.

¢ Upto1ERP System ¢ Upto 1ERP System e Upto 2 ERP Systems
integration Point Integration Point Integration Points

e Upto 100,000 Invoices » Up to 300,000 invoices e Up to 900,000 Invoices
Annually Annigally Annually

e Unlimited Supplier Users s Unlimited Supplier Users

s Unlimited Supplier Users

Combinations Table

Description (bolded items correspond with a fee in the table above)

A

End to End Procurement:
e eSourcing {RFx and eAuction) — automated sourcing or bid process.
¢ Contract Management — Automated Supplier Contracting Process.
¢ Vendor Management — Automated supplier validation.
» MarketPlace Catalog — establish an online hosted catalog site of goods and services.

Catalog Management

Punchout/Roundtrip Catalogs

Supplier Enablement and Content Services

Purchase Requisition — the integration with online vendor catalogs, which
includes, but is not limited to approving products, displaying product with
attributes and contract terms.

» Requisition Management:

Purchase Requisition — the integration with online vendor catalogs, which
includes, but is not limited to approving products, displaying product with
attributes and contract terms.

Requisition Approval — Once a purchase requisition is created, it is routed
for approval based on the business rules and criteria defined by the
Authorized User.

¢ Workflow Management and Enterprise Administration - The management, creation
of user roles, rights and permissions to follow defined business rules.




Purchase Order Management and Delivery - The creation of Purchase Orders from
approved requisitions and transmission of orders from the Authorized Users to the
suppliers.

elnvoicing — Flipping Purchase Orders into invoices, and/or the delivery of invoices to
the Authorized User in an automated goods receipt and reconciliation process. This
includes the enablement of two or three way matching between Purchase Orders,
invoices and goods receipt documents.

Receipt Management — enables goods receipt documents.

Standard Reporting — The ability of the solution to generate standard reports
providing visibility into the transactions across Authorized Users and suppliers.
Advanced Reporting — The ability of the solution to generate customized queries and
reports providing visibility into the transactions across Authorized Users and
suppliers,

Integration Platform — integrates to third party systems.

Cnline Help /Training Documentation

Decline One or Mare of the listed Options:

]
®
LJ

OPTION: eSourcing (RFx and eAuction) — automated sourcing or bid process.
OPTION: Contract Management — Automated Supplier Contracting Process.
Vendor Management

MarketPlace Catalog — establish an online hosted catalog site of goods and services.
Includes:

¢ (Catalog Management

¢ Supplier Enablement and Content Services

» Purchase Requisition — the integration with online vendor catalogs, which
includes, but is not limited to approving products, displaying product with
attributes and contract terms.

Optional:
e Punchout/Roundtrip Catalogs
Requisition Management:

e Purchase Requisition — the integration with online vendor catalogs, which
includes, but is not limited to approving products, displaying product with
atiributes and contract terms.

s Requisition Approval — Once a purchase requisition is created, it is routed
for approval based on the business rules and criteria defined by the
Authorized User.

Workflow Management and Enterprise Administration — The management, creation
of user roles, rights and permissions to foliow defined business rules.

Purchase Order Management and Delivery — The creation of Purchase Orders from
approved requisitions and transmission of orders from the Authorized Users to the
suppliers.

OPTION: elnvoicing — Fiipping Purchase Orders into invoices, and/or the delivery of
invoices to the Authorized User in an automated goods receipt and reconciliation
process. This includes the enablement of two or three way matching between
Purchase Orders, invoices and goods receipt documents.

OPTION: Receipt Management — enables goods receipt documents.

Standard Reporting — The ability of the soluticn to generate standard reports
providing visibility into the transactions across Authorized Users and suppliers.




» OPTION: Advanced Reporting — The ability of the solution to generate customized
queries and reports providing visibility into the transactions across Authorized Users
and suppliers.

e OPTION: Integration Platform — integrates to third party systems.

e Online Help /Training Documentation

COMBINE Any or None of the following Options:

@ OPTION: eSourcing (REx and eAuction) — automated sourcing or bid process.

e OPTION: Contract Management — Automated Supplier Contracting Process.

s OPTION: Advanced Reporting — The ability of the solution to generate customized
queries and reports providing visibility into the transactions across Authorized Users
and suppliers.

e OPTION: Integration Piatform — Integrates to third party systems.

WITH:
e MarketPlace Catalog — establish an online hosted catalog site of goods and services.
includes:
¢ Catalog Management
+  Supplier Enablement and Content Services
e Purchase Requisition — the integration with online vendor catalogs, which
includes, but is not limited to approving products, displaying product with
attributes and contract terms.
Optional:
¢ Punchout/Roundtrip Catalogs

¢ Requisition Management:

e Purchase Requisition — the integration with online vendor catalogs, which
includes, but is not limited to approving products, displaying product with
attributes and contract terms.

e Requisition Approval -~ Once a purchase requisition is created, it is routed
for approval based on the business rules and criteria defined by the
Authorized User,

And/Or:

s Purchase Order Management and Delivery — The creation of Purchase Orders from
approved requisitions and transmission of orders from the Authorized Users to the
suppliers.

e OPTIONAL: Receipt Management — enables goods receipt documents.

e OPTIONAL: elnvoicing - Flipping Purchase Orders into invoices, and/or the-
delivery of invoices to the Authorized User in an automated goods receipt
and reconciliation process. This includes the enablement of two or three
way matching between Purchase Orders, invoices and goods receipt
documents.

AND WITH:
e Workflow Management and Enterprise Administration — The management, creation
of user roles, rights and permissions to follow defined business rules.
o Standard Reporting — The ability of the solution to generate standard reports
providing visibility into the transactions across Authorized Users and suppliers.




s Vendor Management
s Online Help /Training Documentation

D Choose one or more standalone products from the list below:
¢ eSourcing (RFx and eAuction) — automated sourcing or bid process.
s Contract Management — Automated Supplier Contracting Process.
To Combine With:

of user roles, rights and permissions to follow defined business rules.
e Standard Reporting — The ability of the solution to generate standard reports
providing visibility into the transactions across Authorized Users and suppliers.
» Vendor Management
Online Help /Training Documentation

E Any other combinations may be feasible but are subject to an individual price quote at
Perfect Commerce’s discretion.

ill, Additional Services Menu
Rules for Labor Rates

1. These Labor Rates do not include travel.
2. The Special NY Rate applies only for work done or committed in a Statement of Work signed
within one year of execution of this Contract.

Labor Rates

Standard Rate Special NY

Item | Role ($/hr) Rate (5/hr)
1 | Project Manager $195 $176
2 Senior Functional Consultant »195 $176
3 | senior Technical Consultant #1953 $176
4 Senior Implementation Consultant »195 $176
5 | Functional Consultant $175 $158
6 | Technical Consultant 5175 $158
7 | Implementation Consultant $175 5158
8 | Junior Technical Consultant $150 $135
9 | Integration Specialist $195 $176
10 | Quality Assurance/Test Specialist 5165 $149
11 | Junior QA/Test Specialist $150 $135
12 | Supplier Enablement Specialist $165 $149
13 | Catalog Content Cleansing Specialist 5165 $149
14 | Training Specialist 5150 $135
15 | User Documentation Specialist $150 $135

e Workflow Management and Enterprise Administration — The management, creation




APPENDIX D
SERVICE LEVEL AGREEMENT

DEFINITIONS

Unless otherwise defined in this Service Level Agreement (“SLA”), capitalized terms used herein shall have the meanings assigned to
such terms in Section 1 of the Agreement. The following definitions shall be used for purposes of this SLA:

Managed Environment Availability. The total number of minutes in a period, less any Planned Downtime or downtime due to Force
Majeure.

Planned Downtime. Scheduled unavailability of the Managed Environment, including but not limited to, the performance of system
upgrades, enhancements and routine maintenance activities. Contractor will provide a schedule for recurring Planned Downtime (e.g.
weekly system maintenance) and give the State not less than twenty-four (24} hours wiitten notice of non-recurring Planned Downtime.
Unscheduled Service Outage. Interruptions to service that result in the unavailability of the Managed Environment to the State, not
including Planned Downtime or interruptions due to Force Majeure.

MANAGED ENVIRONMENT

Contractor will use commercially reasonable efforts to provide a managed environment (*Managed Environment”) that will include the
hardware and software necessary to support the Managed Environment Availability service levels specified balow. The Managed
Environment is restricted to the production systems environment and the application(s) located at Contractor's hosting site. The
Managed Environment specifically does not include: (i) development, staging or test environments, (i} any elements of the Internet,
(iii) any part of the State's environment not permanently located at the Contractor hosting site, or (iv) application components ouiside
the Contractor site firewall. The Managed Environment shall only include hardware, software and equipment owned by Contractor.
For purposes of this SLA, the Managed Environment will support the following software applications (or any successor or replacement
software applications made available by Contractor):

Lot
Lotl

MANAGED ENVIRONMENT AVAILABILITY

Contractor actively monitors the availability of the Managed Environment and will accumulate the number of downtime minutes during
an Unscheduled Service Outage. Planned Downtime shall be necessary on a regular basis or in some emergencies to perform
corrective maintenance.

Minimum Quarterly State Service Credits

Managed Environment Avallability
During Peak Operating Times

99.7% %1,000 per minute below the Minimum
Quarterly

Managed Environment Availability During
Peak Operating Times

“Peak Operating Times” means 7 am-6 pm Eastern Standard Time Monday through Friday.

The following metric shall be used to calcutate the Quarterly Managed Environment Availability During Peak Operating Times
percentage for each full month that this SLA is in effect:

(Managed Environment Availability — Unscheduled Service Outage) + Managed Environment Availability -

Minimum Monthly State Service Credits
Managed Environment Availability

98% <08% = 95% = 12.5% of the Monthly Fee
<05% = 90% = 25% of the Monthly Fee
<80% = 50% of the Monthly Fee

The following metric shall be used to calculate the Monthly Managed Environment Availability percentage for each full month that this
"SLA is in effect: .
{Managed Environment Availability — Unscheduled Service Outage) + Managed Environment Availability



SERVICE CREDITS

In the event Contractor fails to meet any of the service levels herein, and such failure causes the Managed Environment Availability to
fall below the applicable percentage set forth above, Contractor will credit the State as set forth above in accordance with the
applicable percentage achieved. Credits will be computed and applied automatically and will be credited towards the next invoice
following such failure to meet the applicable service level. This SLA states Contractor's sole and exclusive warranties. "Monthly Fee’
shall mean: (i) the actual monthly fee paid by the State that corresponds to the software application whose Minimum Monthly
Managed Environment Availability goal was not achieved, or (ii) in the event the State pays on an annhual basis, an amount that is
1112t of the annual fee paid by the State in the applicable year that corresponds to the software application whose Minimum Monthly
Managed Environment Availability goal was not achieved. For Lot |, the annual fee shall be $450,000 per year for this purpose for
years 1 and 2. No Service Credits will be given for events resulting from conduct of the State or its representatives, including (i)
negligence of the State or its representatives, (i) a failure or malfunction resulting from scripts, applications, equipment, or services
provided by the State, or (i outages initiated by Contractor at the request or directicn of the Stzte for maintenance, back up, or other
purposes.

SERVICE CREDIT RETURN

Service Credits awarded to the State for service during the last quarter can be eamed back by Contractor during the subsequent
three Quarters at a rate of $1,000 per minute of availability in excess of the Minimum Quarterly Managed Environment Availability
During Peak Operating Times during a quarter. If the State experiences any Priority 1 or Priority 2 issues during a quarter during the
period in which Service Credits are earned back by Contractor, the State may withhold the award of such Service Credits at its
discretion for such quarier.

UNSCHEDULED SERVICE OUTAGE NOTIFICATION

Contractor shall use commercially reasonable efforts to provide the State with: (i) the apparent cause of an Unscheduled Service
Outage, (ji) Contractor's response time to such Unscheduled Service Outage, and (iii) repair time information, following the resolution
of an Unscheduled Service Qutage that results in a service level falling below the level set forth herein. Please note that in the event
of an Unscheduled Service Outage, Contractor's first priority shail be to re-establish service and restore the Managed Environment to
full availability. Contractor has designed and implemented various methods for detecting outages as well as potential problems that
might occur in the Managed Environment. The detection software is configured to notify support immediately. Contractor shall notify
the State's designated contact(s) within sixty minutes of any Unscheduled Service Outage by email or by posting on Contractor's
service desk and promptly again by email upon resolution.

PROBLEM MANAGEMENT AND SECURITY

Confractor's problem management and escalation process can be found on our website at www.perfect.com or sent via email upcn
request. A current version of this document is appended below, this document may be madified by Contractor by providing written
notice to the State, provided that it continues to satisfy the written requirements from the RFP. All transactions between Contractor
and the State that are the subject matter of this SLA will take place with 128 bit SSL encryption or using digital certificates, whichever
is applicable. Both Contractor and the State will implement commercially reasonable levels of security protection against possible
Internet aggression or corruption and upgrade such security protection against new threats when they are identified. Each Party has
the responsibility of the physical security of their respective production platform. Coentractor and the State must create a secure
connection to allow data exchange and automatic integration between them, which is accessed by pulling/pushing asynchronous
messages from/to Contractor or the State through the HTTPS protocol.

Customer Support Overview
Hours of Operation

First level of Customer Support is available as specified below:

America EMEA Asia / Pacific

Monday - Friday Monday - Friday Monday - Friday -
8am - 8pm EST 9am - 6pm CET 9am - 5pm SGT

Note: After-hour and week-end support available for Emergency issues only

Team Organization:

US Eastern Time

Day Schedule

US Team 8am to 6pm




US Team (Asia / Pacific Support) 6pm to 3am

Europe Team 3am to 12pm

Week Schedule

From Sunday 6pm io Friday 8pm

Contact Options
America & Asia / Pacific EMEA
Email CustomerSupport@gperfect.com supporteurope@perfect.com
Phone 866-889-8533 (US only) 33 (0) 170 169 026

001-713-588-2462 (International)

help desk http://support. perfect.com/en http:/fsupport.perfect.com/en

htip:/support. perfect. com/fr

Toll-free numbers are not accessible outside the U.S. International offices and suppliers must use direct dial numbers.

Email support has a maximum turnaround of 4 business hours. For this reason, we encourage any critical or high priority issues to be
called in.

Required Information
For every call, email, or ticket received, an agent is required to establish the following detail:

¢  Customer Name

» User Name

+ Role (Buyer/Supplier/Admin}

» Product (e.g. PerfectProcure)

¢ Impacted application and Status

e Problem Description or steps to recreate

¢ Exact Error Message or Repeated Behavior

¢+ Timeframe in which error or behavior began appearing

e Browser version and Internet Connectivity (for performance problems and/or errors which cannot be recreated in-house)

in return the client can expect a case humber and priority assigned to the issue, so they may establish expected response times as
posted below.

Escalation Procedures

Issues that cannot be resolved within the Customer Support depariment are escalated to Application Support — a group of technicians
who work with both Operations and Engineering to resolve the problem. If the issue appears o be a code-related bug, it will be
recreated and then delivered to the QA team for investigation and write up.

Target response times for each priority level are available at the end of this document. These are not resclution times, but expected
windows for our organization to provide updates to yours. Once an issue has been assigned a bug number the target response times
will no longer apply. The bug will become part of the development cycle and scheduled into a maintenance or full feature release
based on priority, development hours required, and overall impact on clients’ business processes.

Problem MANAGEMENT

The following tables provide details describing each of the available Priority Levels:

i Priority Descriptions, Examples, Notes Required Information ]
i




Priority 1 Application is unavailable. Description of the Problem (Actual vs. Expected
Results).
‘Urgent’ No Workarounds exist.
. ) . Actions/Steps to reproduce the Problem.
Revenue stream interrupted (Business is down).
Sample/Supporting Data that illustrates the Problem
{Site URL's, Customer id’s, Order #'s, SKU #s, User
id’s, efc.).
Documented Business Impacts.
Root Cause of the Problem.
Priority 2 Application is not achieving its primary goal. Cescription of the Problem (Actual vs. Expected
Restilts).
‘High’ Workarounds exist — though business is still heavily
impacted. Actions/Steps to reproduce the Probiem.
Impending Failure or Downtime of an Application. Sample/Supporting Data that illustrates the Problem
(Site URL’s, Cusfomer id’s, Order #5, SKU #'s, User
id’s, elc.).
Documented Business Impacts.
Roct Cause of the Problem.
Priority 3 Application is not achieving its primary goal. Description of the Problem {Actual vs. Expected
Results).
‘Medium’ Functionality does not appear to be working as
expected. Actions/Steps to reproduce the Problem.
Acceptable Workarounds do exist. Root Cause of the Problem.
Enhancements that are now Work-In-Progress. Sample/Supporting Data that illustrates the Problem
(Site URL’s, Customer id’s, Order #'s, SKU #s, User
id's, efc.).
Priority 4 Default Value for New Requests Description of the Problem (Actual vs. Expected
o . . Results).
‘Low’ Application is not achieving its primary goal.
o ] Actions/Steps to reproduce the Problem,
Functionality does not appear to be working as
expected. Sample/Supporting Data that illustrates the Problem
(Site URL’s, Customer id’s, Order #'s, SKU #'s, User
Acceptable Workarounds do exist andfor the id's, efc.).
business is not noticeably impacted.
o . Root Cause of the Problem.
The application is due for retirement in the short-term.
. Enhancements and Changes also require
Repair costs are much greater than the Value-Add of Specifications and other Documentation before Work
the Repair. can Begin.
New Enhancement Requests.
; Target Response Times
FRictivity Priority 1 | Priority 2 Priority 3 Priority 4
1. Acknowledge / Respond to Requests. 11 hr 2hr 1 business day 2 business
days
2. Analyze requests and take ownership or re-route. 1hr 4 hrs 1 business day 5 business
(After the initial Acknowiedge / Respond to Request days
time.)
3. Frequency for communicating status updates toend | 2 hrs Daily As Monthly or
users for individual Support Requests. communicated weekly




4, Maximum Elapsed Duration to Resolve User Every 2 hours or as | Daily or as Days or Weeks | Days, Weeks

Requests (for visibility of issues) stated in initial stated in or Months
response initial
response

All response times begin upon notification of a problem through Customer’s use of Perfect's Service Desk, provided Perfect reserves
the right to classify each problem into the appropriate priority category listed above. Perfect shall use commercially reasonable efforts
to provide an initial response, including a proposed action plan, within the response times above. Perfect does not guarantee a “fix’
within the response timas set forth herein. If Customer is unavailable for consultation, Perfect will not be liable for adhering to these
response fimes. All work requested by Customer shall be performed pursuant to Perfect's regularly scheduled production rolis as
published by Perfect from time to time.

Levels of Support

Level 1

Buyers & Suppiiers Level 1 Support

(Main scope of Services)

Application Support

Login failed Unable to login

Inactive User Usually due to multiple log-in failure

Inactive Organization

Resetting Passwords

Document Load error

Coordination — Owners/Buyers required to re-activate supplier
Customer account

Passwords reset while the supplier is on the phone

Application Support will examine the error and will provide

technical resolution

Timed Qut Sessions Clearing Cache or Compatibility Mode procedure

Services/Training Assistance

Buyers Event setup guestions/training
Adding suppliers

Editing sections

Changing open close dates & times
Reactivating suppliers

Suppliers Supplier Registration

Assistance with entering responses

Error in Response (assisting with Event Comgpletion)

Level 2- Technical Account Manager (TAM}

Perfect Commerce is dedicated to excellent customer service with emphasis on owning, addressing and resolving customer issues.
Technical Account Managers will have responsibility for providing their assigned customers a single point of contact for all technical
issues related to Perfect Commerce software solutions. This may be for escalation activities, or updates to reported issues.

The TAM will have:
=  strong customer management skills

= the ability to understand business concepts



« general technical knowledge

= strong problem resolution skills

»  ability to communicate clearly (verbal and written).
Level 3 - Perfect Commerce Development Team

Perfect Commerce Development address any issues that cannot be handled by Level 1 or Level 2 and those that may require a code
fix to repair the problem. These type of issues are brought to the team by our daily issue reviews or during our hot issues call. Issues
are then scheduled by our steering committee and worked according to priority level. As a reminder, all issues raised as a P1 are
iooked at by development usually bypassing the typical support methods until solved.



Appendix E

Minority and Women-Owned Business Enterprises Equal
Employment Opportunity Policy Statement



CONTRACTOR'S EXECUTIVE LAW, ARTICLE 15-A
(M/WBE) REQUIREMENTS

MINORITY AND WOMEN-OWNED BUSINESS ENTERPRISES
EQUAL EMPLOYMENT OPPORTUNITY POLICY STATEMENT

I, C lov s Slhdanen the

CO0

Ll

{Contractor) agree that

(title) of PG'(-( cct ¢ ommeice

{Contractor)}

Yeslect Commerce O

has adopted the following policies with respect to Contract Number 9 s Q(g £40

M/WBE

Contractor will make good faith efforts to achieve the M/WBE
contract participations goals set by OGS for that area in which

the State-funded project is located, by taking the foliowing
steps:
(1) Actively and

affirmatively  soliciting  bids

for

subcontracts from qualified State certified MBEs or
WBEs, including solicitations to MWBE contractor

associations.
(2)
and solicit bids from them directly.
Ensure that plans, specifications,

(3)

request

Request a list of State-certified MWBEs from OGS

for

proposals and other documents used to secure bids
will be made available in sufficient time for review by

prospective M/WBEs.
(4)

to enhanced participations by MWBEs

Where feasible, divide the work into smaller portions
and

encourage the formation of joint venture and other
partnerships among MWBE contractors to enhance

their participation.

{5)
(6)

including those to MWBESs and the results thereof.

Document and maintain records of bid solicitation,

Ensure that progress payments to M/WBEs are made

on a timely basis so that undue financial hardship is
avoided and provide appropriate support, including
waiving bonding and other credit requirements

where permissible,
participation.

to encourage

N
J .
Agreed to this /é [day of Dr-l_—zh' £ ,

20 1Y |/_ V
. 1\\’ (e ?/{:f
By - l{{/z’ >
Print: r:f@i — %‘W\:-u;w\;?u
Title: In o8]

MWBE

EEO

{a) Contractor will not discriminate against any employee or

(b}

applicant for employment hecause of race, creed, color,
national origin, sex, age, disability or marital status, will
undertake ot continue existing programs of affirmative
action to ensure that minority group members are
afforded equal employment opportunities without
discrimination, and shall make and document its
conscientious and active efforts to employ and utilize
minority group members and women in its work force on
state contracts.

Contractor shall state in all solicitation or advertisements
for employees that in the performance of the State -
contract all qualified applicants will be afforded equal
employment  opportunities  without  discrimination
because of race, creed, color, national origin, sex disability
or marital status.

{c) At the request of the contracting agency, Contractor shall

request each employment agency, labor union, or
authorized representative will not discriminate on the
basis of race, creed, color, national origin, sex, age,
disability or marital status and that such union or
representative will affirmatively cooperate in the
implementation of Contractor’s obligations herein.

(d} Contractor shall comply with the provisions of the Human

(e

Rights Law, all other State and Federal statutory and
constitutional non-discrimination provisions. Contractor
and subcontractors shall not discriminate against any
employee or applicant for employment because of race,
creed (religion), color, sex, national origin, sexual
orientation, military status, age, disability, predisposing
genetic characteristic, marital status or domestic violence
victim status, and shall also follow the requirements of
the Human Rights Law with regard to non-discrimination
on the basis of prior criminal conviction and prior arrest.
Contractor will include the provisions of sections (a)
through (d) of this agreement in every subcontract in such
a manner that the requirements of the subdivisions will
be binding upon each subcontractor as to work in
connection with the State contract.
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APPENDIX F

Insurance Requirements

Upon tentative award, Bidder shall be required to procure, at its sole cost and expense,
all required insurance. The Contractor shall procure at its sole cost and expense, and shall
maintain in force at all times during the term of this Contract, policies of insurance as herein
below set forth, written by companies licensed or authorized by the New York State Departmenit
of Financial Services to issue insurance in the State of New York with an A.M. Best Company
rating of “A-" Class “VII" or better. If, during the term of the policy, a carrier's rating falls below
“A-" Class “Vil", the insurance must be replaced no later than the renewal date of the policy with
an insurer acceptable to the New York State Office of General Services (“*OGS”") and rated at
least “A-" Class "VII” or better in the most recently published Best’s Insurance Report.

The Contractor shall deliver to OGS evidence of such policies in a form acceptable to OGS.
These policies must be written in accordance with the requirements of the paragraphs beiow, as
applicable. Acceptance and/or approval by OGS does not and shall not be construed to relieve
Contractor of any obligations, responsibilities or liabilities under the Contract.

General Conditions

A. Conditions Applicable to Insurance. All policies of insurance required by this Contract must
meet the following requirements:

1. Coverage Types and Policy Limits. The types of coverage and policy limits required
from the Contractor are specified in Paragraph B Insurance Requirements betow.

2. Policy Forms. Except as may be otherwise specifically provided herein or agreed to in
writing by OGS, policies must be written on an occurrence basis.

3. Certificates of Insurance/Notices. Contractor shall provide a Certificate or Certificates
of Insurance, in a form satisfactory to OGS, upon tentative award, and thereafter within
three (3) business days of request. Certificates shall reference the Contract Number. As
applicable, the requested forms must name the New York State Office of General
Services, New York State Procurement, 38" Floor, Corning Tower, Albany, New York
12242 as the entity requesting proof of coverage (the entity being listed as the Certificate
Holder). Certificates shall be submitted to the Office of General Services, New York
State Procurement, Corning Tower- 38th Floor, Empire State Plaza, Albany, NY 12242.

Unless otherwise agreed, policies shall be written so as to include a provision that the policy
will not be canceled, materially changed, or not renewed without at least thirty (30) days
prior written notice except in cases of cancellation for non-payment, in the event of which
notice shall be provided as required by law to OGS. The Contractor shall not take any
action, or omit to take any action that would suspend or invalidate any of the required
coverages during the period of time such coverages are required to be in effect. Not less
than thirty (30) days prior to the expiration date or renewal date, the Contractor shall supply
OGS updated replacement Certificates of Insurance, and amendatory endorsements.

Certificates of insurance shall:
» Be in the form approved by OGS;



APPENDIX F

» Disclose any deductible, seif-insured retention, aggregate limit or any exclusion to
the policy that materially changes the coverage required by the Contract;

» Be accompanied by an Additional Insured and a Waiver of Subrogation Endorsement
as required herein; '

o Refer to this Contract by number and any other attachments on the face of the
certificate; and

¢ Be signed by an authorized representative of the insurance carrier or producer.
Only original documents (Certificates of insurance and other attachments) will be accepted.

4. Primary Coverage. All insurance policies shall provide that the required coverage shall
apply on a primary and not on an excess or contributing basis as to any other insurance
that may be available to OGS or any Authorized User for any claim arising from the
Contractor's work under this Contract, or as a result of the Contractor’s activities. Any
other insurance maintained by OGS or any Authorized User shall be excess of and shall
not contribute with the Contractor’s insurance.

5. Policy Renewal/Expiration. At least thirty (30) days prior to the expiration of any policy
required by this Contract, evidence of renewal or replacement policies of insurance with
terms no less favorable to OGS than the expiring policies shall be delivered to OGS in
the manner required for service of notice in Paragraph A.3., Certificates of
Insurance/Notices, above. If, at any time during the term of this Contract, the coverage
provisions and limits of the policies required herein do not meet the provisions and limits
set forth in the Contract or proof thereof is not provided to OGS, the Contractor shall
immediately cease work. The Contractor shall not resume work until authorized to do so
by OGS. Any delay, time lost, or additional cost incurred as a result of the Contractor
not having insurance required by the Contract or not providing proof of the same in a
form acceptable to OGS, shall not give rise to a delay claim or any other claim against
OGS. Should the Contractor fail to provide or maintain any insurance required by this
Contract, or proof thereof is not provided, OGS or the Authorized Users may withhold
further contract payments, treat such failure as a breach or default of the contract.

6. Self-insured Retention/Deductibles. Certificates of Insurance must indicate the
applicable deductible/self insured retention on each policy. Deductibles or self-insured
retentions above $100,000 are subject to approval from OGS, which shall not be
unreasonably withheld or delayed. The Contractor shall be sclely responsible for all
claim expenses and loss payments within the deductible or self-insured retention.

7. Subcontractors. Should the Contractor engage a Subcontractor, the Contractor shall
require all Subcontractors, prior to commencement of an agreement between Contractor
and the Subcontractor, to secure and keep in force during the term of this Contract the
insurance requirements of this document on the Subcontractor, as applicable. Proof
thereof shall be supplied to OGS.

As applicable, insurance required by the Contract shall name The People of the State of New
York, its officers, agents, and employees as additional insureds hereunder (General Liability
Additional Insured Endorsement shall be on Insurance Service Office’s (ISO) form number CG
20 26 11 85 or the equivalent). Specifically, the additional insured requirement does not apply
to Workers Compensation, Disability or Professional Liability coverage.
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B. Insurance Requirements

The Contractor, throughout the term of this Contract, or as otherwise required by this Contract,
shall obtain and maintain in full force and effect, the following insurance with limits not less than
those described below and as required by the terms of this Contract, or as required by law,
whichever is greater (limits may be provided through a combination of primary and
umbrella/excess policies):

a) Commercial General Liability Insurance with a limit of not less than $2,000,000 each
occurrence. Such liability shall be written on the ISO occurrence form CG 00 01 01 96,
or a substitute form providing equivalent coverages and shall cover liability arising from
premises operations, independent contractors, products-completed operations, broad
form property damage, personal & advertising injury, cross liability coverage, liability
assumed in a contract (including the tort liability of ancther assumed in a contract) and
explosion, collapse & underground coverage.

1. Policy shall include bodily injury, property damage and broad form contractual liability
coverage.

General Aggregate $2,000,000 _

Products — Completed Operations Aggregate $2,000,000

Personal and Advertising Injury $1,000,000

Each Occurrence $2,000,000

Coverage shall include, but not be limited to, the following:

¢ Premises liability;
¢ Independent contractors;

e Blanket contractual liability, including tort liability of another assumed in a
contract;

o Defense and/or indemnification obligations, inciuding obligations assumed
under this contract;

e Cross liability for additional insureds;

¢ Products/completed operations for a term of no less than three (3) years,
commencing upon acceptance of the work, as required by the contract;

s Explosion, collapse and underground hazards; and
¢ Contractor means and methods.

The following 1SO forms must be endorsed to the policy:

a. CG 0001 01 96 or an equivalent Commercial General Liability Coverage Form;

b. CG 20 10 11 85 or an equivalent- Additional Insured-Owner, Lessees or Contractors
(Form B); and

c. Waiver of Subrogation Endorsement.

Limits may be provided through a combination of primary and umbrella/excess liability
policies.
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b) Comprehensive Business Automobile Liability Insurance with a limit of not less than
$2,000,000.00 each accident. Such insurance shall cover liability arising out of any
automobile including owned, leased, hired and non-owned automobiles.

Waiver of Subrogation. Contractor shall cause to be include in each of the above
referenced policies insuring against loss, damage or destruction by fire or other insured
casualty a waiver of the insurer's right of subrogation against OGS, cr, if such waiver is
unobtainable (i) an express agreement that such policy shall not be invalidated if Contractor
waives or has waived before the casualty, the right of recovery against OGS or (ii) any other
form of permission for the release of OGS. A Waiver of Subrogation Endorsement shall be
provided upon tentative award, and thereafter, within three (3) days of request.

¢) Professional Liability: The Contractor shall maintain errors and omissions liability
insurance with a limit of not less than $2,000,00C per loss.

1. Such insurance shall apply to professional errors, acts, or omissions arising out
of the scope of services covered by this Contract.

2. If coverage is written on a claims-made policy, the Contractor warrants that any
applicable retroactive date precedes the start of work; and that continuous
coverage will be maintained, or an extended discovery period exercised,
throughout the performance of the services and for a period of not less than three
years from the time work under this Contract is completed. Written proof of this
extended reporting period must be provided to OGS prior to the policy’s
expiration or cancellation.

3. The policy shall cover professional misconduct or lack of ordinary skill for those
positions defined in the Scope of Services of this contract.
Each Claim $1,000,000
Annual Aggregate $2,000,000

d) Technology Errors and Omissions:

Professional Liability insurance in the amount of $2,000,000.00 for damages arising from
computer related services including the following: consulting, data processing,
programming, system integration, software development, installation, distribution or
maintenance, systems analysis or design, training, staffing or other support services,
any electronic equipment, computer hardware or software developed, manufactured,
distributed, licensed, marketed or sold.

C. Workers’ Compensaticn Insurance and Disability Benefits Requirements

Workers’ Compensation Law (WCL) §57 & §220 requires the heads of all municipal and
state entities to ensure that businesses applying for permits, licenses or contracts,
document that they have appropriate workers’ compensation and disability benefits
insurance coverage. These requirements apply to both ariginal contracts and renewals,
whether the governmental agency is having the work done or is simply issuing the
permit, license or contract. Failure to provide proof of such coverage or a legal
exemption will result in a rejection of a bid or renewal. A bidder may not be awarded a
contract unless proof of workers' compensation and disability insurance is
provided to OGS.
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Proof of Compliance with Workers’ Compensation Coverage Requirements:

An ACORD form (certificate of insurance) is NOT acceptable proof of workers’

compensation coverage. In order to provide proof of compliance with the

requirements of the Workers’ Compensation Law pertaining to workers’

compensation coverage, a contractor shall:

A)  Be legally exempt from obtaining Workers’ Compensation insurance coverage;

or

B) Obtain such coverage from an insurance carrier; or

C) Be a Workers' Compensation Board-approved self-insured employer or
participate in an authorized self-insurance plan.

A Contractor seeking to enter into a contract with the State of New York shali
provide one of the following forms to OGS at the time of bid submission or within
three (3} days of request:

A) Form CE-200, Certificate of Attestation for New York Entities With No
Employees and Certain Out of State Entities, That New York State Workers’
Compensation and/or Disability Benefits Insurance Coverage is Not Required,
which is available on the Workers’ Compensation Board's website
(www.wcb.state.ny.us); (Reference applicable RFP and Group #s on the
form.);

B) Certificate of Workers’ Compensation Insurance:

1)  Form C-105.2 (9/07) if coverage is provided by the Contractor’s insurance
carrier, Contractor must request its carrier to send this form to OGS, or

2) Form U-26.3 if coverage is provided by the State Insurance Fund,
contractor must request that the State Insurance Fund send this form to
0GS;

C) Form SI-12, Certificate of Workers’ Compensation Self-Insurance available
from the New York State Workers’ Compensation Board’s Self-Insurance
Office; or

D) Form GSI-105.2, Certificate of Participation in Workers’ Compensation Group
Self-Insurance available from the contractor's Group Self-Insurance
Administrator,

Proof of Compliance with Disability Benefits Coverage Requirements:

In order to provide proof of compliance with the requirements of the Workers’
Compensation Law pertaining to disability benefits, a contractor shall:

A) Be legally exempt from obtaining disability benefits coverage; or

B) Obtain such coverage from an insurance carrier; or

C) Be a Board-approved self-insured employer.

A Contractor seeking to enter into a contract with the State of New York shall provide
one of the following forms to OGS at the time of bid submission or within three (3)
days of request:

A) Form CE-200, Certificate of Attestation for New York Entities With No
Employees and Certain Out of State Entities, That New York State Workers’
Compensation and/or Disability Benefits Insurance Coverage is Not Required,
which is available on the Workers' Compensation Board's website



APPENDIX F

(www.web.state.ny.us), (Reference applicable RFP and Group #s on the
form.);

B) Form DB-120.1, Certificate of Disability Benefits Insurance. Contractor must
request its business insurance carrier to send this form to OGS; or

C) Form DB-155, Certificate of Disability Benefits Self-Insurance. The Contractor
must call the Board's Self-Insurance Office at 518-402-0247 to obtain this form.

Proof of coverage or an exemption shall be submitted to the Office of General Services,
New York State Procurement, Corning Tower- 38th Floor, Empire State Plaza, Albany,
NY 12242.
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1 IMPLEMENTATION PLAN

This Implementation Plan is intended to be a living document and serves as an initial outline of the Implementation Plan.
Details will be added or modified as necessary to accomplish overall project cbjectives.

1.2 ILLUSTRATIVE PROJECT SCHEDULE

Perfect is proposing a two-year phased implementation, where the MarketPlace Catalog and elnvoicing solutions will be
deployed 10 months after project initiation. The overall project schedule is shown below, while the detailed steps and
activities in Lot | are described in Section 3.1.2.

Discovery and Design : SAGFLA - Tf8 14

Intarface Development ; S130/34 - 5714

Catalog Marketplace Proof E AR AN R

of Contept ; FIARIAR - QA4

g&vzﬂ:g Proof of R e e 1

Catalog Markatpiace i T

Rolioat VTN - T— B (/134 12775/

elnvaicing Rallout [ -]

. System interface

Complete
Design Documentand /15712
P ‘_:l:,if’mentntlnn Flan POC Sign Off - Catalog
EEE AT | . [

Elve it 042714
PQC Sign Off - sinvoicing

i 2118 10731714 12/15
Sturlnll Comemittae Steering Committee Steering Committes Steetlng Committes

Note: Dates shown above are illustrative and assumed a start date of May 5, 2014, The actual start date will likely occur in
the fourth quarter of calendar year 2014.

Phase 1: Months 1-10

¢  Project Management Plan

+ Communicaticn Plan

¢ Change Management Plan

s Interface developments with SFS and FileNet, to include testing for the MarketPlace Catalog and elnvoicing
* Onboarding of the State's centralized contract suppliers to the MarketPlace Catalog, as defined by the State
* Enrollment of suppliers into the elnvoicing solution as defined by the State

e Training Plan o
e  User Acceptance Testing, deployment, and certification of production environment

* Documentation for interfaces and process flow through the solutions

s  Go-Live support and ongoing Help desk availability

»  Qut-of-the-Box reporting

e Paraliel Test Environment (as applicable)

s  Maintenance of all integration pointis

¢ System Documentation

+ Risk Management Plan

Phase 2: Months 10-24

= 1-1| Page
< PERFECT COMMERTE

x:..‘__‘_";_.

4

#7
Y



Appendix G

Continued support

Continued onboarding of the State’s contracted suppliers to the MarketPlace Catalog
Continued enrollment of suppliers into the elnvoicing solution, as defined by the State
Custom reporting

Vendor performance management

1.2.1 Project Methodology

The Perfect team strongly believes that successful projects result from the appropriate use of project management tools and
practices. We have taken our overall project management approach and tailored it to produce a methodology for managing,
adapting, and implementing packaged software solutions and the associated operations. This methodology involves a
structured framework with tasks, technigues, examples, templates, best practices, and other information to provide
consistency and measurability. Our methodology, called the Packaged Solution Implementation {PSI) and depicted helow, has
been used successfully on a large number of projects. Perfect uses this standard methodclogy for each system project, but
maps against each project’s unique needs. For NYS, Perfect would be modify our process to use SOM templates.

Project
Management Requirements Design Test Readi Accept: Accar
Review Review Review Review Review Review

ok Rt rements Syptamn
.;:f.f::t, o Elnboration .+ Balataon . Holution . Insogration and . - Balithan

&nd Planniig

“ond A penigi o4 Gonsdebion. . Vabidstlon” | -Deplbyment 8
Modeling .

v v v v ¥ v
PM Funetlenal Design/Progesa Conflguration Prosgluat Selutlon
Basaline Baadline Baseline Baseline Basaline Bassline
Requiraments Troceability -
Scope Management Risk Management Iss e Managemeant Requiremenis Managenent
Schedule Management Change Management Configuration Managomant Quality Management

Perfect Commerce Methodology - System Integration Lifecycle

The PSI methodology blends the elements of our project management methodology with the components of cur standard
lifecycle and then adds the other project tasks to encompass the project as a whole. Our field-proven approach is the result
of a depth of experience in implementing and integrating complex IT projects. Our standard project and software
methodologies, after reviewing the Ml PMM document, are synonymous; Perfect is confident that we can manage the project
with regard to the requirements laid down in the PMM material.

Each phase of the methodology produces set outcomes or deliverables that NYS can review and approve. By continually
keeping NYS involved in the process, we will present no surprises when we implement the eProcurement System.

Each stage of our lifecycle has specific associated activities:

sy 1-2 | PAGE
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Project Initiation. Perfect and the client define and organize the project.

Requirements Analysis {Confirmation). We closely examine the requirements and determine any necessary
modifications or construction options. The team assesses current processes and envisions the way that things
“Could-Be” via diagram and white board techniques. The team also designs the “To-Be” future based on these
possibilities and develops functional and technical specifications for the modification and configuration of the
software package. Perfect recognizes that NYS has done significant work in defining requirements, and mapping
out and detailing existing workflows and processes; this provides a solid foundation for understanding vour
requests and how the system will satisfy your business needs.

+ Solution Design and Configuration. The team develops the “To-Be” future, tailors and configures the software
package, builds the links between new and existing systems, and creates all other add-ons required to implement
the business solution. Conversion software is also built. Since Perfect Commerce provides stable, functional, and
configurable solutions, traditional “development work” is minimized, allowing the focus to shift to configuration
and Integration tasks.

& System Integration Testing. Testing of the software takes place. This testing will cover functional aspects,
integration, performance, and user acceptance.

# Solution Implementation Rollout. The client tests the system for acceptance, the live system or modules are rolled
out, and any necessary conversion activity is performed.

Perfect will use the PS| methodology to ensure that modifications and system interfaces exceed NYS's requirements and
easily meet the proposed schedule. We understand the importance of the provision of the eProcurement system to NYS, and
we believe our proposal provides the lowest risk solution by presenting extensive implementation experience and a proven
eProcurement application. -

1.2.2 Detailed Activities Tor Lot |

We have developed a preliminary project workplan based on both our understanding of the information provided in the RFP,
and our past experience working in similar client environments. Qur assumptions will be validated in our initial Discovery and
Design phase; however, the durations and work efforts based on our preliminary plan is included in the proposal as reguested.
The table below summarizes the detailed workplan, indicating the major deliverables, time commitments, and durations of
each task required to deliver Lot |, including the MarketPlace Catalog and elnvoicing solutions.

From Contract Perfect: NYS
Start Mandays  Mandays

Major Dellverables

= Project Management Plan
Communication Plan
Change Management Plan
Interface Besign
Implementation Workplan
Training Plan

File layouts )
End-to-End system test 3 months 22 20
System interface
Loaded catalog
Supplier pilot test 4 months B0 75
End-ta-end user test
elnvoice POC ¢ Invoice interface

e Supplier pilot test

Discovery and Design 2 rivoriths 45 20

Interface Development

* % e

Catalog POC

5 months 81 75

Catalog Rollout e Solution Rollout ‘8 months 57 60

elnvoice Rollout solution Rollout 10 months 54 60

£y 1-3 | PAGE
T PERFECT COMMERTE




n i

1.3 RiSKMANAGEMENT PLAN
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Below are the key project risks identified. A detailed risk register can be completed after the scope & validation phase is

completed.

Mitigation Strategy

Frequency/
Probability

Change resistance, the ability
of NYS persennel to cope with
tha transition in-addition to
other concurrent busingss

| changes, and the delivery of
effeciive change '

- management,

¢ |nability to fulfill the
project’s business
abjectives or deliver
the project benefits.

= Delay the
implementation.

Select Perfect’s user-friendly
system—other companies have
experienced relatively low
levels of user resistance and
chiange impact during our
implementations.

Select Perfect's proven
implementation team—we are
skilled Inthe delivery of
implementation services and
facilitating change.

Continue using the existing
FileNet and SF5 systems.
Provide for the development of
clear processes, procedures,
and training matertal so that
user testing and training is clear
and simple:

Provide comprehensive
communication toall
potentially affected users.

Medium

Integration with NYS's ERP
systems. Availability of
resources for any integration
requirements.

s Delay the
implementation.

Address the design and
development early in the
project planning process.

If possible, reduce dependence
on external suppliers by
designing any interfaces in a
manner that NYS personnel can
develop and maintain.

Medium

Tratning and appropriate
usage of the new processes
and system.

* Iniability to fulfil the
praject’s business
abjectives or deliver

the project benefits:

¢ [elay the
implementation.

Select Perfect’s user-friendly

~system—other companies have

experienced relatively low
levels of user resistance and
change impact during our
implementaticns. '

Frovide for the development of
clear processes, procedures,
and training material so that
user-testing and training Is clear
and-simple.

Provide comprehensive
communication to all
potentially affected users.

Low

3
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e Select Perfect’s proven
implementation team—we have
Supplier buy-in or mandateto | , Catalogs not available experience in dealing with all
use system. to users from day one. tier suppliers. Medium
e Communicate with suppliers in
conjunction with NYS informing
them of the henefit to both NYS
and the supplier.
el ; = * |nability to fulfill the s Selection Perfect’s proven
Supphen technicas.capuoility project’s business implementation team—we can
ol tieregk: objective of a fully provide tools to assist suppliers Mediun
autormated ardering regardless of their technical
process, capability

Perfect’s Professional Services Organization, who will be R i
Client Executive:

| Seering

responsible for implementation, is comprised of
individuals with significant experience in procurement and
sourcing. Each member of this team has worked in the field

Committee

in similar practitioner roles as those stakeholders we will " StateProject | ' Project Manager |
interact with at NYS, both in the field and at your corporate Manages . ) ||
location. Because our staff brings unigque expertise and ' — ' r — B
understanding to this project, our Implementation will |
address specific business challenges the State is facing. Manzges
Perfect will take the control and direct responsibility for siinpller
supplier enablement from NYS, and our Supplier & Content [T

Services Organization will remain engaged with NYS
through the life of your contract. This team will introduce
unigue tools, process, and training to ensure a successful
enablement endeavor. Post implementation, your Project

Manager and other resources will continue to enable | Dievelopment
suppliers, and visit onsite to ensure that the quality of your . Team
content, the enablement of product features, and the

business process in place at NYS are working together to Stute of New York Perfpct Commnres

meet the goals of the business.

Account Management

NYS will also have a Client Executive assigned for the duration of your contract who will work with you to ensure success with
Perfect’s solutions and keep you educated on changes, enhancement, and new initiatives from both Perfect and the market,
which may add value to NYS’s business. The CE will work closely with NYS, meeting on a frequent schedule, and conducting
Quarterly Business Reviews to review our performance and discuss challenges and opportunities which Perfect can help
influence within the business.

A Technical Account Manager will be assigned specifically to NYS. This individual will be aware of and personally ensure than
any support issues logged by NYS wiil be resolved, and the TAM will follow all issues through to their resolution.

“ . 1-5 | PAGE
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implementation Preject Management

’

Perfect’s Product Management Qrganization will meet periodically with NYS to understand product usage within the user
community. NYS will have opportunity to share ideas and influence product direction.

We suggest structuring the project team so that it is guided by a strong Steering Committee made up of key NYS stakeholders
from key purchasing functions, IT, and operations who act as the project owners.

The Steering Committee members resolve issues, advocate adoption, and work within their respective organizations to seek
input and drive change. The key roles filled by Perfect are described in the section above, with more detail in the table below.
The Perfect Commerce Project Manager will be NYS’s single point of contact for the duration of the contract. The Project
Manager will receive all communications and requests during implementation. This point of contact may elect to have other
team members work with the State to define solution requirements and coordinate implementation and training activities.

Reports to

Single line of communication for NYS. Project definition,
Project Manager | Project Lead for NYS | communication, execution, and risk mitigation. Project definition,
| communication, execution, and risk mitigation.

Perform discovery. Define project scope. Perform demonstrations

Techni Proj M
Srhnlenrizng oject Manager and act as subject matter expert,
: i , materials, and training guldes. Coordin
Trainer Project Manager Cre.ate tra:nlr_-g !:lan e INmggusies. Eeord at"?
delivery and train administrators and users on use of the solution.
Functional Lead Project Manager Setup, configuration, and implementation of the solution.

Assisting configuration lead by checking the solution configuration
Business Analyst Functional Lead meets the requirements outlined by the Technical Lead in
canjunction with NY5's needs.
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The table below summarizes the estimated number of mandays that each Perfect Commerce resource will spend on the
impiementation of Lot |. These mandays represent the total effort for each role, but may be staffed by several individuals. As
shown, we estimate devoting a total of 320 mandays on the implementation, staffed by 3-6 different individuals.

elnvoice

Catalog

elnvoice Catalog

" e atalog _
Desigh: S intatiaee it hhe POC Roflowt. | {Rollouf) = Lo
Project Manager 10 2 20 20 16 15 83 J
Supplier Enablement 5 0 25 26 26 24 106
Specialist
Integration Specialist 10 20 5 5 5 5 50
implementation Consultant 20 0 30 30 10 10 100
_— T~ e — > - = —— —_
Total. 0, 20 B 7 | % G =
e | =i o=l e ! ik Al ar A i) e

In terms of resources from the NYS team, we estimate needed involvement from 5-10 different individuals on the core project
team. These core team members will be responsible for gathering requirements and validating functionality with other
stakeholders within NYS. As shown, we estimate devoting a total of 320 mandays on the implementation, staffed by 5-10
different individuals over the course of the 10 month project.

Individuals Dai:;;:Eﬁth {E:,:;it:s:] Est. Days
Project Manager 1 5-10 10 70
Commaodity Specialists 34 5-10 8 160
Irrtegratiuﬁ Specialist 1-2 5-10 4 30
AP Specialist 1-2 5-10 6 30
Suﬁpll er Specialist 13 5-10 G 30 T
320 )

Below are representative staff profiles for the key Perfect Commerce resources on the team.

nichael Ereli; Executive Sponsar & Chief of Customer Care

As the Vice President of Customer Care at Perfect Commerce, Mr. Ereli has all of the groups that will support the State of
New York {from implementation through the life of the relationship with Perfect Commerce) reporting to him. This reporting
structure allows Mr. Ereli to balance all of Perfect Commerce’s resources to ensure customer satisfaction. With over 28 years
as an IT professional, Mr. Ereli served as President of Supply Chain Connect, a provider of on-demand, fully configurable
supply chain solutions and internet-based negotiation tools with supporting services, before joining Perfect Commerce in the
spring of 2012, Mr. Ereli was responsible for building this business under ChemConnect, Inc. as VP of Supply Chain Solutions
over the course of seven years before he personally acquired the business in 2007. With over 13 years’ experience in large
(™ 1-7 | PAGE
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enterprise change engagements, Mr. Ereli has experienced all aspects of systems development, project management,
business process reengineering, and strategic consulting. Mr. Ereli has a Bachelor of Arts degree from Harvard University.

A sample of some of the large scale projects Mr. Ereli has worked on during his career includes:

¢ Federal Mogul, Web EDI - 2010-2012 » Corning Cable Systems, SAP SRM, 2009-2011
e HMB Fuller, Strategic Sourcing — 2007-2008 @ General Cable, eProcurement, 2005-2011
s Honeywell EC&C, Procurement Portal — 2005-2007 e Chevron Products, SAP R/3, 1994

Beth Skillin: Project Manager/Engagement Manager

Beth Skillin is an Executive Consultant with Perfect Commerce, hringing over 8 years of experience with eProcurement
solutions. She has held various roles at Perfect Commerce, starting as a QA Analyst and progressing to QA Director. Beth has
spent the last three years in a strategic Product Management role, owning the PerfectShop suite of products. She was
primarily responsible for migrating all customers to the most current version. Recently she has transitioned into a professional
services role, working with customers to deploy the Perfect Commerce solutions. Her deep knowledge base and experience
enables her to work with customers to achieve maximum value from their investment.

Beth provides subject matter expertise in the areas of catalog search and content management, working with some of the
following customers to enable them to reach or exceed their spend management goals.

¢ Halliburton s (b Hospitality

s  Tatra Pak e  Schneider Electric
o [|'Oreal *  BNP Paribas

s  Evergreen Packaging » Skandia

s« JCI = Rotech

Helene Richard: Supplier Enablement Specialist

Helene is a 15- year veteran in eProcurement solutions, dedicating over 10 years at Perfect Commerce leading the Supplier
Enablement group with her expert knowledge in indirect Spends, Supplier Onboarding process, and Content optimization for
international organizations. She managed supplier activities for successful eProcurement implementations including BNP
Paribas, L'Oreal, Tetra Pak, Johnson Controls, and ITT. Helene’s two main goals has always been to help customers establish
an environment that optimizes spend management through the procurement solution and to improve content quality in
order to create better user experience and drive adoption.

Prior to joining Perfect Commerce, Helene was working for Answork, a French Marketplace, managing Indirect Sales strategy
and Development for Bank shareholders as Distributors and Supplier Sourcing {indirect spends) to offer negotiated pricing to
smail & mid-size customers.

David Bates: integration Specialist

With over 14 years of experience in the software development industry, David Bates has held several technical management
and leadership roles ranging from Director of Software Engineering to Product Manager. David utilizes his background In
development, quality assurance, and project and product management to drive and deliver quality products and solutions to
market.

David graduated from the Virginia Military Institute with a Bachelor of Science degree in Computer Science and minors in
Mathematics and Spanish. He is also Pragmatic Marketing certified.

Jim Galichia: Implementation Cansultant

As a Senior Consultant, Mr. Galichia brings significant industry experience and knowledge in MRO Procurement and Supply
Chain Management from 20+ years of experience in procurement, manufacturing, and supply chain consulting. In his 13 years
at Perfect Commerce, Mr. Galichia has led dozens of procurement transformation projects for large and mid-sized companies
and government entities across many industries and commodities.
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He has managed projects for customers including: Hostess, Caremark, ITT, Johnson Controls, PACCAR, RockTenn, YRC
Worldwide, Georgia Center for Non-Profits, Nielsen, Rent-A-Center, and others. Prior to coming to Perfect Commerce, Mr.
Galichia worked as a business consultant for BDO Seidman and PricewaterhouseCoopers, leading teams in ERP and
eProcurement Solutions Implementation at companies including: Atlas Weathering Systems, SOLC Cup, and General Motors.
Prior to this, Mr. Galichia worked in Product Development, Inventory Management, Procurement, and Information
Technology for several multi-national companies such as RCA Consumer Electronics Division and Courtaulds Packaging. Mr.
Galichia holds a Bachelor of Science degree in Plastics Engineering Technology from Pittsburg State University and a Master
of Business Administration from St Ambrose University.

1.4.1 Project Organization Chart
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1.5 CONMUNICATIONS PLAN

Through the assignment of a local Client Executive and Technical Account Manager to every client, we stay in close
communications with our customers to discuss any new requirements that arise from either business process enhancement
requests or legislative change requests. ;

Perfect’s first line of communication to any customer is the assigned Client Executive (CE). This Client Executive is a
professional-level employee who serves as the single point of contact for a customer on all issues for the duration of their
contract. The CE works with customers to ensure the success of Perfect’s solutions and keep clients educated on changes,
enhancements, and new initiatives from both Perfect and the market {potentially adding value to their business). The CE will
work closely with the State, meeting on a frequent schedule and conducting Quarterly Business Reviews to review our
performance and discuss challenges and opportunities which Perfect can help influence within the business.

To support the Client Executive, Perfect Commerce assigns a Technical Account Manager to each of our customers. The
Technical Account Manager will be aware of any support issues, and will personally ensure logged issues will be resolved. In
addition, Perfect provides local Level One support which helps with logging any issues or requests from customers.
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In the Perfect Commerce Methodology, the communication plan provides a critical vehicle for defining the audience and
establishing the strategies that ensure effective visibility into the project by all stakeholders. Communication will focus on
the internal project communications and those issues affecting the primary stakeholders directly associated with the project.
The communication avenues may take the form of using collaboration tools such as SharePoint, weekly status reporting,
weekly deliverable reviews and working product demos, and planned formal reviews, providing a clear understanding of the
progress of the project.

Communication requirements will vary depending on the stage in the project lifecycle and the size and complexity of the
organization. Specific communication vehicles and frequencies will be adopted to support the various needs of different
audiences to ensure that clear visibility into the project is maintained and accurate information is provided to facilitate
effective business decisions.

A communication plan will define the layout, structure and timing of standing meetings and formal reviews. A key mechanism
for supporting effective meeting is the development of agendas and the documentation of minutes. Prior 1o any meeting &
detailed agenda will be issued to those who should. This agenda will summarize what will be covered and the time aliowed
for the various topics. Expectations of meeting results will also be documented. This agenda will be distributed prior to each
meeting or review in a manner outlined in the communication plan. The Perfect team will provide minutes of each of those
meetings held with project team members, published within the pre-defined time limits of each meeting. Those minutes will
provide an on-going journal of decisions, issues, and risks that occur during the course of a project, and provide a key
ingredient to effective communication within and potentially external to the core project team.

Py
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& Project ¢ ::?tiger:r:t I 3 Project
H Stage Gate

Reviews .2

Schedule g Portfolio
; Dashboar:

Integrated Stakeholdar Communications

High Level Communication Structure

Any topic brought up that is outside the scope of meeting will generally result in a new follow-up meeting being scheduled
with a separate agenda constructed, and applicable to only those with stake in the tepics. This is done to make certain that
all project team members and client staff time devoted to the project is utilized in the most efficient and productive manner
possible and that we have the right individuals involved for the subject matter.

The Perfect Commerce team understands the reality of trying to perform “business as usual” while stilt addressing the needs
of a project and the demands on the State’s business and technoclogy user communities. Therefore it is essential that all
meetings which require attendance of client staff be carefully planned, with the purpose and objectives defined in advance.
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The goal in our communication planning is to ensure effective visibility into the project by executive management, provide
timely communication to all key stakeholders, and ensure the project team has the information they need tc do their work
efficiently -getting the right information to the right people at the right time.

After the State is in production the Administrators are notified well in advance of a planned release. The releases are done
first to the State’s test environment so that the Administrators and power users will have a chance to test and QA the new
release, Perfect will give the State 30 days to test the release. Once vetted by our customers, the release is rolled to our
Production environment. The reieases to production are usually done on Saturdays when our users typically are not in the
system.

Perfect Commerce provides exceptional support to its customers backed with its global support team. Sections below outline
the support operation and specifically handling of defects/bugs.

First level procurement/OSN support is available Monday through Friday from 8:00 a.m. to 8:00 p.m. Eastern, excluding U.5.
holidays. Support for business critical issues after hours can be reached through all posted toll-free or direct dial numbers. E-
mail support is not available between the hours of 8:0C p.m. and 8:00 a.m. Eastern.

Issues that cannot be resolved within the Customer Support department are escalated to Application Support, a group of
technlicians who work with both Operations and Engineering to resalve the problem. If the issue appears to be a code-related
bug, it will be delivered to the Quality Assurance (QA) team for investigation and write up.
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Target response times for each priority level are available below. These are not resolution times, but expected windows for
our organization to provide updates to customers. Once an issue has been assigned to development the target response
times will no longer apply. The defect will become part of the development cycle and scheduled into a maintenance or full
feature release based on priority, development hours required, and overall impact on clients’ business processes.

Ptiority

Descriptions, Examples & Notes

Reqguired Infarmation

Application is unavailable:

Description of the problem (Actual vs. Expected
Results).
hctions/Steps to reproduce the problem:

Priogity 1 Mo workarounds exjst, Sample/Supporting data that illustrates the problem
‘Urpent’ |*® Revenue stream interrupted (Business is (Site URLs, Customer 1Ds, Order #s, SKU #5, User 1Ds,
down). ete.).
Documented business impacts.
Root cause of the problem.
Description of the problem (Actual vs. Expected
»  Application is not achieving its primary Results).
goal. Actions/Steps to reproduce the problem.
Priority 2 | ¢ workarounds exist — though business is Sample/Supporting data that illustrates the problem
"High? still heavily impacted. {Site URLs, Customer IDs, Order #s, SKU #s, User IDs,
s Impending failure or downtime of an etc.).
application. Documented business impacts.
Root cause of the problem.
& Application is not achieving its primary Description of the problem {Actual vs. Expected
_ goal. Results).
| Brioritg3 | Functionality does not appear to be Actions/Steps to reproduce the problem.
il s waorking as expected. Root cause of the problem,
| Wediunt’ | o Acceptable workarounds do exist, SamplefSupporting Data that illustrates the Problem
Erhancements that are now wark-in- (Site URLs, Customer I1Ds, Order #s, SKU #s, User |Ds,
prOREress. ete.).
e Default value for new requests
* ggzl{lcat|on Is not achieving its primary gesclrip)tion of the problem {Actual vs. Expected
. . esults).
* Func‘?uonahty does not appear to be Actions/Steps to reproduce the problem.
working as expected. . .
Priority 4 |, Acceptable workarounds do exist and/or Sa‘mple/Supportlng Data that illustrates the Problem
. \ \ . (Site URLs, Customer IDs, Order #s, SKU #s, User IDs,
"Low’ the business is not noticeably impacted.

The application is due for retirement in
the short-term.

Repair costs are much greater than the
value-add of the repair.

New enhancement requests.

etc.).

Root cause of the problem.

Enhancements and changes also require specifications
and other documentation before work can begin. -
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Priority 1

Target Respohse Times

Prlarity 2

Priority 3

Priority 4

Acknowledge/Respond to

individual Support Requests.

1 hour 2 hour 1 business day 2 business‘days
reguests. =
Analyze requests and take
-route (after initial : .
t:ﬂnﬂ&_r;h:p orre-royte (after initia 1 hour 4-hours 1 business day 5 business days
Acknowledge/Respond to request
Freguency for communicating

. As Monthly or
status updates to end users for 2 hours Daily . v
communicated weekly

hMaximum elapsed duration to
resolve user reguests (for visibility
of issues).

Every 2 hours during
Customer Support
Hours of Operations
or as stated in initial

Daily ar-as stated
try initial respanse

Days or Weeks

Days, weeks or
manths

response

Perfect Commerce’s Service Level Agreement reads as follows:

Force Maijeure. Events or conditions beyond Perfect Commerce’s reascnable control, including, without limitation, acts of
common enemy, earthquakes, floods, fires, epidemics, terrorist attacks, embargoes, lack of internet availability, and inability
to secure products or services from third parties.

Managed Environment Availability. The total number of minutes in a calendar month, less any Planned Downtime or
downtime due to Force Majeure.

Planned Downtime. Scheduled unavailability of the Managed Environment, including but not limited to, the performance of
system upgrades, enhancements and routine maintenance activities. Perfect Commerce will provide a schedule for recurring
Planned Downtime {e.g., weekly system maintenance) and give the State not less than twenty-four (24) hours’ notice of non-
recurring Planned Downtime,

Unscheduled Service Qutage. Interruptions to service that result in the unavailability of the Managed Environment to the
State, not including Planned Downtime or interruptions due to Force Majeure.

4

1.7 CHANGE MAMNAGEMENT PLAN

Perfect uses the methodologies and approaches already described to maintain control of the engagement. The Project
Management Plan {which inciudes the schedule), plus other planning deliverables, are considered living documents and will
be updated as needed during the project, invoking appropriate change control as needed. --

The schedule will be updated on a weekly basis to reflect progress made against the plan. Any changes to the schedule,
resulting from various change processes, are entered to the schedule and their impact assessed. The baseline schedule
identifies task and dependencies. Each week the project manager or team lead will update the tasks in Microsoft Project with
actuals and completions as a percentage. Care will be taken to ensure that the percentages are meaningful by restricting the
percentages to very few values {e.g. 0%, 25%, 50%, 75%, and 100% complete).

Corrective actions are initiated when the observed project performance falls outside pre-established thresholds for planned
activities or when progress toward completion indicates the schedule is at risk. Projected slippages are identified by the team
leads in their weekly reports or are discovered as part of regular project management procedures. In this way the slippage is
often identified before it occurs rather than after. ’

P 1-13 | PAGE

Wi PERFECTTDMMERCE



Appendix G

The first corrective action is to determine what is causing the change to the plan, which is done through investigation by the
project manager with the team leads. This will often involve the client management and the subject matter experts (SMEs}.
Once the cause for the slippage has been determined, the team will check other areas to see if the same problem may be
simmering elsewhere and can be preempted.

A variety of corrective actions can be applied to recover the plan. When unforeseen problems arise, it may be necessary to
take immediate measures to mitigate damage and develop new contingency plans. Corrective actions can alter schedules,
staffing, or resource allocation to recover from slipped miiestones. Problems of a serious magnitude may require solutions
that redefine the basis for the commitments between organizations and the customer, and any significant change to the
approach must be reviewed and approved by relevant management.

Corrective actions may include the following:

»  Scope change

¢ Entire elimination of requirement(s)

* Re-allocation of requirements from developed software to manual procedures or to commercial off-the-shelf
(COTS) software

s  Allocation of personnel

* Additional allocation of development resources

*  Re-planning

*  Process changes

Tasks roll up to higher level tasks and significant deliverables/milestones. The project manager meets with the team leads to
review progress at the rolled-up level, gather input from the leads, and take the pulse of the project. This is reported at the
management level during weekly or monthly management meetings conducted by the Perfect Project Manager with NYS
Project Manager. The Project Management Plan will be reviewed and updated as needed on a monthly basis to reflect
changes in organization, resources, processes, or plans.

Status reports are automatically generated from MS Project to reflect the project’s condition. Typical reports are Gantt and
PERT charts and resource utilization reports. Date-driven reports provide information cn start and end dates related to
baseline, planned, and actual. Reports reflect variances between actual and baseline timeframes while the planned dates
reflect the current ahead, on-target, or behind disposition of the project as related to the baseline timeframes based on a
task’s percent complete. Graphical reports will display the project’s critical path. The following are examples of metrics that
will be gathered to monitor project progress:

*  Hours expended vs. hours planned

*  Remaining hours to complete

* Tasks completed by date against planned date

* Phases completed vs. planned completion dates
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in addition to reports generated from MS$S Project, Perfect uses other methods to assess project condition including, for
example, summary spreadsheets or dashboards to communicate status more succinctly to senior management.

Sample - Executive Level Project Schedula Managemant Status Repart for Dlscusslnn
é Thna Managomeadt ;
Pranned | Aciudl | Scleduls j-lh Schabula| % Wark
WHSH Tanke Start Date | Finlsh Date Wre. Hre, | \arianca | Vartance | Complito Rnff.#
2.6 Toxt 1-Mar 5-Mar 110 133 23 21% B0%
2.8.1 Text 1-Mar -Mar 10 15 & 50% 100% E
262 Text -Mar 2-Mar 20 kK] 13 55% 0% 2
2.6.3 Text -Mar 3-Mar 30 45 ) 3% 30% 3
i 264 Text =Mar S-Mar 50 45 -5 -10% 100% 4
g 265 Tent 2 Wier §-Mar 100 148 [T 48% B0%
i 2861 | Ten 2-Mar 3-Mar 306 20 i 6% 100%
B N 2Mar_ | 4-Mar 40 Ta 3% P B0% 3
28,53 Texd 2-Mar 5-Mar 408 50 10 25% 60% 6
2.6.8 Text 3-Mar §-Mar o0 114 24 27% 85%
28861 | Ted 3-Mar &-Mar 30 24 -8 -30% 100% 7
: 1.6 Texd 3-Mar & Mar 30 40 10 13% 5% 2
| 3663 | Tex SMar_ | %-Mar 0 50 30 57% 80% g
e e ey
| i 2.7 Text 8.Mar 19-Mar 440 0 -340 -100% 0%
r 271 Text S-Mar 12-Mar &0 0 -50 -100% 0%
L 2744 Texd g-Mar 12-Mar 50 1] -50 -100% 0%
7712 | Ted G-Mar_| 12Mar | &0 [ _50 100% 0%
s 2793 | Tex GMar_| 12-Mar 50 0 -50 100% 0%
= 2714 Tax 10-Mar 19-Mar | 0 ~B80 -1009% 0%
2715 [ Tex 10-Mar 18-Mar 0 -B0 -100% 0%
2718 | ghyd t0-Mar 18-Mat [1] =80 ~108% 0% 3

Our approach and Excel-based tools for Progress Analysis of the Project Plan is one example of the tools
we bring to each client engagement

Security is a critical concern when enterprise systems operate on the internet. The internet and its associated technologies
were not inherently designed or intended for secure communications, and ensuring security for transactions carried over the
internet is a challenging task. Perfect Commerce addresses the security vulnerabilities of internet communications and access
with the Perfect Commerce Security Architecture - a layered approach that integrates Perfect Commerce's security expertise
with unique architecture and the technologies that support this architecture.

Perfect Commerce's Security Architecture includes:

* Highly qualified security experts and network engineers.

s  Aggressive internal intrusion and threat detection.

* Continuous 24x7x365 monitoring by experienced security personnel.

«  Maintenance and testing of software, hardware, and security patches in a mirrored test environment before
release into the production environment.

s lse of proven, policy-based procedures along with the latest technologies to accurately track incidents, |dent|fy
potential security breaches and provide rapid, appropriate response.

s Perfect Commerce's comprehensive security expertise, architecture, and technology deliver the total solution
clients need to safely and reliable migrate their critical business applications to the web.

s 128 bit encryption is used with dual factor authentication.

*  Authentication is required on both source and destination systems prior to electronic transmission of Data.

* No anonymaous or guest accounts.

»  All accounts are uniquely identified and authenticated.

»  All user accounts require passwords.

¢  Password expiration is enforced.

e Accounts force password change upon first logon.

e Accounts are locked out after 5 or less invalid logon attempts, and lockout duration is at least 30 minutes.
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Perfact Commerce protects the confidentiality of data by requiring authentication of each person’s identification. For
example, this authentication is obtained when you enter your user ID and secret password when logging into Perfect
Commerce applications., User IDs and passwords are assigned and maintained by Perfect Commerce personnel. State
information will be protected to the fullest extent utilizing Perfect Commerce’s authentication processes, making it
impossible for exploitation/use of information by unauthorized individuals within Perfect.

For additional information, our Information Security Guide is included in Appendix B of this proposal. it provides further clarity
as to Perfect Commerce’s compliance with the security protocol outlined in RFP Attachment 5—IT Provisions.

1.9 QUALITY ASSURANCE STRATEGY

Minor and major releases of our software are subject to stringent quality assurance processes including functional,
performance and capacity tests. Quality Assurance is critical to Perfect Commerce, as it should be for any cloud-based SaaS
vendor of mission critical software for the enterprise. Attached is Perfect’s Release Process Guide which includes the details

of our releasing process for all production changes. Our software development process is based on the Lean-Agile
methodology.

Quality is at the core of our software development methadology and is embedded in the heart of cur development. During
the development process, our guality team remains engaged, preparing the Quality Assurance (QA) plans to ensure that
necessary guality assurance tasks take place (i.e., continuous code reviews, unit testing, automatic code quality analysis,
automated integration building, and execution of automated tests).

Prepared QA plans engage users and organizations ta ensure our suite’s capabilities include all of the necessary requireménts
as well as additional requests from each individual customer. User Acceptance Testing {(UAT) creates a stage environment to
allow users to test and verify new releases before the features are put into production. Perfect team members work in two
week sprints to produce new software; each sprint is individually assessed by Quality Assurance processes before the next
sprint begins. This ensures that we test our new developments as we develop them.

The screenshot below illustrates a sample coverage report.
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Prepared test scripts such as the one depicted below are assigned to individual team members and data is aggregated from
the team to finalize the quality report.

ey et oo P e Pl

= = : IFesi|Bessrican

‘ : R T
1. | Uzdare Detiien Swae 1 | verify comniozer

: . Irqngatinn Tarh Byypte

i {Requmsts
ERNY it AR Sieds SAPION v ARBi
L A2 Sady
525 Ratuast Madificerinn » Dacreass
Y Retuen fanzefeios
333 Request siizh hislteaig ALSCnyog Links
2318 FaningTrig Reyue
3.3 Zataiof Reguyat
LR Fikhiuaat e atlen veithoul Aspress!
T Feguas: Reacticn

8d Purolake Ordtn

rai i o L RRbues)
inareese

Tiocreost.

82,10 PO Refaevion
.9 Catelogy
[ 9.3t Cotoing GRuRTAzen rom Soilateliss -~ Siagls “eer Priclng
: 937 Laralar Beneratisn fram Rulie 4 = MLt vesr Priciag
kA ConLracts
o add Corasact Nizeit
; 84.2 Cortragt Seneraried fom Selctatian
L] Corsagt Armardry
44.4 Aupotisting & Co8iag 10 & Coates
2.5 mwpTens/ Paymerols
3.5.1 iwoice Crastien vath Aorove
] iweice MouTicatlon - irereant

Sample Test Script

Our issue tracker, OnTime™, is utilized during this period to report defects, ideas,
enhancements and any other issues. The development team responds to the
reported tickets and prepares the fixes while the configuration management team
manages scheduled deployment to the test environment to verify the resolution The names and logos for OnTime™ are registerad
and to close the tickets. fredemarks of fosoft, G

A release passes functional testing based on a pre-defined and agreed upon criteria such as “There may be no critical or high
priority issues. Medium issue count may not exceed 3 and low priority issue count may not exceed 10.” Reaching this goal
signifies completion of the functional testing process.

High concurrency is nature of the techniclogy in the multi-tenant environment above and beyond the basics of the solicitation
process. Systems rules and how they are enforced in a high concurrency environment where seconds matter is ensured by
our performance testing and verification process. Our quality and engineering teams utilize tools such as LoadRunner, Visual
Studio Test Edition/Test Professional and JMeter to conform the performance requirements on high concurrency
environment. During these test data volume and system reliability are alsc confirmed under high stress environment. The
figure on the following page illustrates system performance report under high volume of transactions around
salicitation/sourcing module.
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Solicitation Module Performance Test Results Example

About 20% of the organization is dedicated to the quality assurance of the product. Similar to customer satisfaction, service
quality is measured through the tracking of several product systems. Our Help desk system is used to measure support tickets
and resolutions along with resolution periods. Frequent reviews of support and development processes are performed to
follow our SSAE 16 {SAS 70) guidelines and measurements. Help desk reports are provided to the CIO and shared with the
management and executive teams to ensure quality products, services and client relationships.

The project team will conduct a series of end user training sessions for designated State personnel. Using a “train-the-trainer”
model, coursework in buyer, supplier and administrative processes will be taught. In addition, support-related training for
issues management and maintenance will be provided. All coursework will include training materials.

In addition to the training programs provided to the State’s personnel, our product offers variety of options to streamline
training of the State's large supplier community including context sensitive help, web base trainings, videos and others.

Trainings for the State’s buyer users, are designed and planned to be completed prior to User Acceptance Testing period in

order to prepare the State's staff to use Perfect’s software during user acceptance period. -
1.10.1 Qur Training Approach

Perfect Commerce’s training approach is built upon the success of our past training experience on other implementation

projects. The strength of our approach derives from our ability to integrate “Just in Time” training with application

implementation and to customize our training programs and delivery approach to meet specific end-user/organizational

needs. In order to control the project cost of training, Perfect Commerce is recommending a Train the Trainer approach along

with additional training aides to help the State achieve complete end user training during the project and the State-wide
rollout of PerfectShop. Perfect Commerce offers a variety of training formats to successfully train end users.

Training options include: ..
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e On-site training sessions
s  Computer Based Tutorials
& Video recordings of instructor lead training sessions

The Perfect Commerce training curriculum includes:

¢ On-site Training

*  Train-the-Trainer

&  System Administration Certificaticn
s  Supplier Management

Ore-5ite Training
Perfect Commerce will conduct a total of 12 on-site web-based training sessions throughout the project. Training exercises
will be conducted on a live training environment, the most effective hands-on learning experience. Trainees will be guided

through extensive customized training activities based on the State’s business processes.

Below is the suggested breakdown of the end user trainings conducted by a Perfect Commerce head trainer included in the
proposed project:

#nfﬁmud_uﬁ Mnnmrnnunﬂid

ol conducted # of attendees

é Farmal/informal Solicitations 3 hours 3 15 ‘
Reports 1 hours 3 15 i

_! Approval Module 1 hours 3 N 15 :
identified during the project 2 hours 3 15 ‘

A Perfect Commerce head instructor conducts the training session(s) with support from a State assistant instructor. The
training session(s) are customized based on the needs of that particular group of trainees. We recommend limiting the
training sessions to fifteen people per session to ensure that trainees receive ample personal attention.

Upon successful completion of a session, users will receive the appropriate reference materials. Documentation includes
quick reference guides for each tool, Dictionary of Buttons and Icon, electronic access to the User Reference Manual and web
based tutoriais for each module of the system. Users will also have access to our comprehensive and easy-to-use online help
tool. c -

Perfect’s online help is context sensitive. The interface design uses wizards to help move users step by step through different
procurement processes. All icons are tagged to help users more easily navigate the system. Online help will be updated to
reflect any new functionality or enhancements to the product with each new major release.

Train-the-Trainer

The Train-the-Trainer program has proven to be the most effective method to encourage State ownership and system usage.
To begin to build confidence using Perfect the identified State internal trainers will participate in all on-site training sessions
on each module of the Perfect system lead by a Perfect Commerce head instructor. A Perfect Commerce instructor will
observe the internal trainers as they conduct their first independent sessions. Once the internal trainers have, under
observation, successfully trained on each module, the trainers will receive certification and reference materials so they can
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schedule and conduct future sessions independent of a Perfect Commerce instructor. We are confident that by participating
in the Train-the-Trainer program, the State’s users will use the system’s full functionality and quickly realize the benefits of
Perfect’s software suite.

System Administration

Continuing with the effort to achieve self-sufficiency, New York will identify State system administrators who wilt be eligible
for System Administration training to manage and administer the statewide configuration for the State of New York. The
administrators will learn how to use the system administration tool to add/delete users and organizations, manage the
approval workflow, assign security and access to system users, maintain location addresses, maintain supplier accounts and
manage payment information. Following the system administration training, the administrator will configure a test
department that will mirror the State’s business rules and can later be used as the State’s training environment. A Perfect
Commerce representative will review the administrator’s work and award certification.

Supplier Management Administration

The State will identify New York Supplier Management Administrators. The Supplier Management Administrators, upon
completion of the training, will control supplier profile status and access within the State’s hierarchy. The status of a supplier
will determine the supplier's visibility and availability for the State’s solicitation opportunities.

CONTRACTORS

There will be no subcontractors or sub-consultants needed for this project, however Perfect will use subcontractors as
designated in its MWBE Utilization Plan.
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regularly as prescribed by industry best practices and guidance? ME31PO DG {2)(3) Clause5.1g R3 CA-1 R3 CA-1 11.2 L4, L7, L9, GAPP Ref 1.2.7
I 45 CFR Clause 5.2.1d) |NIST SPE00-53 MIST SP300-53 |PCIDSSv2.0 L1z GAPP Ref4.2,1
| T |Cnmp|iar|m CO-02 Co-02.3 EDD you conduct regular application penetration tests of your cloud Infrastructure as Yes (COBIT 4.1 D$5.5, MEZ2.5, AS CFR 164.308 |Clause 4.2.3e  |NISTSPS00-53 |NISTSP800-53 |PCIDSS v2.0 SIGwb.0: L2, GAPPRef1.2.5
| bed by industry best practices and g ME 3.1 PO 2.6 (a}ia} Clause S1g R3CA-1 R3 CA-1 112 L4, L7, L9, GAPPRef1.2.7
foo Compliance CO-02 €0-02.4 |Do you conductinternal audits regularly as prescribed by Industry best practices and  Yes COBIT4.1D55.5, ME2.5,  [45CFR 164,308 |Clause d4.2.3e  |RIST SP300-53 | NIST SPBOD-53 |PCIDSSv2.0  SIGvS.0:L2, |GAPPRefl1.2.5
I i guidance? ME3.1PD 5.6 (a}®) Clause 51 g R3I CA-1 R3 CA-1 112 L4,L7, L9, GAPF Ref1.2.7
o Compllance CO-02 C0-02.5 |Doyeu conduct external audits regularly as prescribed by industry best practices and  {Yes COBIT 4,1 BS5.5, ME2.5, 45 CFR 164,308 |Clause 4.23e  |NISTSP300-53 MIST SP200-53 |PCIDSSv2.0 SIGv6.0: L2, GAPP Ref1.2.5
{ guidance? ME3.1PO 6 (a}8) ClauseS1g R3 CA-1 R3 CA-1 112 L4,L7, L9, GAPP Ref1.2.7
o Compllance C0-02 CO-02.6 |Are the results of the netwerk penetration tests available to tenants at theirrequest? [Yes COBIT4.1 DS5.5, ME2.5, 45 CFR 164.308 |Clause 4.2.3¢  |NIST SP300-53  MIST 3P800-53 |PCI DSS v2.0 516G ve.0: L2, GAPE Ref1.2.5
| ME3.1PD 2.6 (a}(8} Cause51g  |RICA-1 A3 CA-1 112 L4, L7, LY, GAPP Ref1.2.7
o Compliance CO-02 C0-02.7 |Are the results of internal and external audits avallable to tenants at their request?  [Yes COBIT4,1D85.5, ME2.5,  [45CFR164.308 |Clause 4.2.3e  |NIST SP800-53 | MISTSFB00-53 |PCIDSSv2.0  SIGWED:L2, |GAPPRef1.2.5
| - ME3.1PO 9.6 [CHE] |Clause51g R3 CA-1 R3 CA-1 11.2 L4, L7, L9, GAPP Ref1.2.7
Ir'Dﬂ Compliance Third Party Audits CO-03 CO-03.1 |Do you permit tenants to perform ind dent vulnerability 7 Yes COBIT4.1ME2.6,DS2.1, [45CFR |a623 NIST 5P800-53 PCIDSS v2.02.4 AUP¥50C2 IGAPP Ref
DS 2.4 164.308(b){1) |A.10.2.1 R3 CA-3 PCIDSSv2.0  51G v6.0: 1211
| (New) A10.2.2 NIST SPS00-53 12.82 C24,C26, GAPF Ref4.2.3
i 0 Compliance CO-03 |C0-03.2 [0 you have external third-party conduct vulnerability scans and periodic penetration |Yes COBT4.1ME2.6,D52.1, [45CFR NIST SPS00-53 PCIDS5v2.02.4 AUP¥5.0C.2  |GAPP Ref
1 tests on your applications and networks? D524 164.308{b)(1) 'A.10.2.1 iR3 CA-3 PCl DS5 v2.0 S1G vb.D: 1211
=] ‘Compliance Contact / Autharity |CO-04 CO-04.1 |Do you maintaln lialsans and points of contact with local autherities in accordance COBIT4.1ME3.1 A6.1.6 HIST SPR0D-53 | NIST SP300-53 |PCID3Sv2 SIG v6.0: L1 GAPP Ref1.2.7
Maintenance with and appropriatar i A6.1.7 R3 AT-5 R3 AT5 12.1ePCIPCI GAPP Ref
MIST SPBOC-53  (MIST SP800-53 |DS5v2 12.5.3 10.1.1
R3 IR-6 23 IR-6 PCIDSS v2 1.9 GAPP Ref
HIST SPBOC-53  |NIST SP800-53 1024
R3I5I5 R3IR-6 (1)
MNIST SP800-53
| R3 515
e Compliance Information System  [CO-05 CO-05.1 | Do you have the ability to logically segment or encrypt customer data such that data  |'es This centre!l will likely move to the Legal (CORT4.1ME3.1 ISOAIEC | PCIDSS v2.0 SIGvE.0:L.1, |GAPPRef1.22
Regulatory Mapping may be produced for a single tenant only, without inadvertently accessing another domals in ¥2.0. 27001:2005 3.1.1 L.2,L.4,L7,1.9 |GAPF Ref1.2.4
tenant's data? Clause 4.2.15) PCIDSSv2.03.1 GAPF Ref1.2.6
1 2) GAPE Ref
] CcO-05 £0-D5.2 |Do you have capability to logically segment and recover data for a specific custamer in |Yes COBIT4.1MES.1 ISO/IEC PCIDS5v2.0  (SIGWEO:L1, |GAPPRef1.22
the case of a failure or data loss? 27001:2005 3.11 L2,L.4,L7,L.9 |GAPP Ref1.2.4
Clause 4.2.1b}) PCIDS5v2.03.1 GAPP Ref1.2,6
12) GAPP Ref
i ] |Compliance Intellectual Property | CO-06 CO-D6.1 |Do you have policies and procedures In place describing what contrels you have In Yes |Clause 4.2.1 MIST SP00-53  NIST SP200-53 SIGve.0: L4
place to protect i | property A6.15 R3 SA-6 R3 SA-G
AT13 NIST 5P800-53  NIST SP800-53
A1D.8.2 R3 5A-7 R3 SA-7
| A12.4.3 KIST SP800-53 | MIST SP800-53
IA.15.1.2 R3 PM-5 R3 PM-5
o G Property [CO-07 CO-07.1 | utilization of tenants services housed In the cloud Is mined for cloud provider Yes This contrel will likely move to the Legal | |
| I | I benefit, are the tenants IP rights preserved? domaln in ¥2.0. |
I {a ] ICumpIianue Intellectual Property |CO-BS C0-08.1 |If utilization of tenants services housed in the cloud Is mined for cloud provider Yes This control will likely move to the Legal |
benefit, do vou orovide tenants the ability to obt-out? domain in v2.0.

| Dafn Gorvg erva e




DG Data Governance Ownership f DE-01 DG-01.1 Do you follow a structured data-labeling standard (ex. (50 15489, Oasis XML Catalog  |Yes COBIT 4.1 D55.1, PO 2.3 45 CFR 164.308 1A.6.1.3 NIST$P800-53 | NIST $P200-53 S1G vE.0: GAPP Ref 6.2.1
Stewardship i CSA data type 7 (a2} a7z R3 CA-2 R3 CA-2 €.2.5.1,C25.2,
A.15.14 NISTSP800-53 | NIST $P800-53 .13, L7
A3 PM-5 A3 CA-2 {1}
NISTSP8O0-53 |NIST SPB0O-53
R3 PS-2 R3 PM-5
NISTSPB00-53 |NIST SPEDQ-53
R3 RA-2 R3 P5-2
NIST SPB00-53 | NIST SPE00-53
R3 SA-Z R3S RA-2
NIST 5P800-53
A3 $A-2
DG Data Governance Classification DG-02 DG-02.1 |Do you provide a capability to identify virtual machines via policy tags/metadata (ex. {Yes COBIT4.1P023,0511.6 AF2.1 NIST SPROO-53 | NIST SP800-53 |PCIDSSv2.0 SiGv6.0:D.1.3, {GAPP Ref1.23 |
Tags can be used to limit guest operating systerns from R3 RA-2 A3 RA-2 9.7.1 D22 GAPP Ref1.2.6
booting/instantiating/transporting data in the wreng country, et} NIST SPBOO-53 | MIST 5P800-53 |PCIDS5v2.0 GAPP Refd.1.2
R3IAC-4 R3 AC-4 9.10 GAPF Ref8.2.1
DS Data Governance DG-02 DG-02.2 Do you provide a capabliity to identify vig policy tags/) data/hard: Yes COBIT4.1PC2.3,D5116 AT721 NIST SP800-53  [NIST SP800-53 |PCIDSSv2.0 SIG v6.0: D.1.3, [GAPP Ref 1.2.3
tags {ex. TXT/TPM, VN-Tag, etc.)? I R3 RA-2 R3 RA-2 9.7.1 D22 GAPP Ref 1.2.6
DG Data Governance DG-02 DG-02.3 Do you have a capability to use system geographic location as an authentfcation {{L] Dur solution does not "roam” like an COBIT4.1P02.3,0511.6 AT721 NIST SP800-53  |NIST SPBOO-53 |PCIDSSv2.0 SIG v6.0: 0.1.3, [GAPPRef 12,3
factor? Amazen Cloud service. We control R3 RA-2 R3 RA-2 9.7.1 0.2.2 GAPF Ref 1,2.6
where the VMs are located, NIST SPB0O0-53 | NIST SPB00-53 |PCIDSS 2.0 GAPP Ref 4.1.2
R3I AC-4 R3 AC-2 9.10 GAPF Ref 8.2.1
DG Data Governance 0X5-02 DG-02.4 [Can you provide the physical location/geography of storage of a tenant's data upen  [Yes COBIT 4.1 PO 2.3, DS 11.6 AZ.2.1 NIST SPBOO-53  |NISTSPB0O0-53 |PCIDSSv2.0 SIG ¥6.0: D.1.3, |GAPP Ref 1.2.2
rguest? R3 RA-2 IR3 RA-2 9.7.1 D22 GAPP Ref 1.2.6
DG Data Governance DG-02 DG-02.5 Do you allow tenants to define acceptable geographical locations for data routing or [ Yes If you have 2 special request thenwe  [COBIT4.1P0 2,3, DS 116 A7.2.1 NISTSP800-53 |NISTSP80C-53 |PCIDSS v2.0 SI1G v6.0; D,1.3, |GAPP Ref 1.2.3
resource instantiation? may make appropriate changes, R3 RA-2 R3 RA-2 2.7.1 D22 GAPP Ref 1.2.6
However, this is outside the normal MNISTSPBO0-53 |NIST SP80C-53 |PCI DSS v2.0 GAPP Ref4.1.2
scope of operations. R3 AC4 R3 AC-4 9.10 GAPF Ref 8.2.1
DG Data Govemnance Handling / Labeling / |DE-03 DG-03.1 |Are Polices and procedures established for labeling, handling and security of data amj Yes COBIT 4.1PO 2.3, D5 116 A7.2.2 INL;TSPSDG—SZ NIST SP200-53 |PCIDSSv2.09.5|AUPv5.0 6,13 |GAPP Ref1.1.2
Security Policy obJects which contain data? AJ0.7.1 R3 AC-16 R3 AC-16 PCIDSS 2.0 9.5 (SIGvE.0: D.2.2 |GAPP Ref 5.1.0
DG Data Governance DE-03 DG-03.2 |Are h for label inheritance i for objects that acts 2s aggregate |Yes COBM41P023,D5116 AT2LZ NIST SFBOO-53  |MIST 5P800-52 |PCI DSSv2.09.5 AUPV5.0G.13 |GAPP Ref 1.1.2
containers for data? A.10.7.1 R3 AC-16 |R2 AC-16 PCI D55 v2.0 9.6 |51G ¥6.0; D.2.2 |GAPP Ref5.1.0
DG Cata Governance Retention Policy DG-D4 DS-04.1 {Do you have technical control capabilitles to enforce tenant date retention policies?  |Yes COBIT 4.1 DS 4.1, DS 4.2, 05]45 CFR 164.308 |Clause 4.3.3 MIST 5P800-53 PC! DSSv2.03.1 |51G v6.00 GAFF Ref 5.1.0
4.5,054.5,D5116 {a){7Mii)(A) A.105.1 R3 CP-2 P DSSv2.0 D229 GAFPP Ref 5.1.1
DG Data Governance DG-04 DG-04.2 |Doyou have a d d p dure for ding te requests for tenant data Yas If a request comes from a third party or |COBIT 4.1D5 4.1, DS 4.2, DS[45 CFR 164.308 |Clause 4.3.3 MIST SP300-53 PCIDSSv2.0 3.1 |SIG wB.0: GAPF Ref 5.1.0
from govemnments or third parties? ‘we will first inform the 4.5,D54.9,D5 11.6 {a){7)IN{A) A.105.1 R3 CP-2 PCIDSS v2.0 0.2.2.9 GAPP Ref 5.1.1
relevant gwner of the data, who may 45 CFR 184.31C |A.10.7.3 NIST SPBO0-53 311 GAPP Ref 5.2.2
then have an epportunity to seek an {d)2){v) R3 CP-6 PCIDSSv2.03.2 GAPP Ref 8.2.6
injunction, ., 45 CFR NIST SPEO0-53 PCIDSSv2.0
DG Data Governance Secure Disposal DG-05 DG-05.1 |Do you support secure deletion {ex. degaussing / cryptographic wiping) of archived Yes COBITA4.,1D5 114 45 CFR 164.310 A.9.2.6 MIST SP8OC-53 |MIST SPE00-53 PCIDSSv2.0 SIG v6.0: GAPP Ref 5.1.0
data as d | by the tenant? (D) A.10.7.2 R3 MP-6 R MP-§ 3.1.1 D.2.2.10, GAPP Ref5.2.3
DG Data Governance DG-05 DG-05.2 |Can you provide a published procedure for exiting the service arrangement, incuding | Yes Upon request, we will certify that all COBIT4.1D5 11.4 45 CFR 164,310 (AD.2.6 INISI' 5SPB0DC-53 |NIST SPBOC-53 [PCIDSS v2.0 SIG v6.0: GAPP Ref 5.1.6
to sanitize all of tenant data once a customer has with tenant data 2)i ALCT2 R3 MP-6 R3MP-B 3.1.1 D.2.2.10, GAPP Ref5.2.3
exited your environment or has vacated a resource? will be degaussed, and destroyed. 45 CFR 164,310 NIST 5P80C-53 |NIST SPE0C-53 |PCIDSS v2.0 D.z.2.11,
{dhi2)(ii) R3 PE-1 RIMPE(4) [9.10 D.2.2.14,
NIST 5PB00-53 |FCIDSS v2.0
R2PE-1 9.10.1
(+c] Data Governance Nonproduction Data |DG-06 DG-D6.1 |Dayou have pi in place to prod data shall not be replicated or |Yes 45 CFR A7.13 NISTSP8D0-53 (NISTSPE0O-53 [PCIDSSv2.r  |SIGv6.0:1.2.18 |GAPP Ref12.6
«used in non-production environments? 164.308{a){4)(il |A.10.1.4 R3 5A-11 R3 5A-11 5.4.3
)B) A12.42 NIST SP8D0-53 | NIST SPEOO-53
Al1251 R3 CM-04 R3 5A-11 (1}
NIST 5PED0-53
R3 CM-04
DG Data Governance Information Leakage |DG-07 DG-07.1 |Do you have controls in place to prevent data leakage or intentlonal/accidental Yes COBIT4.1DS 11.6 A10.B.2 NIST SP800-53 PCI DSS ¥2.0 1.2 [51G v6.0: 1.2.18 |GAPP Ref7.2.1
compromise betwesn tenants in a multi-tenant environment? A12.5.4 R3 AC-2 PCI DSS v2.0 GAPF Ref 8.1.0
HIST 5P800-53 6.5.5 GAPP Ref8.1.1
DG Data Governgnce: DG-07 DG-07.2 {Do you have a Data Loss Prevention {DLP) er extrusion prevention solutien In place for|Yes COBIT4.1D0511.6 AL0.6.2 NIST SPEDO-53 PCI DSSv2.0 1.2 SIG v6.0:1.2.18 | GAPF Ref7.2.1
| all systems which interface with your cloud service offering? Ad2.54 R3AC-2 PCIDSS v2.0 GAPP Ref 8.1.0
NIST SPBOO-53 6.5.5 GAPP Ref8.1.1
DG Data L] Risk DG-08 DG-08.1 {Do you provide security control health data in order to allew tenants to imptement  [Ko 'We do provide tenants access to our COBIT4.1PG9.1,2092, |45CFR Clause 4.2.1¢) |NISTSPBO0-53  NIST SP300-53 |PCIDSSv2.0 SIG 6.0 L4, |GAPPRef 1.2.4
industzy standard Contlhueus Monltoring {which allews continual tenant validaticn of {realtime monitoring solution; however, [709.4, D55.7 164.308(2) (1}l (8 g) R3 CA-3 R3 CA-3 12,1 L5 1.6, L7 GAPF Ref8.2.1
your physical and logical control status?) we do report on our SLAs, aic. 1A} (Hew) [Clause 4.2.3 d) |NISTSPBOO-53 |MISTSP800-53 |PCIDSSv2.0
45 CFR Clause 4.3.1& |RIRA-Z R3 RA-2 1212
164.308(a)(8) [4.3.3 NISTSPBOO-53 | NIST 5P80C-53
(New) Clause7.28.  |R3RA-3 R3RA-3
7.3 NIST SPB00-53  |NIST SP800-53
A2 R3 MP-8 R3 MP-8
A.15.1.1 NIST SPB00-53  |NIST SP300-53
A.151.3 R3 PM-% R2PM-9
A.15.14 HIST SPBOO-53  |KIST SPE0Q-52
R3 5I-12 R3 $I-12




FS Facility Securlty Pollcy FS-01 FS-01.1 |Canyou provide evidence that policies and procedures have been established for Yes COBIT 4.1 D85.7,0512.1, |45CFR164.31C |A5.11 NISTSP8O0-53 |NIST SPEOC-53 | PCIDS5 w2.0 9.1|AUP v50F.2 GAPP Ref 8,10
saintalning 2 safe and secure working environment in offices, rooms, faclities and D5 124 DS 4.5 fal{n) A.9.13 RICA-2 R3 CA-2 PCIDS5v2.09.2[SIGv6.0: F.11, |SAPP Ref8.L1
Secure areas? 45 CFR164.310 |A.8.1.5 MISTSP8OC-53 |MISTSP800-53 |PCIDSSw2.09.3|F.1.2F.13, GAPP Ref8.2.1

(ay2yfte R3 PE-2 R3 CA-2 {1) PCID5S5v2.09.4|F.1.4,FL5,
45 CFR NIST SP80C-52 |MIST SPEDO-53 F.16,F.17,
164.308{a)(3)(il R3PEG R3 PE-1 F.18,F.19,
JA) (New) NISTSP200-53 |NIST SP200-53 F21,FL2,
45 CFR 164.210 R3PET R3 PE-6 F23,F2.4,
{@)(2)(iii) (New) NIST SP300-53 |MIST SP300-53 F.2.5,F2.6,
R3 PE-2 R3 PE6 (1)} F.2.7, F.2.8,
MNIST 5P30Q-53 F.2.9, F.2.10,
R3 PE-7 F.2.11,F.2.12,
NIST SP80Q-53 F.2.13,F.2.14,
R3 PE-7 (1} F.2.15,F.2.16,
NIST SP80C-53 F.2.17,
R3 PE-3 F.2.18,F.2.19,
F.220
F$ Facility Security User Access F5-02 F$-02.1 |Pursuant to local laws, regulations, ethics and contractual constraints are all Yes 45 CFR A9.1.1 NIST SPB0O-53 | NISTSPS00-53 |PCIDSSv2.09.1|AUPv5.0H.6  |GAPPRef2.2.1
! did and third parties subject to backgreund 164.310a)1) |A9.12 R3 PE-2 R3 PE-2 S1G v6.0! GAPP Ref3.2.2
verlfication? {New) NIST SPE00-53 | NIST 5P2DC-53 F.12.3,F.1.24, |GAPP Ref2.2.3
45 CFR R3 PE-3 R3PE-2 (1) F.12.5,£.1.2.5,
164.330(a)2}(ii NIST SP&DD-53 |MIST SP800-53 F.128F.22.9,
}{New) R3 PE-4 R3PE-3 F.12.1G,
45 CFR NIST 5P200-53 | NIST SP3D0-53 F.12.11,
164.310(b} R3 PE-5 R3PE-4 F.12.12,
{New) NIST SPE00-53 | MIST SP300-53 F.1.2.13,
45 CFR 164.310 R3 PE-6 R3PE-5 F.1.2.14,
{c} (New) NIST 5P800-53 F.1.2.15,
R3PE-6 F.12.24,
NIST 5P300-53 F.14.2,Fl148,
R3 PE-6 (1) F.14.7,F.17,
F.1.8 F.2.13,
F.2.14,F.2.15,
F.2.16, F.2.17,
F.2.18
Fs Fadility Security Controlled Access F5-03 F§-03.1 |Are physical security perimeters (fences, walls, barriers, guards, gates, electronic Yes COBIT4.1DS 12.3 AS9.11 NISTSPBOC-53 |NIST SPBOO-53 |PCIDSS w2.09.1) GAPP Ref 8.2.3
Points I physical icati ismms, reception desks and securlty R3IPE-2 R3IPE-2
patrols) implemented? NISTSPB0C-53 |NIST SPBOO-53
RAPE-3 R3 PE2 (1)
HISTSP8DC-53 |NiSTSP80D-53
RIPE6 R3PE-3
HISTSP3DC-53 |NIST 5PBOD-53
R3IPE-1B R3 PE-B
NiST 5P80O0-53
R3 PE-6 (1)
NiST 5PBOD-52
R3 PE-18
Fs Faility Security Secure Area F5-04 FS$-0d4.1 | Da you allow tenants to specify which of your geographic locations their data & No After a user s authenticated, the user {DS5 12,3, DS123 A9.11 NISTSP200-53 |NIST SPBOO-53 |PCIDSSv2.05.1) GAPP RefB8.2.3
Authorization allowed be traverse Into/out of {to address legal jurisdictional considerations based on can access data anywhere through a A9.12 R3 PE-2 R3PE-2 PCIDSSv2.0
'where data is stored vs. accessed)? ‘browser with Internet access. Also, HISTSP200-52 |NISTSPEOD-53 ;9.1.1
cartaln data may be transmitted via R3PE3 R3PE-2 (1) PO DS5v2.0
emall and retrelved anywhere with NISTSP300-53 {NISTSPEDD-53 {9.12
internet access. R3PE-& RIPE3 PCIDS5v2.0
NISTSP20O-53 |MISTSPROD-53 19.13
133 Facility Security Unauthorized F5-05 F5-05.1 jAre Ingress and egress points such as service areas and other points where Yes COBIT4.10512.3 A.8.16 HIST SPS00-53 NIST SP800-53 GAPP Ref8.2.3
g Persons Entry d | may enter the premises monltared, controlled and Isolated R3 PE-7 R3PE-7
from data sterage and process? HIST SP300-33  [MIST 5P200-53
R3 PE-16 R3 PE-7 (1)
NIST SPBOO-53 [NIST SP300-53
R3 PE-13 R3 PE-16
NIST SP8O0-53
R3 PE-1%

F5 Facility Security Offsite Authaorization |F5-06 F5-06.1 |Doyou provide tenants with di that d ib h data may |Yes 45 CFR 164.310 |A.9.2.7 MIST SPEOD-53 |MIST SP800-53 |PCI DSSv2.08.8|AUPv5.0G.21 |GAPP Ref8.2.5
be moved from one physical location te another? [ex. Offsite backups, business )] {New} 11012 R3 MA-1 RIMA-1 PCI DSS v2.0 5.9(SIG v6.0:F.2.18 |GAPP Ref8.2.6
continuity failovers, replication) NIST SP80D-53 |NIST SP8D0-53

R3IMA-2 R3 MA-2
NIST 57200-53 |NIST SP2D0D-53
R3 PE-16 R3 MA-2 {1}
) NIST SP300-53
R3 PE-16




FS Facility Security OFfslte equipment  |F5-07 FS-07.1 |Do you previde tenants with documentation describing your policies and procedures  [Yes 45 CFR 164.210 (A.9.2.5 NIST SPS00-53 PCI 0SS v2.4 9.8 316G v6.0:F.2.18,
governing asset and ing of equij ? {c) A28 R3 AC-17 PCIOSS v2.09.9 [F.2.19,
45 CFR 164,310 NIST SPB0OO-53 PCI 0SS v2.0
[d){1) (New) A3 MA-1 9.10
45 CFR NIST SPBOQ-53
154310 R3 PE-1
2)) (New) NIST SP8OC-53
R3 PE-16
NIST SPE0O-53
R3 PE-17
Fs Facllity Security Asset Management |F5-0B F5-08.1 IDu you maintain a complete inventory of all of your critical assets which includes Yes 45 CFR164.210 |A7.11 NISTSPB00-53 |NIST $P200-53 | PCiDS$v2.0 JAUP ¥5.0D.1
ownership of the asset? (A2} A1 R3ICM-8 R3CM-8 9.5.1 51G v6.0: D11,
Fs Facllity Security FS-08 FS-08.2 IDo you maintain a complete inventory of all 6f your etitical supplier relationships? Yes 45 CFR 164.310 |AZ2.1.1 NIST 5PBO0O-53  NIST SP80O-53 | PCEDSSvZ.0 JAUP v5.0 D.1
| PdH2YR A7.12 R3 CM-8 R3 CM-8 9.9.1 151G v6.0: D.1.1, |
Hainan Aesources . > == e = —
HE Hmn Reiriagen R ] e HR-QLL Fryrnmnddolocsd i, negliasinig, eihics sad contracius ranatraiats 20 all e | CONT L1 PO TS ABlZ WISTSFE0G-5) |MBTS7800-33 |POCOSvEE  |AUFS0EE [GRPREsf 176
Security Trpening Iempluyment candidates, contractors and third parties subject to background RIFET A% PS-T L7 EENED
verification? WIST SFRO0-51 |MSTIFE00-53 | POIEEs g
EIFE-2 A3 F3-3 1TE3
HR Human Resources Entglethenl HLOT :H'Ill:l].:l Do you specifically train your employees regarding thelr role vs. the tenant's role in L] COBITDS 2.1 AELE ISTSFI0G 5T (METIFENREY | PO OSv2S AUFREALD  [CaPPRefil S
Security Afrremeb | I— providing information security controls? LENQ LTS R E3pLE R FLd 124 SEad HENS GAPF Kl E
WGE (NA0LE |Doyou ployee acknowled, of training they have completed? e COBITDS 21 X W1 SPRO08Y |NaYiraoas |Poitiavisd  |aUpas0cr [GAPFeeli128
| [ 168 3E0LHI) |aEdd %3 Pl (LY wevbt EXS Gk Rl B
HR Human Rescirces Emplayment ##23 | [R41),5 |Are Roles and responsibilities for following performing employment termination or | *r1 COBIT41P0O7.8 36 i sEA R0k (AR HISTEPAOOAY | AT ATE00-43 SeEn L | GAPFGelB? T
Security Tembsian | change In employ pracedures assigned, di d and i (FEE{T 4] reg LERe
ST SPED0-3]  (RFSF &7 200-33
o LER-

dormation Eooor iy Adanagrmmient Isu.-uupnm:-:rnnrﬂ-uﬂ:doqrr:-lm&:mmmr!r!mnﬁm!m.nh LY 8,1 R DS 2 T e &3 [ e T A T o = ) il,'.ﬁP}?..-l'!‘:‘l
Program Management Program {ISMF)? CGBIT 4.1 R2 DS5.5 164.30B{a){2){i] |Clause 5 R3 PM-1 R3 PM-1 17.1 E.1
45 CFR A6.11 NIST 5F&D0-53 |NIST SP80O-53 | PCiDSSv2.0
164.308{a}{ 1}l (A6.1.2 R3 PM-2 R3 PM-2 12.2
B} AG.13 |NISTSP800-53 [NIST SP800-53
45 CFR AG.14 R3 PM-3 R3 PM-3
164.315(b){1){i) |A.6,1.5 NIST SP800-53 | NIST SPBOO-53
45 CFR A5 16 R3 P-4 R3 PM-4
164.308(a}{a}i) |A5.1.7 RIST SP800-53 | NIST SPROO-53
{Mew) A5.18 R3 PM-5 R3 PM-5
45 CFR NIST SP800-53 | NIST SPBOQ-53
164.306(a} R3 PM-5 R3 PM-6
{New) NIST SP00-53 | NIST SPBOQ-53
R3 PM-7 R3 PM-7
MIST SP800-53 | NIST SPB00-52
R3 PM-8 R3 PM-3
NIST SP800-53 | NIST SP800-53
R3 PM-2 R3 PM-9

NIST SPa00-53  |NIST SP300-53
R3 PM-10 R3 PM-10
NIST SP800-53 | NIST SPA0O-53
R3 PM-11 R3IPM-11

15 on $ecurity I1S-02 15-02.1 | Are policles In place to ensure sxecutive and Iine management take formal action to | Yes COBIT 4.1 085.1 45 CFR 164.316 |Clause S NIST SPBOD-53 |NIST SP800-33 | PCIDSSv2.0 SIGw8.0: C.1 GAPP Ref 8.2.1
Support / support Information security through clear di d direction, i | {B)}2)0) A5.L1 R3 CM-1 R3 CM-1 125
Involvement explicit assignment and verification of assignment execution? |45 CFR 164.316 MIST SP800-53 |NIST SP800-53
{BH2) i} RS PM-1 RS PM-1
HIST SPB00-53 |NIST 5P00-53
R3 PM-11 R3 PM-11
B
1] Information Security Policy 15-03 I503.2 Do yourinformatlon security and privacy policies align with particular Industry ‘Yes ‘We align with these standards and best |COBIT 4.1 DS5.2 45 CFR 164,316 |Clause 4.2.1 PCIDSSv2.0 SIG v5.0:B.1 GAPP Ref B.1.0
standards (I5C-27001, IS0-22307, CoBIT, etc.)? practices for the industry which are {a) Clause S 121 GAPP RefB.1.1
validated with our annual audit, 45 CFR 164.316 |A.5.1.1 PCIDSSv2.0
(o)L AB22 122
Can you 15-03.2  |Do you have agreements which ensure yeur provi dhere to your i i Yes
provide security and privacy policies?
1503.3 |Canyou provide evidence of due diligence mapping of your controls, architecture and |Yes Qur contrels are discussed in our SSAE
processes to regulatiens and/or standards? 16 decument.
Is information Security Baseline 15-04 I5-04.1  |Do you have documented information security baselines for every component of your |Yes COBIT4.1A12.1 A12.11 MIST SP800-53 | NIST SP80O-53  |PCIDSS v12 11 |AUP vEO L2 IGAPP Ref1.2.6
Requirements infrastrugture (ex. Hypervisors, sperating systems, routers, DNS servers, etc. }¥ COBIT4.1A12.2 A15.22 A3 CM-2 R3 (M2 PCIDSS vl.2 SIGve.0:L.2, |GAPPRef8.2.1
COBIT4.1A13.3 NISTSP800-53 |NIST SP20G-53 111 L5 L7L8,L9 |GAPPRef32.7
IS Information Security Is-04 15-04.2  |Do you have a capability to continuously monitor and repart the compliance of your |Yes COBIT 4.1 Al2.1 Al2.1.1 NISTSP800-53 |MISTSPBOO-53 |PCIDSS w12 1.1|AUPvSOL2  |GAPPRefl.2.6
1 against your inf ion security i COBRIT 4.1 A12.2 A15.22 R3 CM-2 R3 C-2 PCIDSS w12 SIGv6.0:1.2, |GAPF Ref8.2.1
. COBIT 4.1A13.3 NISTSP300-53 |NIST SPE0A-53 |1.1.1 L5 L7L8,L% |GAPPRef83.2.7




] Information Security 15-04 15-04,3  |Do you allow yeour clients to provide their own trusted virtual machine image to Mo Wa have standard, proprietary images |COBIT 4,.1A12.1 A12.1.1 NISTSP80C-53 |NIST SP800-53 |PCIDSSvi.2 1.1|AUP v5.OL.2 GAPP Ref1.2.5
ensure canformance to their own internal standards? that we use for our application services, |[COBIT 4.1 Al2.2 A15.2.2 R3 CM-2 R3 -2 PCIDSS v1.2 5IGv6.0:1.2, |GAPPRef2.2.1
These are designed, engineered, and COBIT 4,1 A13.3 NISTSP8D0-53 |NISTSPBDO-53 |1.1.1 L5, L.7L.8, LS, |GAPPRef8.2.7
tested to mest our specific application  |COBIT 4.1 D52.3 RISA2 R3 CM-2 (1) PCIDSSv1.2 L10
Tequirements. COBIT 4.1 D511.6 NIST SPRDD-53 |NISTSFEOD-53 {1.1.2
R3 SA-4 R3CM-2(3) {PCIDSS¥12
15 Information Security Pollcy Reviews. 1505 15-05.1 | Do you notify your tenants when you make material changes to your information Yes COBIT4.1 DS 5.2 45 CFR 164,316 |Clause 4.2,3 f} PCIDSS v2.0 AUPv5.0B.2 {GAPPRef1.2.1
security and/or privacy policles? D554 (b2} A5 12 1213 SIG v6.0; GAPP Ref8.2.7
45 CFE B.1.33.B.1.34, [GAPP Ref
164.306{=) 10.2.3
(New)
Is Informatlon Security Policy Enforcement  [15-06 1506.1 15 a formal disciplinary or sanction policy established for employees who have violated [ Yes COBIT41PO7.7 45 CFR 164.308 |A.8.2.3 NIST SPBOO-53 | NIST SP8OC-53 SIGve.0:B.1.5 [GAPP Ref
security policies and procedures? {a){L)iMC) R2PL4 R3IPL-4 10.2.4
Is Informatian Security 15-06 18-06.2  |Are employees made aware of what action might be taken in the event of a violaion Yes COBIT £1PD7.7 45 CFR 164,308 |A.3.2.3 NIST SPBOG-53 | NIST SPA00-53 51G v6.0:B.2.5 |GAPP Ref
and stated as such In the policies and procedures? {a){ I)iiCY R3PL-4 R3 PL-4 10.2.4
NIST SPE0G-53 | NIST 5P200-53
Is Information Security User Access Pollcy 1S-07 I15-G7.1 |0 you have contrals in place ensuring timely removal of systems access whichisne  |Yes CORITA1D554 45 CFR 164.308 |A11.1.1 NIST SPEOC-53 | MIST $P800-53 |PCI DSSv2.0 AUPvS.GB.1  |GAPP Ref8.1.0
longer required for business purposes? (a){3){i) Al112.1 R3 AC-1 R3 AC-L 351 SIG v6.0: B.1.8,
Is information Security 15-07 IS-07.2 | Do you provide metrics which track the speed with which you are able to remove Tes COBIT4.1DS54 45 CFR 164.308 |A.11.1.1 NISTSP800-53 |NIST SPE00-53 (PCIDSSv2.0 AUP v5.CB.1 GAPP Ref 8.1.0
systems access which Is no longer required for business purposes? TE] Al1121 RIAC-1 R3 AC-1 351 SIG v6.0: B.1.8,
45 CFR 164.317 |A.11.2.4 NIST SPE00-53 | NIST SP800-53 (PCI DSS 2.0 B.1.21 B.1.28,
I5 inform. Securi User Access I5-02 15-08.1 |Do you document how you grant and approve access to tenant data? Yes COB{T 4.1 DS54 45 CFR 164.308 |4.11.2.1 NIST 5PE00-53 PCI DSS v2.0 7.151G v&.0: H2.4, |GAPP Ref8.2.2
Is Iinformation Security I5-08 I15-08.2 |Da you havea method of alighing previder and tenant data classTfication No [Tenents are not provided direct access {COBIT 4.1 DS54 &5 CFR 164.308 |A.11.2.1 NIST SP800-53 PCI D5% ¥2.0 7.1| 51G w&.0: H.2.4, |GAPP Ref 2.2.2
methodalogies for access control purposes? to their data, Data would be delivered [a)3)) A1l.2.2 R3AC-3 PO D5S¥2.0 H.2.5,
upen request in a manner that meets or 45 CFR 164.308 |A.11.4.1 NIST SPB0OO-53 711
exceeds tenant's requirements. [EHEHUMEY) Alld.2 R3 AC-S PCiD§Sv2.0
45 CFA 164.308 |A.11.6.1 NIST 5P800-53 712
1S Information Security User Access 15-09 5-09.1 {Is timely deprovisiening, revocation or modification of user access to the Yes CCBITA1D554 45 CFR ISG/IEC NIST 5P&00-53 ] NIST SPA0D0-53 |PCIDSSv2.0 AUPVS.0H.2 |GAPPRef8.2.1
Hevocation systeins, inf ion assets and data implemented upon any change in 164.308{a)(3){ii [27001:2005 R3AC-2 R3 AC-2 8.54 51G vE.0: E6.2,
status of employees, contractors, custorners, business partners or third parties? el Ag8.3.3 NIST 5P800-53 [NIST $P800-53 |PCIDSSv2.0 E6.3
Al1131 R3 P-4 R3 AC-2 {1} 3.5.5
3 Information Security I5-09 15-09,2  |Is any change in status intended to include termination of employment, contract ot |Yes COBIT4.1D55.4 45 CFR ISQ/IEC NIST SP800-53 [NIST SP800-53 |PCIDSSv2.0 AUP¥5.0H.2 |GAPPRef8.2.1
agreement, change of employment or transfer within the crganization? 164.308{a){3)lii 127002;2005 R3 AC-2 R3 AC-2 3.54 SIG v6.0: E.6.2,
O AS33 NIST SP800-53  |MIST SPEDO-53 |PCIDSSv2.0 E6.3
Is Information Security User Access Reviews [15-10 15-10.3  |Do you require at least annial certification of antltlements for all system users and Yes COBIT 4.1 D35.3 45 CFR 164.308 :A.11.24 MIST 5P30Q-53 SIGv6.0:H.2.6, |GAPP Ref8.2.1
administraters {exclusive of users maintained by your tenants)? COBIT 4.1 DS5.4 {a)(3)(IN(B} R3 AC-2 H.2.7,H.2.9, GAPP Ref 8.2.7
45 CFR 164.308 NIST SP80C-53
15 Information Security 15-10 15-10.2  |If users are found to have inappropriate entitlernents, are all remediation and Yes COBIT4.1DS5.3 45 CFR 164,308 A 11.2.4 NIST SPBOC-53 SIGVG.0:H.26, |GAPPRefB.2,1
actions recorded? (COBIT 4.1 DS5.4 {a)(3)i){e} R3AC-2 H27.H.28, GAPP Ref 8,2.7
[ Informatien Security 15-10 I15-10.3 | Wil you share user entith d| and reports with your Yes COBIT 4.1 DS5.3 45 CFR 164.308 |A.11.2.4 NISTSP80OC-53 SIGv6.0:H.2.6, |GAPP Ref8.2.1
tenants, ifinappropriate acoess may have heen allowed to tenant data? COBIT 4.1 DS5.4 {al{NiNB) R3 AC-2 H27,H.29, |GAPPReiB27
45 CFR 164.308 HIST SP80C-53
Is Information Security Training f Awareness (15-11 I5-1£.1 | Do you provide or make avallable a fermal security awareness training program for ~ |Yes COBIT4.1P0O 7.4 45 CFR 164,308 |Clause 5.2.2 HISTSP200-53 |NISTSP&00-53 |PCIDSSv2.0 AUP¥S50E1  |GAPPRef
cloud-related access and data management issues (i, multi-tenancy, nationality, {al{5)i) A.B.2.2 RIAT-2 R3AT-1 126 SIGV6.0E.4 12.1¢
eloud delivery medel segregation of duties implications, and cenfiicts of interest) for 45 CFR 164,308 NISTSPB0G-53 |NSTSPROD-53 |PCIDSS v2.0 GAPP Ref2.2.1
all persons with access to tenant data? (@)SHiiA) RIAT-2 R3 AT-2 126.1
NISTSPEOG-53 |NISTSP&DD-53 | PCIDSSv2.0
RIAT-3 R3 AT-3 1262
HISTSP30Q-52 |MNIST SPE&DO-53
R3IAT-4 R3 AT4
Is Information Security 1511 I5-13.2 | Are administrators and data stewards properly educated on their legal responsibilities | Yes COBITA.1PD 7.4 45 CFR 154.308 [Clause 5.2.2 NIST $PB00-53 |NISTSPBO0-53 {PCIDSSw2.0  |AUPyS.0E1  |GAPP Ref
with regard to security and data integrity? ajs)n AB22 R3 AT-1 R3 AT-1 126 SIGve.0:E4 1.2.10
15 Information Security industry Knowledge /|15-12 15-12.1 | Do you participate In industry groups and professional assediations refated to Yes A6.17 NIST SP30D-53 |NIST SF200-53 SIGv6.0:C.1.3
Benchmarking information security? R3 AT-5 R3 AT-5
] 1512 1S-12.2  {Do you benchmark your secutity controls against industry standards? Yos A6.17 KISTSP800-53 [NIST SPS00-53 SIG v6.0:C.1.8
15 Information Security Roles Is-13 15-13.1 {Do you provide tenants with a role definitlon document clarifying your administrative |Yes COBIT 4.1 DS5.1 Clause 5.1 ¢} NIST SP200-53 |NIST 5P800-53 AUPv5.0B.2 GAPP Ref1.2.9
. Responsibillties responsibillties vs, those of the tenant? A6.12 R3 AT-3 A3 AT-3 SIG v6.0: B.L5, {GAPF Ref3.2.1
A6.13 NIST SP800-53 [MIST SF800-53 D.1.1,0.13.3,




I5 Ir Security 15-14 15-14.1  |Ar ihle for awareness of and complying with security |Yes COBIT 4.1D55.3 Clause 5.2.2 HISTSP80Q-53 |MIST SP§00-53 [PCIDSSv20 AUPVEOELl [GAPPRef1.1.2
Qversight policies, procedures and standards that are relevant to their area of responsibility? COBIT 4,1 D55.9 AB21 RIAT-2 R3 AT-2 12.6.1 SIGv6.0:E4  [GAPPRef£.2.1
COBIT 4.1 D55.5 AB.2.2 NISTSP80Q-53 |MIST SPE00-53 [PCIDSS w2.0
All24 R3AT-3 R3 AT-3 1262
A15.2.1 NISTSP20C-53 |NIST SPE00-53
RICA-1 R3ICA-1
NISTSP30C-53 |NIST SPE0OO-53
R3ICA-5 RICAS
NISTSP80C-53 |NIST SPEOD-53
R3CA-6 R3ICAG
NIST SP8D0-53 | NIST SPEOD-53
R3CA-7 R3 CA-7
KIST SPB00-53 | NIST SPEOD-53
R3FM-10 R3 CA-7 {2}
NIST SPEOO-53
R3 PM-10
5 Informatian Security of Duties{IS-15 15-15.1 |{Do you provide tenants with decumentation on how you malntain segregation of Tes COBIT4.1D5 5.4 45 CFR 164.308 |A.10.1.3 NIST SP20O-53 PCI DSS v2.0 516G v6.0:3.2,13, | GAPP Ref3.2.2
duties within your dloud service offering? (aML{iHD) R3 AC-1 64,2 6.3, G.20.1,
45 CFR 164.302 NIST £P200-53 6.20.2, G205
[EHEIHUIEA] R3AC2
45 CFR NIST SP20G-53
164.3C8{a){d)N R3ACS
A} (New) NIST SP8D0-53
45 CFA 164.302 R3AC6
[EHETNN 1T NIST SPE0Q-53
45 CFR 164.312 R3 AU-1
ib) NIST 5P200-53
R3 AU-6
NIST 5P300-53
R35k1
NIST $P800-53
R3 514
[ Informaticn Security User Responsibility  [i5-16 IS-16.1 |Are users made aware of their responsibilities for maintaining awareness and Yes COBIT 4.1 P0 3.6 45 CFR 164.308 {Clause 5.2.2 NIST SP200-53 |NIST SPR0O-53 |PCI DSS w2.00 AUP ¥5,0E1 ‘GAPP Ref
compliance with published security policies, pracedures, standards and applicable (a)sH{}p) AB2.27 R3 AT-2 R3 AT-2 8.5.7 SIGv6.0; E4 1210
5 ¥ requirements? A113.1 NIST SP0Q-53 {NIST 5PBO0-53 | PCIDSS v2.0 GAPP Ref8.2.1
15 Information Security 15-16 I5-16.2 | Are users made aware of thalr responsibilities for maintaining a safe and secure Yes. CORIT4.1P0 4.6 45 CFR 164,308 | Clause 5.2.2 NIST SPBOO-53 {NIST SPECO-53 |PCIDSSv2.0 AUPVE.DE1  |GAPP Ref
working environment? [ChE (] A8.2.2 R3 AT-2 R3 AT-2 8.5.7 SI1Gv6.0: E4 1210
1S Information Security I5-1% 15-16.3 | Are users made aware of their responsibiiities for leaving unattended equipment ina |Yes COBIT4.1P0 4.5 45 CFR 164.308 {Clause 5.2.2 RIST SP200-53 {NISTSPEROO-53 |PCIDSSv2.0 AUPvS.0EL1  |GAPP Ref
secure manner? {a}(S}HE)D) {R3IAT-2 {R3 AT2 857 SIGv60:E4 1210
IS Information Security Workspace I5-17 15-17.1 |Do your data management policies and precedures address tenant and service level  |Yes This control will likely have a new name NIST SPRO0-53 | MNIST SPB00-53 AUP¥5.0E1 ‘GAPP Ref2.2.3
conflicts of interests? nv2.0, R3 AC-11 R3 AC-11 51G v6.0: E.4
15 Information Security 15-17 I15-17.2  [Do your data management pollcles and procedures Include a tamper audit or Yes NIST SPE00O-53 | NIST SP80O-53 AUFVS.0E.1 |GAPPRef8.2.3
software integrity function for unauthorized access to tenant data? R3 AC-11 R3 AC-11 SIGv6.0: E4
NIST SPBOO-53 | NIiST SPEDO-53
15 Informatien Security 15-17 15-17.3  |Does the virtual machine management infrastructure include a tamper audit or Yes. Clause 5.2.2 NIST SPB00-53 | NIST SPBDO-53 AUEVS.0E1 |GAPPRef8.2.3
software integrity function to detect changes to the build/configuration of the virtual A.8.2.2 RIAC-I1 R2 AC-11 5IGv6.0: E4
machine? A9.15 KIST SPE00-53 | NIST SP800-53
5 informatlon Security Encryption I5-18 15-18.2  {Doyou have 2 capability to allow creation of unique encryption keys per tenant? Yes COBIT 4,1 D55.8 45 CFR 164.312 {A.10.6.1 NIST SPROD-53 PCI-DSS 2.0 GAPP Ref 8.1.1
COBIT 4.1 D55.10 az)im A10.83 R3AC-18 211 GAPP Ref8.2.1
[~ Information Security 15-18 I5-18.2  [Do you support tenant generated encryptlon keys or permit tenants to encrypt data  |No Encryptlon Is handled by our Internal  |COBIT 4.1 DS5.8 45 CFR 164.312 {A.10.6.1 NIST 5P200-53 PCI-DSS v2.0 GAPP Ref 8.1.1
10 ah identity without access to a publlc key certificate. [2.2. ldentity based staff. (COBIT 4.1 D55.10 [yt A10.83 R3 AC-18 2,11 GAPP Ref 8.2.1
encryption}? COBIT 4.1 D55.11 45 CFR 164.312 {A.10.8.4 NIST 5P300-53 PCI-D3Sv2.0 GAPP Ref 8.2.5
15 Information Security Encryption Key 15-19 15-19.1  |Do you encrypt tenant data at rest fon disk/ ge) within your envi ? Yes COBIT 4.1 DS5.8 45 CFR 164.312 |Clause 4.3.3  |MISTSP800-53 |NiSTSPBOO-53 |PCI-DSSvD  [SIGV6.0:L6  |GAPPRef2.1.1
@) fv) A10.7.3 R3 SC-12 R3SC-12 34.1 GAPP Ref8.2.1
Is information Security 15-15 IS-19.2 |Da you leverage encryption to protect data and virtual machine images during No However, through aur replication COBIT 4.1 DS5.8 45 CFR 164.312 {Clause 4.3.3 NIST SPRDD-53 |NIST SPRDO-53 | PCI-DSS¥2.0 SIG v6.0; L& GAPP Ref 8.1.1
transport across and betwesn networks and hypervisor instances? hnclogy and aur private, ded| d (a2} A10.7.3 R35C-12 R3 5C-12 34,1 GAPP Ref 8.2.1
point-to-point connection, we are able 45 CFR A.12.3.7 NIST SPRDD-53 |NiST 5P800-53 |PCI-D3Sv¥2.0 ‘GAPP Ref8.2.5
. to protect any data or VM in motion 164.312{e){i) {A.15.16 R35C-13 R3 SC-12 (2) 3.5
+ betwaen netwarks. [Hew) NISTSP300-53 [NIST5PB0O-53 |PC-DSSv2.0
R35C-17 R35C-12{5] [3.51
5 Information Security 15-19 15-19.3  [Do you have a capability to manage encryption keys on behalf of tenants? Yes COBIT 4,1 D35.8 45 CFR 164.312 |{Clause 4.3.3 NIST SPBD0D-53 |NIST SPED0-53 | PCI-DS5v2.0 51G v6.0; L6 GAPP Ref8.1.1
{ai2){i) A.10.7.3 R35C-12 R35C-12 4.1 GAPP Ref8.2.1
IS Information Security I5-19 I5-19.4 | Do you maintain key managsment procedures? Yes COBITA.1D55.8 45 CFR 164.312 | Clause 4.3.3 NIST SPS0O-52 |NISTSPE00-53 |PCI-DSSv20  |SIGv60: L6  |GAPPRef2.1.1
15 Information Security Vulnerability / Patch |15-20 I5-21.1 |Do you conduct network-layer vulnerability scans regularly as prescribed by industry  |Yes COBIT 4.1 Al8.1 45 CFR 164.308 |A.12.5.1 NIST SPA00O-52 PC-DS5 2.0 AUP ¥5.014 ‘GAPF Ref 1.2.6
A best practices? COBIT4.1A13.3 [CR NN A.12.5.2 R3 CM-3 2.2 SIG v6.0; GAPP Ref3.2.7
15 Information Security 15-20 I5-20,2  |Do you conduct application-layer wulnerability scans regularly as prescribed by Yes COBIT4.1 Al6.1 45 CFR 164,308 {A.12,5.1 RIST SPB0D-53 PCI-DS5v20  [AUPVE.DIA GAPP Ref1.2.6
industry best practices? CORIT4.1 A13.3 (@)W {A125.2 R3 CW-3 2 SIG v5.0: GAPP Ref8.2.7
5 Infarmation Security 15-20 I1S-20.3 Do you conduct local operating system-layer vulnerability scans regularly as Yes COBITA1Al6.1 45 CFR 164.308 [A.12.5.1 MIST SPA00-53 PCL-DS5 v2.0 AUP v5.01.4 GAPP Ref1.2.6
prescribed by industry best practices? COBIT4.1A13.3 {myLi(iidia)  {A12.5.2 R3 {M-3 22 516G vB.0: GAPP Ref8.2.7
[ Information Secutity 1520 I15-20.4 | Will you make the results of vulnerabillty scans avallable to tenants 2t thelr requast? | Yes COBITA.1 AlE.1 45 CFR 164.208 {A.12.5.1 KIST $P300-53 PC-DSS v2.0 AUFv5.014 GAPF Ref1.2.6
COBIT4.1AI3.3 {2)(LHDMNA)  (A125.2 R3CM-3 2.2 516G v6.0: GAPP Ref8.2.7
[ Information Security 15-20 5-20.5 |Doyou havea bility to rapidly patch vulnerabliities across all of your computing  |Yes COBIT4.1 AlG.1 45 CFR 164.308 [A.12.5.1 RIST SPBOO-53 PCL-GS5v20 |AUPv5.0L4 GAPF Ref1.2.6
devices, applications, and systerns? COBIT4.1 A13.3 @ML0GNA)  [A125.2 RICM-3 22 SIG v6.0: GAPF Ref8.2.7
15 Information Security I15-20 I15-20.6 | Will you pravide your risk-based systems patching timeframes to yaur tenants upon | Yes COBIT 4.1 A16.1 45 CFR 164308 [A.12.5.1 HIST SPA00-52 PC-DS5¥2.0 AUPv5.01,4 GAPP Ref1.2,6
request? CO8IT4.1 AI3.3 {@L}(iA) A.12.5.2 R3 CM-3 2.2 5iG w601 GAPP Ref 8.2.7




s Information Security Antivirus / Malicious {15-21 I5-21.1 |Do you have anti-malware programs installed on all systems which support your cloud |Yes COBIT 4.1 DS5.9 45 CFR 164.302 {A.10.4.1 HISTSP80C-53 |NIST SP800-53 |PCI-DSSv2.0 [SIG¥E0:G.T GAPP Ref8.2,2
Software service offerings? (a}(5)i{B) R3 SA-T R3 SA-7 5.1
IS Informatich Security 1521 15-21.2 | Do you ensure that security threat detection systems which use signatures, lists, or Yes COBIT 4.1 DS5.9 45 CFR 164.308 {A.10.4.1 NISTSP30C-53 |NiST SP&00-53 |PCI-DSSw2.0  |SIGwE.0:GT GAPP Ref8.2.2
behavicral pattems are updated across all Infrastructure components within industry {=}5)il{B) R3SA-7 R3 SA-7 5.1
accepted timeframes? NIST 5P300-52 {NISTSP800-53 {PCI-DSSw2.0
15 Information Security Incident 1522 15-22.1 _ Do you have a documented security incident response plan? Yes CORIT 4.1 D55.6 45 CFR 164.308 |Clause 4.3.3 NIST SPB00-53 |NIST SPEOO-53 {PCl-DSSv2.0 AUPv5.0).1 GAPP Ref 1.2.4
15 Information Security I15-22 15-22.2  |Do you integrate cusiomized tenant requirements inta your security incident No 'We currently do not have customized  [COBIT 4.1 D55.6 45 CFR 164.308 |Clause 4.3.3 KIST SPBO0O-53 | NIST SPBOO-53 |PCHDSSv2.0 AUPv5.0 .1 GAPP Ref 124
response plans? tenant requirements; however, we (a1} £.13.1.1 R3 IR-1 R3 IR-1 128 SIG vE.0: 111, [GAPP Ref1.2.7
'would be heppy to discuss your specific 45 CFR 164.308 |A.13.2.1 HIST SP300-53 |MIST SP300-53 |PCI-DSS v2.0 112 GAPP Ref7.1.2
needs, (a)is)i R3 R-2 R3 IR-2 1291 GAPP Ref 7.2.2
Is Information Security 15-22 18-22.3 ;Do you publish a roles and i ifying what you vs, your Yes 'COBIT £.1 DS5.6 45 CFR 164,308 |Clayse 4.3.3 NIST SPBOO-53 [MISTSP800-53 |PCI-DSSv2.0  |AUPY5.011 GAPP Ref 1.2.4
tenants are responsible for during security incidents? {a}{1)ii} Ad3ll R3 IR-1 R3 IR-1 12.9 SIGw6.0: 11,1, |GAPP Ref1.2.7
45 CFR 164.308 {A.13.2.1 NIST SPEOO-53  |MISTSP8OC-53 |PCI-DSSv2.0 )13 GAPP Ref 7.1.2
IS Information Security Incident Reporting 11523 I15-23.1 |Doesyour security infermation and event management (SIEM) system merge data Yes COBIT 4.1 DS5.6 45 CFR 164.312 | Clause 4.3.3 NIST SPEOG-53 PCI-DSSv2.0  |AUPYS.DIL GAPP Ref 1.2.7
sources {app logs, firewall logs, IDS logs, physical access logs, etc.) for granular analysis (@) (&M Clause 5.2.2 R3 IR-2 12,52 AUPV5.0E.1  |GAPP Ref
and zlerting? 16CFR318.3 (A6.13 NIST SPEOO-53 PCI-DSSv2.0  [SIGvE.0:)01.1, |1.2.10
IS Information Security 15-23 15-23.2 | Dees your logging and monitering framework allow isolation of an incident to specific |Yes COBIT 4.1 D55.6 45 CFR 164.312 {Clausr 4.3.3 NIST SPRGO-53 PCI-DS5v2.0 AUPvS.014 GAPP Ref1.2.7
tenants? a){5] Clause52.2  |RIIR2 12.52 AUPVS.0E.1 |GAPP Ref
15 Information Security Incident Response  |IS-24 1$-24.1  |Does your incident response plan comply with industry standards for legally [ This control will likely move to the Legal | COBIT 4.1 DS5.6 45 CFR 164,308 | Clause 4.3.3 NIST SP&O-53 AUPv5.041 GAPP Ref 1.2.7
Legal Preparaticn admissible chaln-of-custody management processes & controls? domaln in ¥2.0. =)&) Clause 5.2, R3 AU-6 AUPVS.0E.1
Yes AB2.2 NIST SPEDQ-53 51G ¥v&.0: .11,
IS Information Security 1524 15-24.2 | Does your incident response capability include the use of legally admissible forensic  |Yes COBIT4.2D55.6 45 CFR 164,308 | Clause 4.3.2 NIST SP20O-53 AUPVS.DLL GAPP Ref 1.2.7
data coll and analysis technlgues? {a) ()i} Clause 5.2,2 R3 AU-6 AUPVS.DEL
s \nfarmation Security 524 15243 |Are you capable of supporting [tigation holds (freeze of data from a specific pointin |Yes COBIT 4.1 D55.6 45 CFR 164,308 Clause 4.3.3  [NISTSPEOO-53 AUPYS.0L1  |GAPPRef12.7
time) for a specific tenant without freezing other tenant data? (a6} Clause 5.2.2 R3 AL-& AUP¥S.0E.1
AB2Z NIST SPEOO-53 151G vo.1: )11,
15 Information Securlty 15-24 5-24.4 | Do you enforce and attest to tenant data separation when producing data In response|Yas COBIT4.1055.6 45 CFR 164.208 (Clause 4.3.3 NIST SPBOD-53 AUPV5.0)1 GAPP Ref 1.2.7
to legal subpoenas? {@){6)ii Clause 5.2.2 R3 AU-6 AUPv5.0E.1
15 Infarmation Security Incident Response  |IS-25 15251 |Do you moniter and quantify the types, volumes, and impacts on all information Yes COBIT4.1D5 4.9 45 CFR 164.308 [A.13.2.2 NIST 5P800-53 :NIST5P800-52 {PCIDS$v2.0 SIG v6.0: 01,2, |[GAPP Ref 1.2.7
Metrics security incidents? {a)l{1){D) R3 IR-4 R3{R-8 1296 GAPP Ref
Is Information Security I5-25 15252 |Will you share statistical information security incident data with your tenants upen Yes COBIT4,1D54.9 45 CFR 154,308 |A,13.2.2 NIST 5P300-53 NIST SPR00-53 {PCIDSSv2.0 SIG vE.0:).1.2, (GAPP Ref1.2.7
requast? (Ao} R3 IR-4 R3 iR-4 1296 GAFP Ref
[ Information Security Acceptable Use 15-26 I526.1 [Do you provide decumentation regarding how you may utilize or access tenant data  |Yes COBIT4.1DS 5.3 45 CFR 164.31C |A7.1.3 NIST 5P800-53  [NIST SP300-53 [PCI-D55v2.0 AUPvIOB.3. |GAPPRef8.1.0
and/or metadata? b} R3 AC-8 R3 AC-8 1235 SIG v6.0: B.1.7,
Is Information Securlty 15-26 15262 |Da you collect or create metadata about tenant data usage through the use of Yes COBIT4.1DS 5.2 45 CFR 164310 |A.7.1.3 HIST SP300-53 [WIST 5P800-53 |PCI-DSSv2.0  [AUPvS0B.3. [GAPPRef2.1.0
inspection technologies {search engines, etc,)? 1] A3 AC-8 RI AC-2 12.3.5 SIGv6.0:B.1.7,
I5 Information Security IS-26 15-26.3  |Do you allow tenants to opt-out of having their date/metadata accessed via Yes COBIT4.1D85.3 45 CFR 164.310 |A.7.1.3 NISTSP300-53 |MWIST $PB0Q-53 |PCI-DSS+2.0 |AUPVS.0B.3. |GAPPRef8.10
in: jon tecknologies? [L]] R3 AC-E |R3 AC-E 1235 $1Gv6.0:8.17,
Is Information Security Asset Returns 15-27 I5-27.1 |Are systems in place to monitor for privacy breaches and notlfy tenants expeditiously [Yes 45 CFR 164.302 |A.7.1.1 NISTSP800-53 |NIST SPECC-53 AUPv50D0.1 |GAPPRef5.2.3
if a privacy event may have impacted their data? ()3 A7.12 R3PS-4 R3 PS-4 SIGVE.D: E6A4 |GAPP Ref7.2.2
AB32 GAPP Rel8.2.1
IS infarmatlon Security |15-27 15-27.2 |Is your Privacy Policy aligned with industry standards? Yes 45 CFR 164,308 {A.7.1.1 NIST SPE00-53 |MIST SPB0O-53 AUPv5.0D.1 |GAPP Ref5.2.3
I5 Informatlon Security elommerce 15-28 15-28.1 | Do you provide open encryption methodologies {3.4ES, AES, ete.) to tenants in order  |Yes COBIT4.1 D55.105.11 45 CFR AT21 NIST 5PE00-53 FCI-DSSvZ.0 GAPP Ref3.2.4
Transactions for them to protect their data if it is required to traverse public networks? {ex. the 164.312{=){1) (A0S R3I AC-14 2.1.1 GAPP Refd.2.3
Internet] 45 CFR AL052 NIST 5P800-53 PCI-DS5v2.0 GAPP Ref7.1.2
IS Informaticn Security 15-28 I15-282 |Do you utifize open encryption methodologles any time yourinfrastructure Yes COBIT4.1 D55.105.11 45 CFR AZ.21 NIST SPB0G-53 PCI-DSSv2.0 ‘GAPP Ref3.24
companents need to communicate to each other over public networks (ex. Internet- 164.312e){1) [A.106.1 R3IAC-14 2,11 GAPP Ref4.2.3
based replication of data from ene environment ta another}? 43 CFR A.10.6.2 NIST SP80C-53 PCI-DSSv2.0 GAPP Ref7.12
164.312{e){2){i) {A.10.8.1 RIAC21 4.1 GAPP Ref7.2.1
Is Information Security Audit Tools Access  [15-29 15-29.1 |Do you restrict, log, and moniter access to your information security management Yes COBIT4.1D8 5.7 A15.3.2 NISTSP2DC-53 |NISTSPBDO-53 |PCIDSSv2.0 GAPP Ref8.2.1
systams? (Ex. Hypervisors, firewalls, vulnerabflity scanners, network sniffers, APls, R3 AU-9 R3 AU-3 10.5.5
atc,) HIST5P300-53 |NIST 5PBO0-53
R3 AU-11 R3 AU-9(2)
HIST5P200-53 |NIST SPEROO-53
R3 AU-14 R3 AU-11
NIST SPE00-53
R3 AU-14




[ ion Security Di ! IS-30 15-30.1 Do you utilize ded| d secure ks to provide access to your Mo All management is cn our private COBIT 4.1 DS5.7 A106.1 NIST 5P800-53 |NIST SPBOO-53 |PCI-DSSvZ2.0 SIGv6.0: HL.1,
Conflguration Ports cloud service Infrastructure? network and is not externally accessible A11.1.1 R3ICM-7 R3 CM-7 9.1.2 H1.2,G69.15
Access {without the appropriate software and Al14.4 NISTSP80C-53 |MNIST SPE00-53
credenthals). A11.54 RIMA3 R3 CMi-7 (1)
HISTSP80D0-52 |NIST SPEDO-53
R3IMA-4 R3IMA3
NISTSP200-53 | NIST SP&00-53
RIMAS R3 MA-3 (1)
MIST 5P800-53
R3 MA-3(2)
NIST 5P800-53
R3 MA-3 (3)
NIST SP80C-53
R3 MA-4
NIST SP80C-53
R3 MA-3 {1}
NIST SPE00-53
R3 MA-4.{2)
NIST SPE00-53
R3 MA-5
Is Informatlon Security Hetwork / I5-31 I15-31.1 | Do you collect capacity and utilization data for zll relevant components of your cloud |Yes CORIT 4.1 DS5.10 AB.2.3 NIST 5P800-53 |MIST SP80C-53 AUPY¥S.0C.2  |GAPP Ref8.2.2
Infrastructure service offering? 4.10.6.2 R3 SC-20 R3 5C-20 516 v6.0:C.2.6, |GAPP Ref 8.2.5
5 Information Security 15-31 I1$-312 | Do you provide tenants with capacity planning and utilization reports? Ner We would generate these on an as- COBIT 2,1 DS5,10 AG.2.2 NIST SPE00-53 |NIST SP800-53 AUP¥S.OC2Z |GAPP Ref 8.2.2
needed basis. A.10.6.2 R3 5C-20 R3 5C-20 SIG ve.0:C.2.6, (GAPP Ref8.2.5
3 Information Security Portable / Maoblle I5-32 IS-32.1  |Are Poficies and pi blished and i o strictly limit Yes COBIT 4,1 055,11 45 CFR 164.310 (A.7.2.1 NIST 5PBD0-53 PCiDSS¥2.0 9.7 |SIG v5.0:G.11, |GAPP RefL.2.6
Devices access to sensitive data from portable and mobile devices, such as laptops, cell COBIT 4.1 D855 (]TR1} A10.7.1 R3 AC-17 PCIDSSv2.0 €12, G.20.13, |GAPPRef3.2.4
phones, and personal digitat assistants (PDAs), which are generslly higher-risk than A.10.7.2 NIST 5P200-53 9.7.2 G.20.14 GAPP Ref 8.2.6
non-portable devices (e.g., desktop at the provider ization's A 1083 R3 AC-18 PCIDS5v2.09.8
facifities)? A 1171 NIST 5P800-53 PCIDSSv2.09.9
Adl7.2 R3IAC-19 PCIDSSv2.0
Al5.14 NIST SP800-53 111
R3 MP-2 PCIDS5v2.0
NIST SP30Q-53 12,3
R3 MP-4
NIST SP800-53
R3 MP-6
5] {nformation Security |Seurce Cote Access  15-33 I15-33.1 |Are controls in place to prevent unauthorized access to your application, pregram or | Yes Clause 4.3.3 NISTSPBO0-53 | NIST SPECO-53 |PCI-DSSv20  SIGvED; GAPP Ref1.2.6
Restriction object source code, and assure itis restricted to authorized personnel only? Al24.3 R3 CMW-5 R3 CM-5 6.4.1 127,129, |GAPPRef6.2.1
A15.1.3 NISTSPE0C-53 | NIST SPE00-53 |PCI-DSSv2.0 12,10, 12,15,
IS Information Security I5-33 15-33.2  |Are controls in place to prevent i access to tenant program |Yes Clause ¢.3.3 MNISTSP800-53 |NIST SPECO-53 |PCI-DSSv2.0 SIGv6.0: ‘GAPP Ref1.2.6
or abjact source code, and assure it is restricted to authorized personnel only? Al12.43 R3 CM-5 R3 CM-5 6.4.1 12.7.2,1.2.9, GAPP Ref6.2.1
A.15.13 NIST SP80C-53  NIST SPE0O-53  |PCI-DS5vw2.0 1.2.10, 1.2.15,
5 Information S=curity Uttlity Programs I5-34 15-34.1  |Are utilities that can signlficantly manage virtualized partitiens (ex, shutdown, clene,  |Yes COBIT 4.1 D$5.7 Alidl NISTSP300-53 | NISTSP200-53 |PCIDSSv2.0  |SIGvE0:HD.16
Access etc.,) appropriately restricted and monftoreds Alldd R3 ACS R3ACS 7.12
I5 Infarmaticn Sacurity I15-34 I5-34.2  |Do you have a capability to detect attacks which target the virtual infrastructure Mo 'We are warking with our partners to CORIT 4.1 DS5.7 A114.1 MNIST SPB00-53 | MIST 5P800-53 |PCI DSS v2.0 516G v6.0:H.2,16
directly {ex. shimming, Blue Pill, Hyper jumping, ete.)? develop a solution for these attacks. AllaA4 R3 AC-5 R3 AC-5 712
ANl machines are only accessible and A.11.54 NIST SPSDO-53 | NIST 5PBO0-53
'managed from internal staff to reduce R3 AC-6 R3 AC-6
risk. NIST SPBOO-53  NIST $PE00-53
Is Information Security 15-34 I15-34.3  |Are attacks which target the virtual infrastructure prevented with technical controls?  |No 'We are working with our partners to COBIT 4.1 DS5.7 A1141 KISTSPBO0-53  NIST 5PBOO-53 |PCIDSS w20 516G v6.0:H.2.18
develop a solution for these attacks. Aliga R3 AC-5 R3 AC-5 7.12
Al machines are enly accessible and A.11.5.4 KIST 5PBOO-53  NIST $P800-53
managed from internal staff to reduce R3 AC-5 R3 AC-6
| risk. RIST SPBOO-53 | NIST $PS00-53
Arg coyquepmess [of oSS pirn oraon T easaiey sgreemenis refiemog the EOMSEL PAT SFEOEE IN&‘.’SP‘III-S!- MO IS D IGULFA R L2 3
.'Agreemems izati needs for the pi of data and operational details identified, Frg bl B REPL-4 IR.!-'i‘L-l- izxa3
. documented and reviewed at planned intervals? Aned A LS | HOTIFE0RE] (MSTEFEO0-ER | FOIBSRD0
Ll [RaFss 1E3
AT SEIOG 53 IN:iTSPmB POl GESvD0
2355 IRJ-il-El x4
PEST SRRO0 SR
R Bk
LG Legal  Third Party LG-02 1G-02.1 |De you selfect and monitor ip ers in | with laws in the Yes COFT LT RERAL L5 o) ATAFE0CERY (ST RAEQ-15 | PO DREvEL0 0.4 LALIF TTEE l_
Agreements country where the data Is processed and stored and transmitted? ARl F3 CA-T RECA-§ Il‘?J v G v 1A,
A I0EE NIST GFE00-35  (NETIFE0-53 (12EZ CaETAT,
LG Legal LG £G-02.2 | Do you select and manitor d ders in i with laws in the Yot COMNTLLDREST1 AG TR HUTSFA00-5)  (RITAFRO0-51 ;Wlnﬂlv.‘ﬂ?-l AUFSOCR. |CasTRfrs
country where the data originates? AT RICE- LG5 -Iwwh.ﬂ Erge NS N |
1G-02.3 Does legal counse! review all third party agreements? \Yas COT 81 DF5.01 AGET RISTSPE0CERE | NAT SA800-51 [POICAS viD T AlAUPanC? [GRPPRe(I2S



[+]4 Operations Management |Folicy |OP-01 OP-01.1 ]Are policies and procedures established and made available for all personnel to Yes COBIT 4.1 DS13.1 I Clause 5.1 PCIDSSv2.0  [SIGv60;G.1.1 |GAPP Ref8.2.1

adequately support services operations roles? A21.1 121
AB2.1 PCIDSS v2.0

A822 122
A10.1.1 PCIDSS 2.0

123
PCIDSSv2.0

124

op Operations Management |Documentaticn oP-02 OP-02.1 |Are Information system {e.g., admini: and user guides, Yes COBIT4.1D59,0513.1 Clause 4.3.3 NIST SPBOD-53 PC1 DSSv2.0 5IG v6.0: G.1.1 |GAFP Ref 1.2.6
architecture diagrams, etc.) made available to autharized personne! te ensure A.10.7.4 R3 CP-9 12.1
Configuring, installing, and aperating the information system? INISTSPSOD-53 PCTDSSvZ.0

R3 CP-10 iz2
MIST $PB00-53 PCIDSSvZ.O
R3 $A-5 i3
NIST $P300-53 PCIDSS VO
R3 $4-10 114
NIST SPa00-53
R3 $A-11
P Oper b Capacity / Re OP-03 loP03% |De you provide documentation regarding what levels of system [network, storage, Yes COBIT4.1DS3 A30.31 NIST 5P800-53 |WIST SP300-53 51G vE.0:G.5 GAPP Ref 1.2.4
Planning memery, I/0, etc.} oversubscription you maintaln and under what | R3 5Aa-4. R3 SA-4
clreuimstances/scenarios? | KIST SP300-53
aF Dperations Management QP03 OP-03.2 |Do you restrict use of the memory oversubscription capabllities presentin the Yes COBITA4.1D53 A10.3.1 NIST 5P200-53 |NIST SP300-53 516 v&. 6.5 GAPP Ref 1.2.4
| hypendisor? | R3SA4 |R3 -4
op Op oP-04 OP-04.1 |If using virtual infrastructure, does your doud selutien indude hardware independent | Yes COBIT 4.3 A13.3 |45 CFR 164.310 |A9.2.4 NIST 5PE00-53 $1G v6.0:F.2.19 | GAPP Ref 5.2.3
I restore and recovery lities? I (a)(2)(w) R3 MA-2 GAFF Ref 8.2.2
op Operations Management OP-04 0P-04.2 Ilfnslng virtual infrastructure, do you provide tenants with a capabllity to restore a IYes COBIT 4.2 A13.3 45 CFR 164.310 (A9.2.4 NIST SP800-53 S1G w5.0:F.2.19 |GAPP Ref5.2.3
I Virtual Machine to a previous state in time? (a2} R3 MA-2 GAFP Ref 8.2.2
oP Operatlons Management OP-04 OP-04.3 |If using virtual infrastracture, do you allow virtual machine images te be downloaded |No Qur virtual machines are proprietary COBIT4.1 A13.3 A5 CFR 164.310 (A.9.2.4 NIST SPa00-53 516 6. F.2.19  GAPP Ref5.2.3
and ported to a new coud provider? and on a private network. I this (a2 }) R3 MA-2 GAPP Ref 8.2.2
request Is required, we may discuss NIST 5P800-53 GAPP Ref 8.2.3
options outside the normal scope of an R3MA-3 GAPP Ref £.2.4
engagement to allow the port to NIST SP300-53 GAPP Ref 8.2.5
another third party provider, R3 MA-4 GAPP Ref B.2.6
HIST 5P300-53 GAPF Ref 8.2.7

OP Operetions Management OP-04 OP-04.4 | If using virtual infrastructure, are machine images made available to the customer ina No However, we will allow copies of COBIT 4.1413.3 A5 CFR 164,310 |AS.2.4 NIST SP300-53 SIG v6.0:F.2.19  GAPP Ref5.2.3
way that would allow the customer to replicate those images in their own off-site systems to be maintained in escrow. (a){2)() R3 MA-2 GAPP Ref8.2.2
starage location? Again, this is not a typical request and NIST $P300-53 GAPP Ref 8.2.3

we are happy to discuss options outside R3 MA-3 GAPP Ref £.2.4

the scope of this document. NIST SP300-53 GAPP Ref £.2.5
R3 MA-4 GAPP Ref 8.2.6
MIST SPBO0-53 GAPP Ref8.2.7
R3 MA-S

OP Operations Management OP-04 OP-04,5 | Doesyour cleud soluticn include software / provider independent restore and No ‘We [as part of our service agreement}  |COBIT4.1A13.3 45 CFR 164.310 (A.9.2.4 MIST SPSO0-53 SIG v6.0:F.2.19 |GAPP Ref5.2.3

recovery capahilities? provide restore and recovery services as {a)(2)iv) R3 MA-2 GAPP Ref 8.2.2

part of the solution. NIST SP300-53 GAPP Ref £.2.3

|R3 MA-3 J GAPF Ref 8.2.4

Risk Msnagement g ot Ea it i red by & 3o pare Sod liaesd COET L FO30 (USCFR R BOE | Claupe L2 G | WISTSPEQO-SE |FRSTIPRO0-33  POIDOSVAO | [AUF«SOLT  [GAPPRef L34

Rl Risk Management RI-01 | Bawgur arganbianas’s s & bvel agieéments paorde tenant remuniesation for [ves COBIT4.17058.1 45 CFR 164,308 |Clause 4.2.1 ) |NIST 5P300-53 | NIST 5P800-53 | PCIDSSv2.0 AUPv3.0LZ GAPP Ref 1.2.4
losses they may incur due 1o outages orlosses experienced within your (3)(8) through g} R3 AC-£ R3 AC-4 1212 SIGvE.01AL,
infrastructure? 45 CFR Clause4.2.2 b]) |NIST SP800-53 |NIST SPS00-53 L2

Rl Risk Management Assessments RI-02 RI-02.1 IAre Tormal risk assessments aligned with the enterprise-wide framework and Yos COBITA.1P0 5S4 45 CFR 164.308 |Clause 4.2.1¢) |WISTSP800-53 |MIST 5P800-53 |PCIDSSvz.0 AUPv5.011 GAPF Ref 1.2.4
performed at least annually, or at planned intervals, determining the likelihood and (a){1)(INia) through g} R3 PL-5 R3 PL5 1212 JAUP¥5.0 1.4 GAPP Ref 1.2.5
impact of all i risks, using li d hed: Clause4.2.3d) [MISTSP800-53 |HIST SP800-53 516 v6.D: C2.3,

Clause 5.1 f R3 RA-2 R3 RA-2 143,15,

RI Risk Management RI-02 RI-02.2  |Is the likelthood and impact associated with inherent and resdual risk determined Yes COBIT 4.170 9.4 45 CFR 164.308 |Clause4.2.1c) NIST SPS00-53 |NISTSPS0C-353 PCIDSSv20  [AUPvS.0L1 GAPP Ref 1.2.4
independently, consldering all risk categories {e.g., audit rasults, threat and (a){L)()(A) through g} R3 PL-5 R3 PL-5 12.1.2 AUP v5.0 1.4 GAPP Ref 1.2.5
viilnerability analysis, and regulatory compliance)? Clause4.2.3d) [NISTSPS00-53 |NIST S5PS00-53 SIGVE.D: C2.2,

Clauses5.1f) [R3IRa-2 A3 RA-2 14.1,1.5,
Rl Risk Management Mitigation / RI-03 RI-03.1 |Are risks mitigated to acceptable levels based on company-established critetia in Yes COBIT 4.1 PO 9.5 45 CFR 164,308 |Clause 4.2.1¢) [NISTSPBO0-53 | NIST SPEOO-53 AUP v5.01.4

Acceptance di with time frames? {al L))y through g} R3CA-S R3 CA-5 AUP w50 L.2
Clause 4.22b) [NISTSP8OC-53 |NIST SPE0OO-53 SIGv6.0:13,
Clause 4.3.1 R3 CM-& R3 Chi-4 1.5, L10
Clause 5.1 f)
Clause 7.3
AB.2.1
AL2.52
A126.1
A15.1.1
A15.2.1
A15.2.2

RIO3 RIC3.2  |Isr d di d at levels based on pany blished criteria  |Yes
|in accordance with reasonable time frames?




Rl Risk Management | Business / Policy RO RI-04.1 Do risk assessment results Include updates to security policles, procedures, standards | Yes COBIT4.1P0 9.6 Clause 4.2.3 HISTSPBDC-53 | NiSTSPBOD-53 (PCIDSSv2.0 AUPVE.DB.2
Change Impacts and controls to ensure they remain relavant and effective? Clause 4.2.4 R3ICP-2 R3CP-2 12.1.3 IAUPUS.D G2l
Clause 431 |NISTSP200-53 |NIST SPE00-53 AUPvS.0L.2
EIRA D BiCP-3 1) SIGEN R
RI Risk Management Third Party Access  TRI-O5 RI-05.1 Do you provide multl-fatlure disaster recovery capabllity? Yes |COBIT4.1D52.3 IA.G.2.1 NISTSP200-53 NISTSPEDD-53 |PCIDSSv2.0 AUPv5.0B.3 GAPP Ref7.1.1 |
RI-05 RI-05.2 Do you menltor service continuity with upstream providers in the event of provider  |Yes COBIT4.1D52.3 A621 NISTSP200-53 NISTSPE00-53 |PCIDSSv2.0 AUPVE.0B.1 GAPP Ref7.1.1
faliure? AB833 R3CA3 RICAZ 12.8.1 AUPYS.0H2 |GAPPRef7.1.2
RI-05 Ri-05.3 _|Do you have mera than one provider for each service you depend on? Yes COBIT 4.1 08 2.3 A6.2.1 NIST SPBOO-53  NIST $PEOO-53 |PCIDSSv20 | AUPvS.0B.1  |GAPPRef?7.1.1
RI-05 RI-05.4  |Do you provide acress to operational redund; and y which Yes COBIT4.1DS 2.3 AB.2.1 NIST SP300-53 | NIST SP200-53 |PCIDSS v2.0 AUPv5.0B.1 GAPP Ref 7.1.1
|include the services on which you depend AB33 R3 CA-3 A3 CA-3 12.81 AUPvEOH.2 |GAPPRef7.1.2
RI-05 RIFO55  |Do you provide the tenant the abifity to declare a disaster? Yes However, the term, "disaster” needsto COBIT4.1DS 2.3 A8.2.1 NIST SPE00-53 |NIST SP800-53 |PCIDSSv2.0 AUPY5.0B.1 GAPP Ref 7.1.1
be defined and process and procedure 4833 R3 CA-3 73 CA-3 12.8.1 AUPVSOH.2 |GAPPRef?.1.2
discussed. All1l NIST SPEOO-55  |NISTSP80G-53 |PCIDSSv2.0 ISIG v6.0:B.1.1, |GAPP Ref7.2.1
AllZl R3 MA-4 R3 Ma-g4 12.8.2 8.1.2,0.1.1, GAPP Ref 7.2.2
RI-05 RI-05.6 |Do you provided a tenant triggerad failover option? No This option is not available for the COBIT4.1D5 2.3 AB.2.1 NIST SPBOG-52  [NISTSP800-53 | PCIDSS w2.0 AUPVEOR1 |GAPP Ref7.1.1
offered solution. A8.3.3 R3 CA-3 R3 CA-3 1281 AUPVS.0H.2  |GAPP Ref7.1.2
A11.11 NISTSP8CO-53 |NISTSPSOC-53 (PCIDSS w20 [SIGwE.0: B.1.1. |GAPP Ref7.2.1
RLDS RI-05.7  |Do you share your business continuity and redundancy plans with your tenants? Yes COBIT4.1D52.3 AB2.1 NIST SPBOO-53 |NISTSP800-53 |PCIDSS v2.0 AUPvS.0B1 |GAPPRef7.1.1
I AB833 R3 CA-3 R3 CA-3 12.8.1 IAUPVS.0H.2 |GAPPRef7.1.2
[RM |Fsbossabanagement  (oew Dedglapment)  NNC0 ERLOld (A sebie bhE prosederes el Cabohed For Manegemens sifolsan S Tee LARL B TRE ATES SPE00-31 MIMRNR R ALPVREQTR  GAPPRE L
Acquisition devek or of new fi systems, infrastructure, AG.2.1 R3 CA-1 6.3.2 SIGw5.0: 311,
services, opetations, and facllitles? Al211 NIST SPB00-53 112,12.7.2,
A1241 R3 CM-1 1.2.8,12.9,
A12.4.2 NIST 5P800-53 1.2.10,1.2.13,
A124.3 Rl CM-5 1.2.14,1.2.15,
A12.55 NIST SPB0O-53 1.2.18,1.2.22.6,
A5.13 RIPL-1 LS,
A15.14 NiST 5PRO0-53
R3 PL-2
NIST 5P800-53
R3 5A-1
NIST SP800-53
R3 5A-3
NIST 5P800-53
R3 54-4
RM Release Management Production Changes [RM-02 RM-02.1 |Da you provide tenants with d which describes your change |Yes COBIT 4.1 A16.1, A17.6 45 CFR 164.308 (A.10.1.4 PCIDSSVZ0  |SIGv6.0:1.2.17, GAPP Ref12.6
management procedures and their roles/rights/responsibilities within it? (a){SHiC) 1A12.51 111 1.2.20, 12,22
45 CFR 164.312 (A.12.5.2 PCiDSS w20
] 632
PCID3S w2064
PCIDSSvZ.06.1
RM Releass Management Quality Testing RM-C3 RM-03.1 |Do you provide your tenants with documentation which deseribes your guality Yes COBIT4.IPOE.1 Af.13 NIST 5P300-53 PCIDSSvZ2.0 C.17,G.1, 6.6, GAPPRef9.1.0
assurance process? A.10.1.1 R3 CM-1 il1 I.1,14.5,1.2.18, |GAPP Ref 9.1.1
A.10.1.4 NIST 5P300-53 PCIDSSv2.06.1|, 1.22.1,1.22.3, |GAFPRef9.2.1
A.103.2 R3 CM-2 PCIDSSv2.06.4 1.22.6, .2.23, |GAFPRef9.2.2
Ad21.1 MIST 5P300-53 12.22.2,
AJ22.1 R3 5A-3 1.2.22.4,
| AJ22.2 MIST 5P300-53 1.2.22.7.
Ad22.3 R3 SA-4 1.2.22.2,
I Ad224 MIST 5P300-53 1.2.22.9,
A124.1 R3 SA-5 1.2.22.10,
A124.2 MIST 5P30Q-53 1.2.22.11,
Al24.3 R3 SA-B 1.2.22.12,
A125.1 NIST 5P30Q-53 1.2.22.13,
A12.5.2 R3I SA-10 1.2.22.14,1.2.20,
. A12.5.3 NIST 5P300-53 12.17,1.2.7.1,
Al126.1 R3 SA-11 NIST 1.3,1.2.10, L8
A13.12 5P800-53 R3 5A:
A15.2.1 13
A15.22
RM Refease Management Outscurced RM-04 RM-04.1 Do you have controls in place to ensure that standards of quality are being met for all |Yes A6.18 NIST SPBDO-53 PCIDSS w2.0
Davel software development? AB.2.1 R3 SA-4 3.6.7
RM Release Management RM-04 RA-04.2 [Do you have controls in place te detect source code security defects for any Yes AG.13 NIST 5P200-53 PCI OS5 v2.00
_i_ eutsourced software developrient activities? AG.21 |R3 $A-4 13,67




RM

Release Management

Unauthorized
Software
Installations

RM-05

software onto your systems?

RM-05.1 | Do you have controls in place te restrict 2nd monitor the installation of unauthorized |Yes

A.10.1.3
A.10.4.1
A11.54
A116.1
A12.4.1
A.12.5.3

AUPv5.046.1
AUPv5.01.2
SIG v6.0:
G.2.13,
G.20.2,6.20.4,
G.20.5, G.7,
6.7.1,6.12,11,
H.2.16,1.2.22.1,
12.22.3,
12.22.6,12.23,

GAPF Ref3,2.4
GAPP Ref 8.2.2

R3 PE-18

RS Retifaray Wanagromenl; R RS-011  [Ara Policy, preceisaod proondimer Selinis g businats Commuiy kad dhater iecameey [ Ves COOT AL PORT PO 2 D5 (LS IR 16 308 lhuse 4,30 FEST SFR00EE INOTSFE0.55 (PO CES w20 5 vlie
Program in place to minimize the Tmpact of a reallzed risk event and properly communicated te 4.2 [@N7)i) {(New} |A.14.1.1 R3I CP-1NIST |R3CP-1 12.9.1 K129,
tenants? 45 CFR 164.308 (A 14.1.4 5P800-53 R3 CP- NIST $PBOO-53 K1.2.10,K.3.1
{a){7)C) 2 R3 CP-2
RIST SPA00-53
R3 CP-2 {1)
NIST SP200-53
R3{P-2(2)
Resiliency Impact Analysis RS-02 RS-G2.1 |Da you provide tenants with cngolng visibility and reporting into your opsrationsl Yes 45 CFR 164.308 [ISO/IEC NISTSP200-53 |NIST SPS00-53 | 151G vE.DK.2
Service Level Agreement (SLA] performance? | (al{7)iiEY 27001:2005 R3 R&-3 R3 RA-3
Resiliency RS-D2 RS-0Z.2 |Do you make standards-based information security matrics [CSA, CAMM, etc.) Yes We use Industry best practices but do 45 CFR 164.308 [ISO/IEC NIST 5PEQO-53 |NIST SPBDO-53 SIG ve.K2
avallable to your tenants? not specifically subscribe to a particular (a){7MIME} 27001:2005 R2 RA-3 R3 RA-3
standard. A 412
Resiliency RS-0Z RS-02.3 |Dn you provide customers with ongoing visibility and reporting intc your SLA Yes 45 CFR 164,308 [ISCG/IEC NISTSPED0-53 [NIST SP8D0-53 516G v6.0:K.2
| performanca? I(a! 7HiMEY 27001:2005 R3 RA-3 R3 RA-3
Resiliency Business Continuity  [RS-03 R$-03.1 [Do you provide tenants with geographically resilient hosting options? Yes 45 CFR 164.308 |Clause 5.1 NIST 5PB00-53 PCIDSSv20  |SKSwE.:
Planning ()7 A6.1.2 R3 CP-1 12.9.1
45 CFR 164.308 (A.14,1.3 NIST SPBOO-53 PCI DSSv2.0
{a}{7HiB) 14,14 R3CP-2 12,93
45 CFR 164.308 NIST 5PEOO-53 PCI DSS w2.0
@I R3 CP-3 1294
45 CFR 164.308 NIST SPEDC-53 PCIDSS v2.0
RS Resiliency ! RS-03 RS-03.2 Do you provide tehants with infrastructure service faikover capability tc other Mo We do not currently offer this requast 45 CFR 164.308 |Clause 5.1 NIST SPE00-53 PCI DSS v2.0
providers? s part of a standard solution, but @7 A.6.1.2 R3 CP-1 12,91
wauld be happy to discuss options on 45 CFR 164.308 (A, 14.1.3 NIST SPEDO-53 PCIDSS v2.0
locating a DC solutfon that mests vour @)N{B) 414,14 R3 Cp-2 12,93
needs. 45 {FR 164,308 NIST 3P8CO-53 PCIDSS w2.0
[RUTUUNC) R2CP-3 12,54
RS Resiliency Buslness Continulty  RS-04 RS-04.1  [Are business coptinuity plans subject to test at planned intervals or upon significant  [Yes 45CFR 164,308 A14.15 NIST SP800O-53 |NISTSP800-53 |PCIDSS w2.0 SIG v6.0: K.1.3,
Testing organkzational or environmental changes to ensure continuing effectiveness? [al7HiIND) R3 CP-2 R3 CP-2 12.9.2 K.14.3,K.14.6,
NIST SPEQO-53  IMIST SP800-53 K.14.7, K148,
R3 {P-3 R3CP-2{3) K.14.9,
NIST 5P800-53 | MIST 5P800-53 K.1.4.18,
R3 P-4 R3CP-2(2) K.14.11,
MIST 5P&00-53 K.14.12
R3 CP-3
NIST 5P800-53
R3 CP4
NIST SP800-53
I R3CP-4 (1)
RS Resiliency Envirenmental Risks |RS-05 R3-05.1 |Is physical protection against damage from natural causes and dlsasters as well as Yes. 45 CFR 164,308 |A.9.14 NIST SP300-53 | NIST SPE00-53 AUP¥S.DF.1 GAPF RefB8.2.4
Jdellberate attacks anticipated, designed and countermeasures applisd? {a}7)ix A9Z1 R3 PE-1 R3 PE-1 SIGv6.0: F.2.9,
45 CFR NIST SP200-52 |NIST 5P800-53 F.1.221,F.5.1,
. 164,310(a){2)i R3 PE-13 R3 PE-13 F.152,F2.1,
) (New) NIST SPBOD-53 | NIST 5P20G-53 F.2.7,F.2.8,
R3PE-14 R3 PE-13 (1)
NIST SP200-52 | NIST SPE00O-53
R3 PE-15 R3 PE-13 (2)
NIST SP300-53 |MIST 5PE0O-53
R3 PE-13 R3 PE-13 (3)
MIST 5P&00-53
R3 PE-14
NIST SPE00-53
R3 PE-14 (1)
NIST SPEOG-53
R3 PE-15
RIST SPE0A-53




RS Resiliency Equipment Location |Rs-06 RS-06.1 | Are any of your datacenters iocated in places which have a high Yes We have data centers around the globe, 45 CFR 164.310 (A9.2.1 NisT SPB0O-53  |NIST SP3DD-53 PCIDSSv¥2.0 AUPv5.0F.1
probability/occurrence of high-impact | risks {floods, d some of which may be subjected, albeit (e} R3 PE-1 R3 PE-1 9.1.3 SIG v6.0: F.2.9,
earthquakes, hurdcanes, etc.}? a low probability, to environmentsl NIST SPBO0-53 (NIST SP300-53 PCIDSSv2.09.5|F.1.2.2LF5.1,

risks. R3PE-5 R3 PE5 PCID5S¥209.6|F.1L52,F21,
NIST 5P&00-53 |MIST SP800-53 |PCIDSSv2.09.9|F.2.7,F.28,
R3 PE-14 R3 PE-12 PCIDSS v2.0
NIST SP800-53 |MIST SPB0OO-53 |9.9.1
R3 PE-15 R3 PE-14 [1}
HIST 5P800-53 |NIST SPE0OO-53
R3IPE-18 R3 PE-15
NIST 5PBOD-53
R3 PE-18
RS Reslliency Equipment Power RS-07 R5-07.1 |Are Security and !  to protect from |Yes A0.23 HISTSP80C-53 I AUP¥5.0F.1
Failures utllity service outages (e.g, pewer failures, network disruptions, ete.J? A9.23 R3 CP-8 SIG v6.0: F.1.5,
AD2.4 NIST SP30D0-53 F.16.1,F162,
R3PE-1 F.1.8.2,F2.10,
NIST SP800-53 F.2.11,F2.12,
R3PE-9
NIST SPED0-53
R3PE-10
NIST 5PB00-53
R3PE-11
NIST SPBOO-53
R3 PE-12
KIST SPE0O-53
R3FE-13
KIST SP300-53
R3 PE-14
RS Resiliency Power RS-08 RS-08.1  |Do you provide tenants with documentation showing the transpert route of their Yes NIST SPR00-53 | MIST SP800-53 AUP vS.OF.1
Tel data between your systems? AD23 R3 PE-1 A3 PE-1 51G w6.0: F.1.6,

RS Resillency R5-DR RS-08.2 |Can Tenants define how their data is trapsported and through which legal Yes 'We can accomodate this request if A92.2 HIST SPS00-53  |NIST SPBOC-53 AUP vS.0F.1
jurisdiction? required, but by default, thisis nota A9.23 R3 PE-1 IRS PE-1 151G v8.0: F.1.8,

standard option of service, HNIST SPEOO-53 |NIST SP300-53 F.16.1,F.15.2,

S5A Seoutity AnchEecium Rl drieis (LNl Ll e el lifed ey, oontnchusl and regulalong regaiicments dorcuikomer [T LESE | WIVT SFSD053  (METSPEOOES | S C, [GEPFRATL22
i access contractually addressed and remediated prior to granting customers access to 46,22 R2 CA-1 R3 CA-1 C2.3,C24, GAPP Ref 1.2.6
data, assets and Information systems? A1L11 NIST SP&GO-53 |NIST SPR0O-53 C26.1,H1 GAPP Ref 6.2.1
R3 CA-D R3ICA-2 GAPF Ref 6.2.2
NIST 5P200-53 |NIST SP200-53
R3ICAS R3CA-2 (1)
NIST5P200-53 |MIST SP200-53
R3 CA-6 R3CA-5
NIST SP200-53
R3CA-6
5A Security Archltecture User ID Credentials  [SA-02 5A-02.1 |Deyou support use of, ori with, existing based Single Sign On Yes We have partnered with Ping [dentity  |COBIT 4,1 D55.3 45 CFR A.8.3.2 PCIDSS¥2.0 8.2 [AUP v5.0 B.1
(550} solutions 1o your service? and use their PingFederate solution for |COBIT 4.1 D55.4 164.308[a)5){ii [A.11.1.1 PCIDSSv2.0 AUP v5.0H.5
S50 solutions. Je) (New) A1124 8.2, SIG v6.0: E6.2,
45 CFR 164.308 |A.11.2.3 PCIDS5v2.08.3[EE3, H.L1,
ELY Security Architecture SA-02 SA-02.2 |Do You use open dards to delegate capabilities to your tenants?  |Yes COBIT 4.1D055.3 45 CFR AB23 PCIDS5¥2.08.1}AUP v5.0B.1
COBIT4.1055.4 164.308{a){5){i |A.11.1.1 PCIDSSv2.0 AUP vSOH.5
SA Security Architecture SA-02 SA-02.3 | Do you support identity federation standards {(SAML, SPML, WS-Federation, etc.)asa |Yes COBIT 4.1 DS5.3 45 CFR A83.3 PCIDCS55v2.08.1 AUP¥5.0B.1
means of authenticating/authorizing users? COBIT 4.1 DS5.4 164.308(a){5)(F (A.11.1.3 PCIDS5w2.0 AUP v5.0H.S
SA Secitrity Architecture 5A-02 SA-02.4 Do you havea Policy Enforcement Point capability (ex. XACML to enforce regional No Roles and ibilities are attached |COBIT 4.1 DS5.3 45 CFR A.8.3.3 BC1 BSS v2.0 8.1[AUP v50B.1
legal and policy constraints on user access? to the wser after they are authenticated |COBIT 4.1 DS5.4 164.308(a) ({5} [A.11.1.1 PCIDSS 2.0 ALP v50H.5
vim 550 (SAML assertion}, Policies are He) (Kew) A112.1 8.2, SIGv6.0: E6.2,
defined prior to user authentication and 45 CFR 164308 |A.11.2.3 PCIDSS v2.08.3|E6.3, H.1.1,
. are administrated by tenant (a){5N{D} A11.2.4 PCIDSS v2.08.4|H.1.2, #.2,
administrators. 45 CFR 164.312 |A.11.5.5 PCIDSS v2.08.5[H3.2, H.4,
ta){21i) PCIDSSv2.0  |H.4.3, HAS,
AR £ED 184 217 4 HAR
SA Security Architecture 5A-02 54-02.5 |Da you have an identity management syster [n place which enables bath role-based  Yes Tenant Adminlstrators may use COBIT 4.1 DS5.3 45 CFR AB.3.3 PCI DSS v2.0 8, 1| AUP v5,.0 B,1
and context-hased entitlement to data jenables classification of data for a tepant}? termplates te populate role-based COBIT 4.1 B55.4 164.308(a){5){ii |A.11.1.1 PCIDSSv20  {AUPYS.0H.5
acvass to functions within the Hed (New) A1121 8.2, 51G v6.0: £.6.2,
application. 45 CFR 164.308 (A.11.2.3 PCI D35 v2,08,3(E.6.3, H.1.],
SA Security Architecture SA-02 SA-02.6 |Do you provide tenants with strong (multifactor] authentication options {digital certs, |No 'We have a partner that provides two-  COBIT4.1DS5.3 45 CFR AB33 PCIDSS v2,0 8,1 [AUP 5.0 B.1
tokens, biometric, etc..) for user access? factor authentication; however, this COBIT4.1D55.4 164.308(a){5)il |A.11.1.1 PCIDSSv2.0 AUPv5.0H.5
feature has hot been implemented as )l (New) All21 8.2, SIG v6.0: E.6.2,
part of our security architecture. 45 CFR 164.308 A.112.3 PCIDSS v2.0 8.3|E4.2, H.LLL
{a)s)njD) All2.4 PCIDSS v2.08.4|H. 1.2, H.2,
SA Security Architecture SA-02 SA-02.7 |Do you allow tenants to use third party identity assurance services? Yes 'We would werk together to designthe  |COBIT 4.1 DS5.3 45 CFR A233 PCIDSS v2.0 8B.1|AUP v5.6B.1
|security architecture and discuss your  [COBIT 4.1 DS5.4 164.308(a}(5){it |A.1L1.1 PCIDSS v2.0 AUP vS.0H.S5
' needs and who / where these services. J{c) (New) A112.1 8.2, SIG vG.0; 6.2,
are located. 45 CFR 164,308 |A.11.2.3 PCIDSS v2.08.3|E.6.3, H.11,
(BUSIENDY  AJ12.4 | poiDssv2.08alH12 HY




SA Security Architacture Data Security / 5A-03 SA-03.1 |Is yous Data Seeurity Architecture designied using an industry standard? {ex. CDSA, Yes We use best practices in the industry COBIT 4.1 DSS5.11 A.10.8.1 NIST SP800-53 [NIST SP800-53 [PCIDSSv2.0 2.3]AUPv5.0B.1 |GAFPRef1.10
Integrity MULITSAFE, CSA Trusted Cloud Architectural Standard, FedRAMP CAESARS) but do not subscribe to a single industry A.10.8.2 R3 AC-1 R3AC-1 PCIDSSYZO0  |SIG ¥5.0: GAPP Ref 1.2.2
standard, A.11.1.1 MNIST 5P800-53 [MIST SPA00-53 [3.4.1, 68202, GAPP Ref 1.2.6
A.116.1 R3 AC-4 R3 AC-4 PCIDSS¥2.04.1(6.8.20.3, GAPP Ref 4.2.3
A114.6 NIST SPB00-53 (MIST SPBOO-53 [PCIDSSv2.0 G.12.1, G.12.4, [GAPP Ref5.2.1
SA Security Architecture Application Security |SA-04 $A-04,1 |De you utilize industry standards {Build Security in Maturity Mode! [BSIMM] Yes COBIT4.1AI24 45 CFR A115.6 PCIDSSv206.5[AUPv5.014  |GAPPRef12.6
Benchmarks, Open Group ACS Trusted Technology Provider Framewerk, NIST, etc.) to 164.312()(2)(1) (A.11.6.1 SIG v6.0:
huild- security for your Sy / ware [ Lifecycle (SDLC)? Al122.1 G.16.3,1.3
A12.22
SA Security Architecture SA-04 SA-04.2  [Doyou utllize 2n automated source-code analysis tocl to detect code security defects [Yes COBIT4.1A2.4 45 CFR A.11.5.6 PCIDSS w2.0 6.5 |AUP v5.0 1.4 GAPF ReT1.2.6
prior to production? 3164.312(e}{2)(i} |A-11.6.1 SIGv6.0;
SA Security Architecture SA-04 5A-04.3  [Do you verify that all of your software suppliers adhere to Industry standards for Yes COBIT4.1A12.4 45 CFR A11.5.6 PCIDSS v2.G6.5|AUP v5.0 1.4 GAPP Ref1.2.6
Systems/Software Development Lifecycle [SDLC) securny? 164.312(e}jf2}il) [A.11.6.1 SIG v6.0:
A12.2.1 G.16.3,1.3
SA Security Architecture Data Integrity SA-05 SA-05,1 |Aredata input and cutput integrity routines {i.e., reconciliation and edit checks) Yes 45 CFR 164.312 |A.10.9.2 NIST SP300-53 PCI DSS v2.0 AUP v5.0 1.4 GAPP Ref1.2.6
‘ J for application interfaces and d to pravent b {c)(1) (New) A.10.9.3 R3 Si-13 6.3.1 SIG v6.0:
systematic processing errors or comruption of data? 45 CFR 164.312 (A12.2.1 NIST SPR00-53 PCIDSS w20  |G16.3,13
: {e)2){New) Al1222 R3 5-11 6.3.2
SA Security Architecture Production / SA-06 54-06.1 [For your 5aas or Pazs offering, do you provide tenants with separate environnrents  [Yes COBIT4.1035.7 A.10.1.4 NIST SPBOC-53 |NIST 5PBOD-53 | PCI DSS v2.0 AUPv50B.1 |GAPPRefl2.6
Nonproduction for production and test processes? £.10.3.2 A3 SC-2 R3SC-Z &4.1 SIG v6.0;
SA Security Architecture 5A-06 SA-06.2 |For yout laa offering, do you provide tenants with guidance on how to create No This does not apply to Perfect CCBIT 4.1 DS5.7 A.10.1.4 MIST SPB0O0-53 |NIST SPBOO-53 | PCIDSSvZ.0 AUPv5.0B.1 GAPP Ref 1.2.6
stitable production and test environments? Commerce's offering, A.10.3.2 R3 5C-2 R35C-2 6.4.1 151G v6.0:
SA Security Architecture Remote User SA-07 SA-07.1 |Is multi-factor authentication required for all remote user access? No AdL1d NIST SPB0C-53 PCIDSSv2.083 AUPY5.0B.1 |GAFPRef82.2
Multifactor Al114.1 R3 AC-17 SIGv6.0:H.11,
Authentication Al14.2 NIST SPBO0-53 G.9.13, G.9.20,
All46 R3 AC-20 G.9.21,
AdL7.1 NIST 5P800-53
SA Security Architecture Neatwork Security 5A-08 SA-0B.1 |For your laas offerlng, do you provide customers with guldance on how to createa  [No This does not apply to Perfect Al106.1 HIST 5P800-53 PCIDSSv2.01.1 GAPP Ref £.2.5
layered security arch quival using your lized solution? Commerce's offering. A.10.6.2 R3SC7 PCIDSS v2.0
A.108.1 112
A.10.10.2 FCIGSSv2.0
Al14.1 113
All45 PCID55v2.0
Allde 115
Alla.F PCIDS5%2.0
A15.14 116
FCIDSSvZ01.2
FCIDS5v2.0
121
PCIDS5 w20
2.2.2, PCIDSS
v2.02.2.3
Security Architecture Segmentation SA-09 SA-09.1 |Are system and network environments logically separated to ensure Business and Yes COBIT 4.1 D55.10 45 CFF 164,308 [A.11.4.5 NIST SPE00-53 PCIDSSv2.0 1.4{AUPv5.0G.17
security requir 7 (D EV(TES] A11.6.1 R3 AC-8 PCIDSS¥2.01.2{5IGv6.0: G.9.2,
Security Architecture SA-05 5A-09.2 |Are system and network logTeally sep d to ensure ) with }Yes CORIT 4.1 DS5.10 45 CFR 164,308 |A.114.5 MIST 5P800-53 PCIDSSvZ.0 1.1 AUP v5.0G.17
legislative, regulatory, and contractual requirements? (al4liiA) A.11.6.1 R3 AC4 PCIDSS v2.0 1.2|516 v6.0: G.9.2,
A.116.2 NIST 5P800-53 PCIDSSv2.0  |G.9.3,6.9.13
Security Architecture SA-D9 SA-09.3 |Are system and network envil logically d to ensure of Yes COBIT 4.1 DS5.10 45 CFR 164,308 i A.114.5 NIST $P300-53 PCIDSSv2.0 L1|AUPvS.0G.17
o and duction envir P [alaMinia) AdLG 1 R3 AC-& PCiDSS 2.0 1.2|SIG v6.0: G.8.2,
SA Security Architecture SA-09 5A-09.4 |Are system and network logically d to ensure p ion and | Yes COBIT 4.1 DS5.10 45 CFR 164.308 {A.11.4.5 NIST 5P800-53 PCDSS¥2.0 1.1|AUP v5.0G.17
Isolation of sensitive data? (al(4) Al A.116.1 R3 AC-4 PCi DS$ 2.0 1.2]51G v6.0: G.9.2,
SA Security Architecture Wireless Security SA-10 SA-10.1 |Are polici i proced i and i i to protect Yes COBIT 4.1 DS5.5 45 CFR 164.312 {A.7.1.1 NIST 5P800-53 PCIDSS v2.0 GAFP Ref 8.2.5
i 2 and to restyict ized traffic? ‘COBIT 4.1 DS5.7 el 12} AZL1Z R3 AC-1 123
‘COBIT 4.1 DS5.8 45 CFR A7.13 NIST $P800-53 PCI DSSv2.0
SA Security Architecture SA-10 $A-10.Z |Are poll d proced blished and mech I d te ensure Yes CORIT 4.1 DS5,5 45 CFR 164.312 {A7.11 NIST SP800-53 PCIDSSv2.0 GAPP Ref 8.2.5
proper security settings enabled with strong encryption for authentication and COBIT 4.1 DS5,7 (=M AZ.LL R3 AC-1 123
‘_‘ transmisslcn, replacing vendor default settings? (e.g., encryption keys, passwords, CORIT 4.1 DS5.8 45 CFR A7.13 NIST 5P300-53 PCLDSSv2.0
SNIF community strings, etc.) COBIT £.1 DS5.10 164.308(=)5){ii {A9.2.1 R3 AC-18 211
ND) (News} A324 HIST SP300-53 PG DSSv2.04.1
SA Security Architecture SA-10 5A-10.3 |Are policies and proced blished and mech ! d to protect Yes COBIT 4.1 DS5.5 45 CFR 164,312 {A7.1L1 NIST SP800-53 PG DSSv2.0 GAPP Ref 8.2.5
and detect the of horized {rogue) network CORIT 4,1 DS5.7 (e}L)2)0i) A71lz R3 AC-1 1223
devicas for a timely disconnect from the network? COBTT 4.1 DS5,8 45 CFR AZ.L3 MIST 5P300-53 PCiDSS v2.0
CORIT 4.1 DS5.10 164.308{ak5)if |A.5.2.1 R3 AC-18 211
SA Sacurity Architacture Shared Networks SA-11 SA-11.1 {Is access to systems with shared network infrastructure restricted to authorized Yes 45 CFR 164.312 1A.10,8.1 MIST SPBO0-53 PCIDSSvZ.0 AUPv5.08.1 GAPP RefB2.5
personnel in accerdance with security policies, procedures and standards, Networks (a1} (New) A11.1.1 R3 PE-4 13.5PCIDSS {SIGvE0:D.11,
shared with. ities shall have a di d plan detRiling the: { Ad16.2 NIST SPB00-53 v2.0 2.4 E1, F11,
controls used to saparate network traffic betwean organizations? A114.6 R SC-4 H.2.1,
: NIST SPB00-53




Sh

Clock

Securlty Architecture SA-12 SA-12.1 {Do you utllize a synchronized time-service protocol fex. NTP) to ensure 21l systems Yes COBIT 4.1 DS5.7 A10.10.1 NIST $PBDO-53 |NIST SP300-53 [PCI D55 v2.0 AUPv5.0G.7
Synchronization have 2 common time reference? A10.105 R3 AU-1 3 AU-1 104 AUPVS.0GSE
NIST SPEOG-53 [ NIST SP800-53 SIG v5.0: G.13,
R3 AU-8 RS AU-B G.14.8, G.15.5,
NIST SP800-53 G.16.8, G.17.5,
R3 AU-8 (1) G.18.3,
G.19.2.6,
6.19.3.1,
SA Security Architecture Equipment 5A4-13 SA-13.4 s i i i ion used as a method of connection No This s completed manually. ‘COBIT 4.1 D55.7 A.11.4.3 NIST 5P800-53 {NIST 5P200-53 AUF v5.0D.2
Identification authentication to validate connection authentication integrity based an known R A3 R31A-3 SIG v8.0: D.1.1,
equipment Iocation? NIST5P200-53 | HIST 5PE0C-53 D13
R3 1A-4 R31A-4
NIST 5P800-53
R31A-4(4)
SA Security Architecture Audit Logging / SA-14 SA-14.1  |Are file integrity (host) and network intrusion detection (IDS) tools Impletnented to Yes COBIT 4.1 DS5.5 45 CFR 164.308 {A.10.10.1 PCID5S¥2.0 GAPP Ref 8.2.1
Intrusion Datection help faciltate timely detection, investigation by root cause analysis and response to COBIT 8.1 DS5.6 a) {2} D) A.10.10.2 10,1 PCIDSS GAPP Ref B.2.2
Incidents? COBIT 4.1 DS2.2 45 CFA 164.312 | A.10.10.3 v2,010.2
SA Security Architecture SA-14 SA-18.2 (s Physical and logical user access to audit logs restricted te authorized personnel? fes COBIT 4.1 DS5.5 45 CFR 154.308 |A.210.10.1 PLIDSS v2.0 GAPP Ref 8.2.1
COBIT 4.1 DS5.6 {a)13{B}{D} A.10.10.2 10.1 PCIDSS GAPP Ref 8.2.2
SA Security Archltecture SA-14 SA-14.3 [Can you provide evidence that due diligence mapping of regulations ard standards to | Yes COBIT 4.1 DS5.5 25 CFR 164,308 | A.10.10.1 PLIDSS v2.0 GAPP Ref8.2.1
'your controls/architecture/processes has been dona? COBIT 4.1 DS5.6 et AL0.10.2 10.1 PCIDSS GAPP Ref8.2.2
COBIT 4.1 DSS.2. 45 CFR 164,312 |A.I0L10.3 v2.010.2
Ith) Al310.4 PCIDSS
SA Security Architecture MWebile Code SA-15 5A-15.1 |Is mobie cade authorized hefore its installation and use andt the code configuration  iYes A10.22 NIST 5P8G3-53 | NIST SPBOG-53 SIG
checked to ensure that the authorized maobile code operates accerding to a clearly Al2.22 R35C-18 R3 5C-18 vE.0:G.20.12,
defined security policy? HIST $P80C-53 Lz.5
RISC-18{4)
SA Security Architecture 5A-15 SA-15.2 [lsall i bile code pi d from Yes A10.4.2 NIST SP8(X-53 | NIST SPRDD-53 SIG




CONSENSUS ASSESSMENT INITIATIVE QUESTIONNAIRE (CAIQ) V.1.1 GUIDING DOCUMENT PRINCIPLES
INTENT OF THIS TAB: To assist reviewers/users of document to understand both the intent and

GUIDING PRINCIPLES:
e Questionnaire is organized using CSA 13 governing & operating domains divided into “control
areas” within CSA’s Control Matrix structure

* Questions are to assist both cloud providers in general principles of cloud security and clients in
vetting cloud providers on the security of their offering and company security profile

¢ CAIQnotintended to duplicate or replace existing industry security assessments but to contain
questions unique or critical to the cloud computing madel in 2ach contrel area

* Each question should be able to be answered yes or no

e If a question can’t be answered yes or no then it was separated into two or more questions to
aliow yes or no answers. '

¢ Questions are intended to foster further detailed questions to provider by client specific to client’s |-
cloud security needs. This was done to limit number of questions to make the assessment feasible and
since each client may have unique follow-on questions or may not be concerned with all “follow-on
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wtd e Bty etacans S B AT AP0 AR W4 RSN T T
i b i o 4 ot 768 B2 RO L
e g, Sy S 1ok D SRR RIS
iy g e 5 103 by
-
Comghance - o0 3 % i3 i3 3 COMT 4.1 D355, |45 CFR 194,300 (aKg) [Clasts 423¢ MIST SPB0053R3 CA-1  MIST SPB00-53 R3 CA-1 POIDSS V20 112 R G.0: L2 LA,L7, GAPFRef125
e paidant Audits MEZ.S, M 3.1 PO 9.6 |45 CFR 164,200 (0D Clase 519 KIST SPB0053R3 CA2  MIST SPB00-53 R3 CA-2 FCIDESv2.0 113 Ly, L1 GAPP Ref 1.2.7
Claue 52.1 d) HIST SP800-55 R3 CAG MSTSM&RSO&—E o PLI D83 v2.0 6.6 GAPP Ref 421
Claute § NIST SPB0OSERIRAS ST SPB0O-53 K PCI DS 2.0 120,20 QAPP Ref 8.2.7
A618 rlsTst-&aR:m GAPPRef 1023
HIST $P800-53 R3 RAS (1} GAPP Ref 10.25
HIST $P800-53 B3
HIST 3P800-53 RI RAS (3
MIST 3P80C-53 RI RAS (2
NIST SPA00-53 R RA-S {8
Comphetes - T [y 3 i3 E3 X [COBIT 4.1 NE 2.6, 5 CFR 164.308(bK1) (Mewh A 623 WIST SPO0C-53 A CA3  INIST SP806-50 RA CA- PGIDSS V2024 MFE002  SG Red 12,11
Party Audle 0% 2.1, 08 2.4 A 1024 NIST SPEO0-5IRISAS  MIST SP#00-51 R3 SA8 PCiDS5 201262  |WE0:024,028.G4., [GAPP R 423
U5 CFR 164.308 {04} A 1022 NIST SPRO0-5IR2 5A-12  |MIST SPA00-52 R3 544 {1) POIDSS 201283 | GA42,L2,L4L7, |GAPPRel724
A 1052 NIST SPBOO-53R2 50-T  |MIST SP80G-52 Ra SA-12 PoiDs5 201264 L1 GAPP Ref 1023
NIST SP800-51 R3 56-7 | Ropeadin A GAPP Ref 1024
NIST SPA00-52 R 5G-7 (1)
NIST SPA00-51 R 5C-7 (2
NIST SP800-53 R 5C-7 (3
NIST SP800-50 3 5C-7 (4)
NIST SPA00-52 3 5C-7 (3
NIST SPA00-52 R3 5C-7 (7}
NIST SPA00-52 3 5C-7 (8)
NIST SP800-52 R3 50-7 (12)
NIST SP800-52 R3 50-7 (13)
NIST SPE00-52 R3 50-7 (18)
Compllance - Comtect | CO-04 _ [Liaisons and points of conlsct with fecal  [Na Ghangs X X X E3 X [OmT 4.1 ME 5.1 [RE1E ST SPB00-53 K3 AT (NIST SPBOG-52 RIATS [FOIDSS v2 11,18 POl | 516 ¥6.0: L1 GAPP Rl 127
Aurority Malntsnance [puehorities ahedl be maindsinad ia 517 ST SPROG5IRIIRE  [NIST SPAOB-52 R3 IRE PCIDSS v21253 GAPP Rel 1011
lBccormance wih buainess and customar NIST SPBO0-53 72 S5 N\sTmmm-e [} POI DS5 v2 129 GAPP Rel 1024
i and comphiancs with INIST SPB0C-53 R3
legistatve, reguistory, and contraciual
. Deta, objects, apphcatians,
infasiruciue #xd hardveare mey be
Lacsigned legilesive domaln and jurisdiction
[+o faciicse proper
| CONERCT,
(Comphaon - CO08 | Saunory, reguiecory, and contcacusal No Change X 3 X X 3 CORIT 4.1 ME 3.1 (EOREE 270012005 NIST SPB00-53 REAC-1  [NIST SPB00-53 RIASA FCI D83 w2031 IGved: L1,LZ, LA, [GAPP Rel 122
Ioloematinn Systotn raquicenantc chel be defined for al Clause 421 bj 2} NIST $PO00-E3 REAT-4  [MIST 3P000-55 RS AT-1 PCi D38 V2031 L2Le GAPP Ref 124
Foguiclory Mapping olemants of the infomaticn system. The Clause £.21 6) 1) NIST 5Pob-S3 REAL-1  [NIST SPB00-53 R3 AL GAPP Rof 128
jorganizabion's approach 1o kmown Clause 4.2.1g) NIST SPB00-53 R3 CA-1 MST SPP00-53 R3 CA-1 GAPP Ref 12211
. and 33apt 10 new mandies Clause 4 2.3 d) €) NIST SPB00-53 R3 CW-1 MST 5P800-53 R3 Cv-1 GAPP Ref 3.2 4
jshall ba sxphoitly defined, documented, and Clavsa £33 NIST SPB00-53 K3 CP-1 MST 5P800-53 R3 CP-1 GAPP Ref 52.1
lkopt up ko dota For sach informadion cystem Clavsa 52.1a-F MIST SPB0O0-53 R3 181 MST 52600-53 R3 A1
olement In he . Informadion Clausa 73 o) 1) NIST SPA00-53 R3 187 MST 5P800-53 R3 LA-7
systenm sleivams may inchade deta, objetis, |ATZ1 NS T SPE00-53 R3 IR:1 MST 5PB00-53 R3 IR-1
lappiaatons, Infrasinsture and hardware. |a15.11 MIET SPE00-53 R3MA-1  [MST SPBO0-53 K2 M1
[Each slement roay be avsigned a teglelative la 1513 ST SPBCO-53 R3 MP-1  [NIST SPBO0-53 F3 WP-1
[domaln and |uriediction ko faciate proper In 1514 HST SPEDO-53 R3FE  [MsT sPB00 53 Ra PEA
complianos mapping. n 1518 MIST SPO0O-53 R PL-T  [MST SPB00-S3 3 PLA
NS T SPE00-53 R3 PR-1 [MST 5P800-53 R2 PM-1
MST SPE00-53 R3 P5-1 NIST SP800-53 R2 PE-1
MIST SPE00-53 R3 RA-1 [NIST EP800-53 F2 RA-1
MIST SP310-53 RAZ [NIST EP830-53 RAZ
MIST SPE00-53 R3 8A-1 [NIST EP8J0-53 R2 SA-1
MIST SPEX-53 R3 SA 8 [MIST EP800-53 K2 SA 6
MST SPE00-53 R3 8C1 [NIST EP800-53 F2 SC-1
[MIST SPE00-53 R3 SC-13  |NIST EP800-53 R3 3C-12
MIST SPE00-53 R3 81-1 [NIST EP800-53 R2 SC12 (1)
[MIST EP830-53 31
[Compliance - CC-DE  |Poky, process aral procacize shall ba [Ne Chaoge X E3 X X X MIST SPE00-53 R3 SA 8 [NIST EPE00-53 SAE ISK3 vB 0: L4 NA
intelioclual Property |emtarhiahed and implementad lo sedeguend MIST SPald-53 R3 8A-T [MIST EP830-53 K2 SA-7
Jimtaliaxlual proparty and the-usa of MIST SPE0O-53 RIPME [MIST EP830-53 R2 PM-5
proprieiacy ofware within tha logisktive
urtagiction e eontmctual sonskmints
[Cala Govormance - DGOT|AH deri ahell bra tewignatod uath Flo Changer E3 3 3 X COBIT 4.1 D85.1, PO |45 CFR 164,306 ()2} SKG @ 0:C 251, GAPP Rof 621
[Owostship f temardship vith aosigned res porcibiitos 2.3 MIST SPE0C-53 R3 PME [NIST SP8O0-53 R2 GA-Z (1) C252,013,1%
[$ewardship defined, documaented and communiceled . MIST SPE0C-B2 RIPS-2 [NIST SPB00-53 R2 PM-5
MIST SPA00-53 R3 RA-2 [NIST SP800-53 R2 PS-2
MIST SPA00-52 RA 8A-2 [NIST SP80C-53 R2 RA-Z
[MIST SP800-53 SA2
Dala Governance - DEDZ  |Dwde, 2nd objess contalning deta, shail ba [No Chenge X X E3 E3 X [COMT 4.1 PO 23, AT.2.1 [MIST SPA0D-52 RA RA-2 [PCIDSE 20871 SKE E0:-D13, D22 [GAPPRal123
ClecsiRoation s signed @ slessiication baned on data 05116 MIST SPAOG52RIACH  [NIST SP8O0-53 R2ACS PciDSS 208,10 GAPP Rol 126
" Itype, [PCIDSE v2.0 123 [GAPP Rel 4.12
|GAPP Rel 821
|GAPP Rl 828
[GAPF Ral 82 &
digsloom or miause.
[Data Covamanca - DB-03 ahall ba s E3 E3 E3 X X COMT41PO 23, A.T.2.2 [N|ST 5P800-53 RIAC-1S  [NIST 5P800-53 RIAC-1E POIDESV2035 [AUP V50 613 SIG [GAPPRa(112
[Handing / Lebeling / ummwm hendling and DS 1B A10.7.0 NIST SPA00-53R3IMA-1  |NIST 5PA00-53 R3 MP-1 POIDSS v20 9.8 vs.5.022 GAPP Ral 5.1.0
| Sacurily Policy [see ity of deta and objects which conlain A 10,73 NIST 5FP800.53 R3 MW°.3 NIST SPARG-53 R3 MP-2 POIDSSv208.71 GAPPRal T12
At Mechanisma for @bel inhailance 4. 10.8.1 NIST SFB00-53 R3 PE-16  [NIST SPS00-53 R3 PE-1E POIDSSv20872 GAPP Ral B.1.0
[shitfl be Implernented for abjects that acks NIST SFB00-53 R3 Sk-17 NIST SPA0O-53 B3 SL12 PCIDSS v2 0510 GAPP Ral B2 5
% apgregate coniainers For dels. NIST SPBO0-S3 R3 SC& MIST SPA0O-S3 B3 SC8 GAPP Ref B2 B
MIST SPA0O-53 R3 SC-8 (1)
'
'
101712014 10f13 Copyright © 2010, Cloud Security Alliance
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Dol Goramance - DG-06  |Policies and procetures shall o Mo Change X [COBIT 4105 114 [45 GFRe 164.310 ()20 [a526 NIST SPB00-53 K3 WP POIDSS 20311 (GAPE Rel 5.1.0
e s i 46 CFF 164,310 ()20 a10.7.2 MIST SP0G-53 R3 PE-1 PCIDSS v2 0910 D221, D 14, [cAPPReI52S
ffor the secwre diapossl and complele: PCIDSSv2 08101
removed of dela from 2 slomge media, PCIDSSv2 08102
lensuring datm i nat recovansika by any FCIDSS¥2 031
lcomputer lorensic maens.
Doz Gowmance - DG-05 _ [Production daln hal nct ba ropeated of [N Ghange X 45 GFF 164.30B{aMANTHEY A713 FEiDss va0645 SI@ V6. 1.2.18 GAPP Rl 1256
nlon-Prodiction Data ueed in non-production environments. .10.1.4
8.12.42
A 12 5.1
Dol Govannance - DGO7 _ [Security mechanisms shall be implamediad [Na Change X CORIT 4105 118 [4.10.6.2 FCI 0SS v201.2 SI@ Ve 1218 [GAPP Red 7.2.1
askoge prevent 8.125.4 P DSS 20 656 GAPP Red 810
1 DSS V20114 GAPP Rel 8.1.5
PCI 0SS ¥2.0 112 GAPP R 8.2
PCIDSS 2.0 1132 GAPP Ref 8.2.2
PCIDSE 20114 GAPP Ref 825
PCIDSS vZD AT GAPP Re{ 825
B DE08 [No Chenga X E3 [COBTT 41 PO2.1, (45 CFR 164,208 IYIA) (News) Crause 42.15) & g WST SPG-50 RO GA3 [NIST SPB00-59 3 GA PCIDSS 20 121 [5G E0:L 4. L5. L6, [GAPP RO 124
Risk FO92,PGOA,DS (45 CFR 164.308(aX8) (New) 423 MST SP800-52 RIRA2  [NIST SPKIC-53 R2 RA-2 PCIDSSV201212 LT GAPF Ref 82,1
mmmammlwmm 5.1 Clause 4.3.14 433 MSTSPB0CE2 RIRAS  [MIST SPB0O-52 3 A2
e Clauss 728 7.3 M5T SPB0052 RIMP-B  [MIST SPE00-53 3 MP-8
« Rwiatansts. of whare sencliive dota It A7z MIST SPAOCE2 RIPMS  [MIST SPB00-57 7t3 PM-)
atored and s mitted acrots. appicalions, A1544 MISTSPBODSIRISHZ  [MIST SPE00-53 3 512
dotabatoc, senars and neswork A15.43
o A15.1.4
« Complianoe with dufted renson
pesiondc and ond-of-o dicposal
requIremets
« Data clessiication and phokc Ik e
unauihiorized wee, Boopet, 1065, e IMICHOR, |
and tetsificabon
Fackfy Saourly - FS07 |Pobches ard procedutes shall ba No Change: E3 X [CORT 2.1 DS5.7, D% |45 €FR 164,310 (all) A543 NIST SFBOD-52 RACA2  |NIST SPDOO-53 i3 CAZ PCIDSS2.09.1 AFVGOF2  SIG [GAPP RAB.1.0
Policy [estrbiishes for mainlaining o sof and 121, D6 124 D3 4.8 |45 SFR 164,310 (aHIKE) A9.1.3 MIST SPBOD-5IRIFE]  |MIST SPBOO-S3 3 CA2{T) PCIDSSv2.092 v6.0:F.1.0, FA2FA3, [GAPPRalB.1.1
secure vorking amvircament in ofifcas, 45 CFR 164.300()Q)000A) (Mew) 49..5 MST SPBOD-51RIPES  |MIST SPBOO-53 3 PE- PCIDSSv20 2.3 F.74,F15,F.1 GAPP Rol 5.2.1
roome, Ineiien and eecua areas. 45 CFR 164.310 (aKIKK) lew NIST SPSO052 RIPET  [MIST SPBOO-E3 R3 PCIDSS v2.0 94 F.1.7. F18,F.19,
MIST SPBOD5IRIFES  |MIST $PBOO-53 RS PES(T) F.2.5,F22,F23,
NIST SPB00-53 R3 PE-
NIST 5PB00-53 R3 PE-7 (1)
NIST SPB00-53
Facivty Securlly - Ussr | FS-52 | Phiywicel recess o inormerion oasets ard | Mo Cliarter X x 45 CFR 164.310a K1) (Hew AZIA NIST SPO00-53R3PEZ  |NIST SPBO0-53 PCIDES V20 5.1 GAPP Rol 5.2.1
ncoaes lunciions by users #nd suppost persannel 45 CFR 164.210(a )2 KD {New) 4812 HIST 5P800-53R3IPE-3  |NIST SPB00-53 B3 PE-2 (1) GAPP Rol 8.2.2
hel be reslricted, 48 CFR 164.210¢5) (v NIST 5PO00-53RIPE4  |MIST SPB00-53 RS 124, F1.2.5.F1 25,[GAPPRO(8.23
45 CFR 189210 ( o} (M HIST SPAO0-S3RIPE-S  |MIST SPB00-53 R3PE-4 F.128.F12.5,
HIST SPR0O-S3R3IPE-S  |MIST SPROD-53 Rsps-s
ST 5PA00-53 3 13,
unm-sansps-sm Fi12.14, F1215,
F1224.F.152,
Fi45, F.1
F.1.8,F213, Fz.u
F.2.15, F2.16,F 217,
F2.13
Faciley Saourity - TS0 | Fyseal semty panmeters (fonces, walk, [ e Change X CORIT 41 DS 123 2213 NIST SPROCSARAPE2  [NIST SPB0D-52 R PE-2 PCI D58 2.0 8.1 [MPVeOFZ S [GAPP Rel823
Controlled Acoass barricrs, guans, gates, alactronk: ST SPROGSIRIPES  |NIST SPAO0-53RA PE2 (1) IG.D'F‘LZQ Fi24,
Polnts [wurveanca, physioal sulenticaion ST SPE00-53RAPEE  |NIST SPBOD-53.
meshantars, secoplion decks cnd SACURY [MIST §PE00-53 RIPE-18  |NIST 5PB00-53 R3 PE-S
petoks) aliel] be implemersed 10 ssdguard NIST SP80D-53 R3 PES {1
wenw fve del end informabon sy, IST SP800-53 R3 PE-13 F1.21! Fi2ia,
F.1.215.F.1.224,
FA42,F148,
T.FA8,
TF.18,F2.3,
F.2 14,F2.15, F.2.16,
FziT.F212
'
'
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ALY BB AT 3 PE-T (1)
WAT DN PR
LT BRI SR B4R 4.7, F.A8,
f ZFAE F213,
.14, F2.15, F2.18,
|F A7, F.2.4
[Fachity Security - F506 lnmanaqnnpomsuchaka- Ho Changa X ICOMT 4.1 D8 123 A91S |RIST SPBOC-53 R3 PE7 | MIST SPB00-53 RO PE-7 AUPVEDF2 5G| GAPP RefB23
[Unauthotized Pers arear and odr poinls where unewdhorized NIET 5PB00-53 R3 PE-16  MIST 5P800-53 RAPE-T {1) vB0:FA23, F124,
[Eaiy personnol may enker e promiecs shed be MNIST SPB00-53 R3 PE-1a  MIST SPA0O-53 RAPE-16 FA25,F128 F.128,
imontiored, controied and, f possibie, MST SP800-52 RAPE-1B F12.9,F12.10,
leolatod from dwia sierege and processing FA2A1.F.A2.42,
faciies to perce unihorized cekn FA243,F.12.104,
eorruplion, compromies and loss. FA12.15 F.1224,
F |.3 4.2, F148,
F,| | 7F.13 B FJ 13,
F2.14. F2.15 F216,
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APPENDIX |

CONTRACT MODIFICATION PROCEDURE
The following guidelines are subject to change at the discretion of OGS. A Contract Amendment reguires a formally
executed document by mutual agreement of the Parties, to be provided by OGS Contract Administrator, after
submission and approval of the Contract Modification Form.

{1) TYPES OF CONTRACT MODIFICATIONS: In order to expedite processing of a contract
modification, where proposed changes involve more than one category below, each change
should be submitted to OGS as a separate request.

a) UPDATES: “Updates” are changes that do not require a change to the established
Centralized Contract terms and conditions. Updates may include: Centralized
Contract changes and updates made in accordance with the previously approved
pricing formula {e.g. discount from list price); adding new products or services
within the established, previously approved pricing structure; lowering pricing of
products or services already on Contract, deleting products or services available
through the Centralized Contract, adding product or service that do not fall under
the previousiy established price structure or discounts under the Contract, re-
bundled products, and other updates not listed above that are deemed to be in the
best interest of the State and do not result in a change to the established
Centralized Contract terms and conditions, Updates must be submitted to OGS for
review, and must be accompanied by a justification of reasonableness of price if the
change results in a change in pricing methodology. OGS will notify Contractor in
writing if approved.

b) AMENDMENTS: “Amendments” are changes that are not specifically covered by the
terms and conditions of the Centralized Contract but inclusion is found to be in the
best interest of the State. Requests for product changes and other requests that
would regquire changes to the terms and conditions of the Centralized Contract
would fall into the Amendments category. Contractor must provide a written
justification of reasonableness of the price levels offered in the applicable Program
Agreement and a statement expiaining why it is in the best interest of the State to
approve the requested amendment. Amendments typically require negotiation
between OGS and the Contractor. OGS will work directly with the Contractor to
obtain the required documentation for each requested amendment and notify
Contractor in writing if approved.

(2) CONTRACTOR’S SUBMISSION OF CONTRACT MODIFICATIONS: In connection with any Contract
maodification, OGS reserves the right to:
s request additional information
e reject Contract modifications
e remove Products from Contract modification requests
¢ request additional discounts for new or existing Products

(3) PRICE LEVEL JUSTIFICATION — FORMAT: Contractor is required to submit the Product and price
level information for the update in an Excel spreadsheet format electronically via e-mail (and in hard
copy if requested by OGS} to the OGS Contract Administrator. The list must be dated. The Product and



price level information should include and identify {e.g., by use of separate worksheets or by using
italics, boid and/or color fonts):

» Price level increases

e Price level decreases

e  Products being added

(4) SUPPORTING DOCUMENTATION: Each modification request must include the current contract pricing
discount relevant to the Products included in the update.

(5) SUBMITTAL OF MODIFCATION REQUESTS: A Contract modification request must be accompanied by
a completed Contract Medification Form. Contractor should briefly describe the nature and purpose of the
update (e.g., update requested in order to reflect a recently approved GSA schedule, to restructure the price
level to its customers generally, and/or for new Products which fall inte a new group or category that did
not exist at the time of approval of the Contract by OGS). The Coniract Modification Form raust contain
original sighatures by an individual authorized to sign on behalf of Contractor and must be notarized.
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