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RMS Attachment 1 - Functional Requirements Niche Response 
 
Note: This RMS Attachment 1, Functional Requirements provides the response provided as part of the Contractor's technical proposal for the New 
York State Police Records Management System project used as the benchmark to establish this Aggregate Agreement. The Contractor, Niche 
Technology Inc, and the Products offered under this Aggregate Agreement are required to adhere to the functionality contained in this response. An 
Authorized User should review the functionality described by the Contractor in this Attachment and should use this information as a baseline for the 
Statement of Work. Authorized Users should also determine if any changes are necessary to meet the specific project requirements when working 
with the Contractor to develop the Authorized User Agreement. Please see Attachment D, How to Use the Aggregate Agreement 18-02, for 
additional information when working with the Contractor to develop the Authorized User Agreement. 

 
Contractor Name: Niche Technology Inc. 

 
Requirement Type - Functional Requirements 

 
 
Instructions: 

• For detailed definitions in this document, refer to Attachment B - Glossary of Terms. 
• The following requirements are labeled as mandatory (M) or desirable (D) requirements. If the RMS Contractor is unable provide a solution 

to meet a requirement that is identified as mandatory the proposal will not be further considered.  
• For each requirement check the appropriate box: 

• Offered – RMS Contractor provides functionality to meet stated requirement  
• Not Offered – RMS Contractor does not provide functionality to meet stated requirement 

• For each requirement marked as offered provide a comprehensive description of how your solution meets the requirement. Examples of 
preferred functionality have been included in some requirements. Although not mandatory, contractors are encouraged to address if and 
how these examples are included in the solution. If additional space is needed the Contractor shall clearly label their response with the 
requirement identifier. 

• NYS reserves the right to allow the Contractor to correct obvious errors of omission. 
• In addition, requirements below indicating CJIS compliance must adhere to the FBI Criminal Justice Information Services (CJIS) Security 

Policy.  For more information regarding NYS Information Technology Services Information Security Policies and Standards refer to the 
following link:  https://www.its.ny.gov/eiso/policies/security  

https://www.its.ny.gov/eiso/policies/security
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Req 

Status 
Requirement 1:  Help  
 
The proposed solution shall provide comprehensive help features. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
New York State requires an established help function for both the field and work station units. 
 
Examples of Preferred Functionality: 

• Provide a help menu for all screens and forms accessible via hot keys 
• Provide searchable, electronic help documentation for software use available in online and offline capabilities 
• Provide a customizable help function that allows for agency specific definitions and language to include field and screen level help 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations. 

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Help 
Overview 
NicheRMS provides a comprehensive help system that is: 

• Easy-to-access from any device and on all screens and forms 
• Searchable and available both online and offline 
• Fully customizable 

Preferred functionality 
Provide a help menu for all screens and forms accessible via hot keys 

NicheRMS provides immediate help in a side panel that can be displayed or hidden using a single mouse click or finger tap. When the side 
panel is active, the help is instantly available with no hot key necessary, and without covering the user’s current work. 
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Provide searchable, electronic help documentation for software use available in online and offline capabilities:  

NicheRMS provides a wide range of help material, including instant help in the form of error messages and context-sensitive field help and 
more extensive help in the form of searchable manuals and videos. 

Provide customizable help function that allows for agency specific definitions and language to include field and screen level help:  

Niche provides out of the box software-level help as a starting point for agencies using NicheRMS. Agencies can manage their own agency 
specific definitions and instructions at both field and screen level. We encourage customers to customize the help to support their own 
business processes. 

Supplementary material: Help options in NicheRMS 
NicheRMS provides a range of options for adding user assistance at the point of data entry, from standard tooltip help to our Niche Assistant 
– a side panel that offers more extensive help, including how-to videos. The following types of help content are supported: 

• Field level tips and error messages 
• Targeted, data-driven nudges 
• Access to internet or intranet help websites 
• Links to published material and computer-based training (CBT) 
• Links to videos 
• Live chat integration with the agencies local help desk (where available) 
• Peer support through VoIP, forums or chat  

The emphasis in these help systems is on placing the assistance that users need as close to the point of data entry as possible. Niche 
personnel will work with NYSP project team to assess what help users need, so that the correct information can be made easily and quickly 
available to them. 

NicheRMS Assistant 
NicheRMS has an Assistant feature that integrates support at the point of data entry, but without intruding on officer workflow.  

The Assistant responds to an officer’s immediate need (“What do I do next?”) and provides just-in-time help, taking job, skill level, role, 
performance history, etc., into account. A key feature is that it leverages rich data about an officer’s situation live in NicheRMS and delivers 
context-specific assistance to users, no matter where they are. It is meant to be a living / evolving system that can be updated incrementally 
to optimize user performance. 
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Features of the Assistant:  
• Context-sensitive: updates itself instantly based on what the user is doing.  
• Configurable and programmable. 
• Different help modes based on the user skill level, e.g., new user and expert user modes. 
• Includes both system and policing topics.  
• The agency can provide targeted, data-driven “nudges” based on user psychology – many small pushes in the right direction often 

works better. 
• Agencies can provide rich content including videos, live help desk and peer support through VoIP, forums and chat. Content can be 

evolving, social and engaging. 
• Encourages continuous learning through tutorials, short videos, and tips (short for on-the-job and longer for downtime). 

The Assistant option appears automatically in a collapsible sidebar of the NicheRMS app. The main goal of the Assistant is to provide 
the right information for the right officer or investigator at the right time. The Assistant displays help as users work, and the information that it 
displays depends on what view is active. It tracks what the user is doing, and provides targeted help that they need. In addition, different 
levels of help can be provided based on the experience of the user. The Assistant provides help that is context-sensitive and updates 
immediately. It is unobtrusive but readily available, and the help content is entirely under the control of customer system administrators. 

For example, from the Home view, the Assistant displays a general set of help topics as we show here:  
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From an officer data entry form, the Assistant displays help specific to the particular view the officer is working in. In the example below, note 
the other visual cues provided: yellow shading indicates mandatory fields.  

 

Bookmarks for navigation and tracking progress 
For records with many sections, you will also see a Sections list, as we show in our example at the right. 
These are bookmarks. Users can click a bookmark to jump to that section of the record. This means less 
time spent scrolling looking for a particular part of a long form or record. 

Note the icons provided.  
• A green checkmark indicates a section that has been completed. 
• A yellow exclamation indicates a section where mandatory information is missing. 

These provide users with a “trail of breadcrumbs” – it allows officers to fill in the information in any order they 
want to, while still making it easy to see which sections are not complete yet. 

  

                                  
                                   

                            
                             



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 6 of 317 
 

November 2018 RMS Attachment 1 
 

Built-in computer-based training (CBT) 
NicheRMS Assistant can provide direct links to CBT options. This provides parallelism in training, allowing 
training to be carried out for large numbers of users at the same time. It also allows for different learners to 
progress at different speeds. This can be used in conjunction with standard classroom training: the possibility 
exists to allow students to progress through the CBT material at their own speed, with an instructor available to 
answer questions. It also provides a refresher that officers can access at any time following training. 

NicheRMS delivers this through the use of Personal training domains. In traditional classroom based training 
for 20 users, a training team would have to construct 20 sets of material—unique exercises and database 
content to support each user. If there were multiple classrooms running simultaneously, each would have to 
have a unique training environment so that the classes do not interfere with one other.  

With the NicheRMS personal training domain, a single set of course material and database content can be 
developed and administered for training the entire group of users. Features: 

• Each user has one or more individual training “domains” (sandboxes). 
• Personal training domains are initialized with material needed for particular course/lesson. 
• Course material can include videos and interactive Assistant content. 
• A help desk call available if officer needs immediate help from training personnel, or forums for slow-time help. 

NicheRMS integrated CBT can assist with initial system training, remedial training and training on specific NicheRMS jobs. It is flexible and 
manageable and simplifies the delivery of new system training to a large number of users distributed across a large geographic area, 
minimizing the impact on operations, in both a timely and cost effective manner.  

It is often easier for a skilled user to create a video than to create a written manual and it may be easier for other users to follow. We see this 
being used not only as standalone CBT but actually as part of classroom style training where Officers work at their own pace. 

For example, in recent training experience with classroom style training, quick users were taking 30 minutes to get through a lesson, and 
slower learners were taking 90 mins to get through the same material. This approach allows a faster learner to continue on and finish earlier 
and get back to their day job, while the slower learner can learn at their own pace without feeling like they need to compromise their 
learning. This could cut down on the time spent in classrooms and the soft costs of having an Officer off the road and in a classroom. 

Tooltip help 
The standard installation comes with a set of tooltips for the NicheRMS application – these can be edited by agency administrators, e.g., to 
add content that incorporates local rules and procedures. To access tooltip help, users simply position the mouse pointer over the field they 
would like help with. Experienced users can turn this feature off if they don’t want to use it. 
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Status-line help: In addition, when a user places a cursor in a field, field-level input help may be provided in the Assistant side panel.  

Online manuals 
Other online reference manuals can be provided from a standard Help menu. Niche supports PDF manuals, Word document or standard 
HTML help files. Your agency can easily replace Niche’s default manuals with their own custom manuals that incorporate local procedures 
and operating practices.  

Validation/Error message help 
NicheRMS views include a validation check that is triggered when the 
user presses a button, or in some cases when a user navigates away 
from a view without providing mandatory information. In the example 
shown to the right, the user clicked a Check incident button was for 
an Incident record, and received the following error indicating 
mandatory information that is missing. 

Action log templates (guidance built into forms) 
User guidance can be also provided within a data entry template configured by the agency and made available as an Action log entry option 
on any Incident record, Filing package or Person record. Note the guidance provided within the example below. Agency administrators can 
create and update these types of formatted templates at any time, with no assistance required from the vendor. Note that different templates 
can be provided for different user domains, allowing the NYSP some flexibility in the forms that are provided to different troops. 
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Req 

Status 
Requirement 2:  Agency Definable Fields 
 
The proposed solution shall provide the ability to configure agency definable fields. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police have a variety of responsibilities that may result in unique data collection needs.  As these responsibilities evolve and data 
collection needs change, agencies will need the flexibility to configure fields to capture previously un-captured.   
 
Examples of Preferred Functionality: 

• Ability to configure the type of fields (drop down vs. free text) 
• Ability to disable/enable fields 
• Ability to enable fields based on case type 
• Ability to define a default value for a field 
• Ability to modify code tables without Contractor assistance (ex. NYS Coded Law Table, evidence locations, NCIC code tables) 
• Ability to perform above with no or minimal Contractor assistance 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations. 

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Agency Definable Fields 
Overview 
NicheRMS is a highly configurable COTS product, designed so that customers can configure the vast majority of the NicheRMS app without 
requiring a developer or software source code changes. While some system wide configuration must be carried out by Niche, such as 
switching functions on or off, much of it can be carried out and maintained by New York State system administrators. Niche project staff are 
there to support, guide and train customers through the necessary configuration tasks during the implementation project, and they remain 
available to customers on a long-term basis following go-live. 
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The Niche project team provides customers with ongoing knowledge transfer during the NicheRMS project, and provides access to 
NicheRMS system administrator functions based on user roles and permissions.  

Preferred functionality 
Ability to configure the type of fields (drop down vs. free text) 
NicheRMS is a COTS system meaning the majority of field types are already well-established. This enables customers to quickly implement 
standard NicheRMS functionality. If there is a need to change a field type, Niche Technology makes these changes as part of our standard 
Warranty and Maintenance support. If preferred, Niche can implement a process for New York State personnel to manage drop down lists 
and similar options themselves. However, because Niche includes this type of work in our standard Warranty and Maintenance plan (i.e., no 
additional fees), and we can provide updates within 48 hours, no existing customer has done this. 

Ability to disable/enable fields 
Fields can be disabled or enabled based on user role, e.g., an approval checkbox that can only be can be selected by users who are logged 
in as supervisors. The customer controls both the user role permissions and who they are assigned to.  

Ability to enable fields based on case type 
Fields can be enabled or disabled based on business rules. Business rules are used to determine which fields and reports are mandatory, 
based on incident type. The business rules are configured during project implementation, but can be accessed by customers after go-live. 

Ability to define a default value for a field 
The customer can set default values for any NicheRMS field. This is done using system parameters, which are entirely under the control of 
customer system administrators. Niche provides documentation and training. 

Ability to modify code tables without Contractor assistance (ex. NYS Coded Law Table, evidence locations, NCIC code tables) 
Code tables such as statute and charges, evidence locations, and statistical codes are configured and loaded in bulk into NicheRMS. Once 
loaded, the customer can update and modify these codes as needed. 

Ability to perform above with no or minimal Contractor assistance 
Ideally, we aim for our customers to become as self-sufficient as possible in the everyday running and administration of the software. 
However, while your agency can configure and maintain most of the features listed above with no assistance, other features may require 
Niche Technology assistance. 

• Agency administrators and project staff will be trained to maintain and update many system features by adjusting system parameters, 
report definitions and business rules.  

• Changes to field definitions and drop down list options are managed by Niche because they affect interfaces, forms, output reports 
and app triggers.  
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If necessary, Niche Technology can implement a process for New York State personnel to manage drop down lists and similar 
options themselves. However, because Niche includes this type of work in our standard Warranty and Maintenance plan (i.e., no 
additional fees), and we can provide updates within 48 hours, no existing customer has done this.  

Extension of the NicheRMS data model: we allow extension of the NicheRMS data model to record custom data elements related to 
Persons, Incidents, Vehicles, etc., if this is needed to meet specific local data capture requirements. This data is stored as XML format 
reports; the UI for the extended data model has the same look and feel as the rest of NicheRMS. 

See below for a summary of our system’s configurable features. 

Supplementary material: Configurable features in NicheRMS 
NicheRMS provides a large number of configurable features, the most important of which are described below. There are two configuration 
streams: Application configuration and Database configuration.  

Application configuration 
Application configuration refers to options for modifying the NicheRMS application without having to access or alter the source code.  

Metadata configuration files are unique to each customer: Niche Technology uses the same NicheRMS source code for all customers; 
we manage individual customer configurations using metadata “mods” to enable or disable specific options. Each customer’s mods are 
maintained in a metadata configuration file that is separate from the system source code. It is this metadata configuration file that makes 
each customer’s NicheRMS version unique, while still based on a single set of source code.  

If a customer changes or updates their business processes after go-live, these mods can be changed. This process is extremely flexible, 
repeatable and safe. Niche can make configuration changes very easily. Each version that we deliver contains all of the customer’s 
previously requested mods. 

This is a process that is unique to Niche and important – this is how the NYSP benefits from 19+ years of production use by existing 
customers. It reduces the risk of implementing a new NicheRMS system, guarantees that the NYSP can have a unique configuration, and 
ensures that customers never lose configuration settings during upgrades or end up with NicheRMS software that cannot be upgraded.  

The following application options are configured by Niche Technology based on customer requirements: 
• Enabling or disabling entire blocks of functionality, such as Property management and Jail management. 
• Configuring user interface details such as UI and field labels, ID number names and formats, activation/deactivation of specific data 

entry forms, etc. 
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• Drop down list values – NicheRMS provides standard drop down lists (picklists) throughout the application. At the beginning of the 
project we help you to install a version that already uses a set of values from an existing customer that we think is a good match. The 
NYSP can then identify which drop down list values they want to add, remove or modify, and Niche implements the changes.  

• Drop down list values can affect interfaces, forms, output reports and app triggers, for example different data validation rules may 
apply depending on what value the user has selected from a drop down list. For this reason, Niche typically manages these types of 
fields for customers. As we have said, Niche can implement a process for New York State personnel to manage drop down lists and 
similar options themselves, if needed. However, because Niche includes this type of work in our standard Warranty and Maintenance 
plan (i.e., no additional fees), and we can provide updates within 48 hours, no existing customer has done this. 

• Business rules – Business rules define mandatory fields and end user error messages. The NYSP can decide whether to manage 
these themselves or have Niche manage them.  

• Application branding, including the use of the Police agency’s crest, the name of the application, the desktop icon and the restricted 
use warning. 

• Application authentication options. 
• CAD interface configuration. 
• NAV load scripts (for address validation). 
• Data quality management settings and repeat calculation settings. 
• Grace periods for modifying or deleting reports. 

Database configuration  
Database configuration refers to options for modifying features that are managed in the database rather than in the NicheRMS source code.  

At the beginning of the project Niche Technology provides you with a skeleton database that contains a basic configuration. It is a starting 
point to which all additional customer database configuration can be added. The configured database is later used for training, data 
conversion testing, acceptance testing and finally, production go-live. 

During the project, the customer project team works through database configuration steps that typically include the items listed below. These 
features are initially set up with assistance from the Niche team, but customer system administrators are trained to configure and maintain 
them. Niche provides a quick-loading mechanism for many of the configurable items listed below.  

Customer-configurable NicheRMS database features 
Organizational 
structure  

Organizational structure is important in NicheRMS because it affects security (through ACLs) and 
Workflow/Tasks related to supervisor assignments, unit membership, etc. System administrators can: 

• Configure unit hierarchy 
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(unit structure and 
hierarchy) 

• Create or delete units and 
• Add or remove users from units 

Some customers use a Niche-supplied interface to automatically maintain the organizational structure based on 
output from an HR system.  

User management Users can be added, removed and modified as required. 

Security and Roles Customers can add and update user role definitions, standard ACL definitions and the assignment of users to the 
domains, roles and data classifications (ACLs used in a particular way). 

Filing package 
assembly templates  

These are sets of templates used to  
• Define and organize sets of documents required for different types of court cases, and  
• Generate filing packages based on reports already prepared in relation to an incident. 

Form templates  Customer administrators can manage templates for all forms being provided as fielded Word documents. Users 
can select these and click a button to auto-populate them with data from the NicheRMS database. The forms can 
be printed and and/or stored as attachments to database records.  

Output reports NicheRMS has 350+ standard output reports that can be customized for the NYSP. The NYSP can create and 
add additional reports as needed (XSLT format).  

Arrest offense/ 
reason codes 

Definitions of arrest offense/reason codes required for arrest and custody reporting.  

Charges and charge 
wordings 

Definitions of statutes and charges, including all related statistical codes. In use, officers and other police users 
will be able to select standard charges and charge wordings from a selection list as part of adding charges for an 
arrest or citation. 

Log entry templates Standard template definitions for Action log entries and Jail management log entries. Administrators can set up 
templates for different types of log entries. 

Standard code 
tables 

Customers can create and maintain custom selection lists (i.e., custom drop down lists) for any text fields in the 
system.  

Standard incident 
types 

Standard incident type definitions for Incident records in the database. Definitions include incident type details, 
stats codes and retention rules. In use, a user will select the incident type for the incident they are reporting on, 
and this will automatically trigger business rules that affect mandatory fields and other data validation rules. 
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Property storage 
locations 

Storage locations recorded in NicheRMS represent physical locations where property items are stored. 
Administrators can create and maintain these storage locations in the system. As users tag and add property 
items to the system, they can check them into and out of particular storage locations.  

NIBRS/UCR 
Statistical codes 

Stats classifications for Incident records are typically bulk loaded into the database during the implementation 
project, but they can be manually managed and maintained by system administrators. The options provided are 
specific to the legal and statistical reporting requirements required for each installation. 

Task workflow Functionality for defining and maintaining task workflow templates to automate the workflow and generate tasks 
in areas where a specific sequence of tasks must be performed by a number of different people. 

Business rules Business rules define how the system interprets and validates the data being entered, e.g., mandatory fields and 
data validation rules. Niche works with customers to develop a complete set of business rules during the 
installation project. Agency administrators can view and edit business rules.  

Standard field help Functionality for defining and modifying HTML field help that can be added to any field on any window in the 
application.  

System parameters System parameters are used to control application behavior, for example they are used to establish numbering 
sequences and default field values. 

Assistant System administrators can manage the interactive context-sensitive help information that will be displayed for 
users. 

Custom Searches System administrators can configure custom searches to extend NicheRMS search functions, for example, to 
create queries for extracting data from the database. 

Other configurable functions that the NYSP can manage include: 
• Client INI files for managing workstation configuration, for example you can set up profiles for users with special needs 
• Audit log setup and loading 
• Full text searching 
• Peripheral hardware setup 
• Bulk document loader utility (for rapid loading of files into the database) 
• Report runner utility for automating production of specified reports 
• Niche Address Verification (NAV) 
• Automatic update service and source files 
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Req 

Status 
Requirement 3:  User Dashboard  
 
The proposed solution shall provide the user with a centralized location to manage their work. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
Within the current NYSP RMS, the user is not provided a central location from which they can manage (e.g. view, access, assign, update, approve, 
accept) their current work.   

Examples of Preferred Functionality: 

• Provide the ability to configure based upon the user’s role, assigned unit, and/or access rights 
• Provide user access to work specific to the user or unit (e.g. “submitted cases”, “open cases”, “returned cases”, “open warrants”, “overdue 

assignments”) 
• Display the status of their work  
• Provide the user with the ability to see the total count of each item of work  
• Provide a summary of each item of work consisting of a subset of fields from within the associated case. 
• Provide the user the ability to sort their work (i.e. by priority, by date of entry, etc.) 
• Provide the user the ability to configure “look and feel” preferences  

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations. 

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – User Dashboard 
Overview 
The NicheRMS Home view appears when users first log in. It is the user dashboard, a centralized location for managing their work, including 
checking and working on their assigned tasks, creating and filling in data entry forms, and carrying out searches.  
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Preferred functionality 
Provide the ability to configure based upon the user’s role, assigned unit, and/or access rights:  
The overall look and feel of the NicheRMS Home view is the same for all users: this supports a primary design goal of providing a uniform 
look and feel to all users.  

However, individual users may see different reports and saved search options based on their role permissions and unit affiliations. Users 
see their own lists of tasks/assignments, active incidents, saved searches and pinned reports. From a security standpoint, users will only 
have access to features that are allowed to them based on their login permissions. 

Provide user access to work specific to the user or unit (e.g. “submitted cases”, “open cases”, “returned cases”, “open warrants”, 
“overdue assignments”):  
The Home view provides a summary of this information, and users click to see details such as:  

(1) Their own Tasks lists 
(2) Their active incidents list (users can view a list of Incidents/Cases they have been assigned to)  
(3) Unit Tasks list (items assigned at the unit level) 
(4) Supervisors can view the Tasks lists of any members of their unit 

Each list can be sorted and filtered. For screen shot examples, please see the detailed overview below. 

Display the status of their work  
The Home view provides you the number of active tasks you have assigned to you, and you can click to see more detailed information, 
including the status of the assigned work. Tasks lists can be sorted based on user-selected filters and sort options, including status. For 
screen shot examples, please see the detailed overview below. 

Provide the user with the ability to see the total count of each item of work  
The Home view provides a summary of the numbers of active tasks, and you can click to see more detailed information, including the total 
count of each type of assignment. Tasks lists can be sorted based on user-selected filters and sort options. For screen shot examples, 
please see the detailed overview below. 

Provide a summary of each item of work consisting of a subset of fields from within the associated case. 
A Tasks list provides a list of assigned tasks. Each item on the list includes key details, such as task ID, title, status, color-coded priority, due 
date/time, task initiator ID, task subject and remarks. If overdue, a large red indicator appears with the listed item. In addition, each item on 
the list provides a link to a detailed Task view that allows the user to interact with the task. For screen shot examples, please see the 
detailed overview below. 
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Provide the user the ability to sort their work (i.e. by priority, by date of entry, etc.) 
Tasks can be sorted by number, task type, status, due date, priority, title and initiator (in either ascending or descending order). When 
combined with filtering options such as New, for items that are not started, or Incomplete, for tasks that have been started but not completed, 
users can generate a focused view of their work. For screen shot examples, please see the detailed overview below. 

Provide the user the ability to configure “look and feel” preferences  
While the overall layout of the Home view is standard for all users, the NicheRMS app allows individual users to set a number of options to 
personalize their Home views, for example the ability to change the text size and add links to favorite saved searches and reports. This is an 
area of current development. We anticipate continuing to work with our customers to provide the desired functionality here. For screen shot 
examples, please see the detailed overview below. 

Supplementary material: NicheRMS User Interface (UI) features 

The NicheRMS Home view  
The NicheRMS Home view appears when a user first logs in. While the overall look and feel of the Home view is similar for all users, each 
user sees the options they are most likely to use, based on their logged in role and unit affiliations.  

Users will each see the same Home view on every device, no matter where they are logging in from, so they need only be trained once and 
can do their job from anywhere. The UI adjusts itself dynamically based on the user device. For example, the buttons that appear on a tablet 
are larger than the buttons that appear for a desktop PC, to allow for user interaction via touch screen. However users will see the exact 
same tasks and notifications and search features whether they are logging in from a desktop PC, a laptop or a tablet device. 

The NicheRMS UI is designed to make it easy to navigate the system and access RMS data quickly, for both occasional and expert users. 
The goal is to provide an intuitive user experience, reduce the training necessary, and improve the quality and timeliness of data captured. 

Standard UI features: the Home view identifies the logged-in user ID and user role (❶), and provides users with one-click access to: 
• Quick search field (❷). The user selects a master index record type from a drop down list (e.g., Person) and can enter data to run 

a quick search. Note user instructions can be provided directly in the search field. 
• Quick links (❸). This list provides one-click access to the forms and options the current user is most likely to use. The items may be 

different for users in different roles. Other less-often used options are available in a side panel. 
• Tasks (❹). The Home view provides a dashboard summary of the current user’s assigned tasks, and provides buttons for direct 

interaction. 
• Side panel options (❺). The Navigation side panel provides an Assistant section with context-sensitive help options. It also 

provides fast access to other options that a user may need, such as additional options for both online and offline quick entry forms, 
other detailed task views, user-saved Favorite searches and so on.  
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Note: Each item on this Navigation side panel is actually a menu, which can be expanded or collapsed. In our example, the Search 
menu is expanded and the other menus are collapsed. 

• Collapsible sidebar. The shaded sidebar provides access to additional side panels such as History, Recent/favorites, and the other 
options shown below (❻). The Settings (❼) button provides access to standard user settings and system administrator options. 

 

  
  

❺ 
 

❸ 

❹ 

❶ 

❷ 

❻ 
 

❼ 
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Options available from the Home view 

Displaying personal tasks and assignments:  
Tasks section buttons allow users to view their own personal Tasks lists and Unit tasks lists (❶). The navigation side panel provides access 
to further options task related options (❷) that supervisors may use for reviewing the work being done by their units.  

 
 
  

❶ 

❷ 
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The next example below shows an example of a user’s personal Tasks list that is displayed by clicking the View button on the user’s Home 
view. The main view shows the current user’s list of personal assignments and notifications and provides standard side panel options for the 
Tasks list (❶).  

From a Tasks list, the user can sort and filter the list (❷), select a task (❸) and navigate to the Task details view. Task details provide 
specific instructions for work to be done and a link to the record that is the subject of the task (❹). Again, the side panel provides options 
suitable for the type of view – in this case, the Assistant and a list of bookmarks for the Task view. 

 
 

 

 

❸ 

❷ 

❶ 

❹ 
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Adding a new record for an Incident, Field interview or other police event:  
The Home view provides options for adding new records, for example, new Incidents or other event types defined by the customer, such as 
Traffic Collisions, Tickets, Intelligence submissions or Field Interview records. For users, the interaction with the UI is consistent throughout 
the system. The Quick Links section provides the list of options that the current user is mostly likely to needed (❶). Different options can be 
provided for users in different roles). Other less-commonly required items remain available from the side panel, as we show below (❷). 

Quick entry forms (QEFs): For users performing standard data entry, NicheRMS provides QEFs that provide users with easy-to-use data 
entry forms for a particular data entry job, for example initial data entry for a Call for Service or Intelligence submission.  

Different QEFs can be provided for different types of events, e.g., traffic collisions, domestic incidents, missing persons, intelligence, and so 
on. However, NicheRMS uses a standard structure that is consistent across all record types. The main report view has sections can be 
expanded for data display and data entry (❸). The side panel provides immediate feedback regarding errors or missing data, and shortcuts 
to different parts of the form (❹). Checkmarks provide a “trail of breadcrumbs” to show users which sections are completed. 

 
 

❹ ❶ 
❷ 

❸ 
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Generating an output report:  
The Home view provides direct access to commonly-used output reports. Users click a toolbar button (❶), select a report (❷), and then 
follow on-screen instructions to print or display the report (❸). Note that the output reports can include interactive links (❹) that allow the 
user to display a particular record from the NicheRMS database. 

     
 

 

 

 

❷ 

❶ 

❸ 

❹ 
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Select and run a Favorite search: The Navigation side panel provides a Favorite searches menu that is 
personal for each user. Users can set up their own personal saved searches for future use. For example, 
if a user needs to produce a weekly report on Fraud or Burglaries in a particular area, they can set up and 
save that search, and then run a report based on the results. In addition, supervisors can set up complex 
searches at a unit level, save them, and then provide them as standard saved searches for their unit.  

Set up and run detailed searches: In addition to the quick search option provided on the Home view 
(❶), the Navigation side panel provides a menu of standard search options for detailed searches (❷). 
Any NicheRMS user can select an option to display a detailed search view where they can set up a query 
using multiple fields, to search for existing records and reports in the database (❸). Our example shows 
a detailed Person search. All searches will query data across the entire, integrated NicheRMS database, 
subject to availability of a wireless network connection and the user’s role permissions. Results can be 
sorted and filtered, and output reports can be generated from the results. 
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Personalizing the Home view 
The existing NicheRMS app allows users to set a number of options to personalize their Home views, for example the ability to change the 
text size and add links to favorite saved searches and reports. 

This is an area of current development. We anticipate continuing to work with our customers to provide the desired functionality here.  

Specifically we can enable users to pick from pre-configured Home views designed for a certain type of user. For example, Patrol officer 
Home view, Response office Home view, Supervisor home view, etc. 

❶ 

❷ 

❸ 
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Interaction with fields 

Constrained values for structured data fields 
The system provides users with constrained value (CV) drop down list fields, wherever appropriate in record and search views. Niche 
provides both standard Microsoft drop down fields, and text fields to which customer system administrators can add custom data selectors. 
Users can search for records based on this data. 

The NicheRMS GUI provides industry-standard data entry fields that support the following: 
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• Standard drop down list fields: for any field where users can select from drop down fields (single or multi-choice, users can enter a 
letter to immediately jump to the options that begin with that letter. For example in this field, the user typed a “W” to jump to the 
Witness option. Note that drop down fields can contain an option of Other as a standard feature. When a user selects Other, 
business rules activate a text field where users can enter free text data. 

 
• Selection lists: for dialogues that offer many choices, users can type a few characters that appear anywhere within the item they are 

looking for. The list of choices will be reduced to include only those items that contain the character sequence typed by the user. For 
example: 

 
• Hierarchical drop downs: some fields are linked so that a selection made in one field automatically determines what options will be 

provided by other fields. For example, in a master index Property record for a Firearm, if you select a Type field option of Gun, the 
Description field will be limited to Gun options, as shown below. If you select a Type field option of Rifle, the Description field 
provides a different subset of options: 
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Basic Windows features 
All NicheRMS user interfaces provide users with a familiar Windows graphical user interface (GUI) that provides: 

• Plain language field labels, choice-lists and selection dialogs 
• Standard navigation options via mouse, keyboard or touch screen (for devices that accept this type of input). The system can also 

accept input from magnetic stripe readers and barcode readers. 
• Standard features such as drag and drop, and cut, copy and paste. 
• Standard keyboard shortcuts, e.g., Ctrl+C for Copy and Ctrl+V for Paste. 
• Option menus with context-sensitive options. 
• Spell checking for reports and text fields.  
• Standard Microsoft print dialogs, word-processing tools, calendars and other components. 
• Full use of color and graphics to make it easier for users to scan for and identify key data.  

Input devices: NicheRMS provides standard Windows-compatible GUI features that support navigation via touch screen, keyboard or 
mouse, depending on the device the user is using. The system uses standard Windows functions. In addition, the system can be configured 
to accept input from other sources such as magnetic stripe readers and barcode readers. 

Keyboard shortcuts and other shortcuts: The system includes standard Microsoft keyboard shortcuts such as drag and drop, and cut, 
copy and paste. We also provide a number of Niche-specific shortcuts, such as the task and search buttons provided on the user Home 
view, and the system navigation options provided by the side panel. 
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Support for users with special needs  
Many NicheRMS UI settings can be configured by administrators, for example, font face, font size, button size and colors. This lends itself 
easily to creating UI configurations aimed at individual users or groups of users with specific needs: for example: 

• Configuration to provide screen labels in a larger font so that users with visual impairments can view the data more easily. 
• Configuration to provide color combinations that are easier for users with color blindness to view. 
• Users can also make simple adjustments on their own, such as increasing or decreasing the font size (❶). 
• Home view settings include an option for toggling between Day and Night views (❷), as we show below. 

NicheRMS has a Microsoft Windows user interface, and this means that NicheRMS supports Microsoft Windows accessibility features. For 
example, the following Windows options are all supported by NicheRMS: 

• The Magnifier can be used to enlarge parts of the NicheRMS UI  
• High contrast mode puts the NicheRMS client into high contrast  
• Narrator will read out text in RMS fields/drop down lists  
• Users can pick a higher DPI to enlarge the UI   

Users can also vary screen colors, fonts, font sizes and font colors using standard Microsoft Windows features. NicheRMS is compatible 
with standard assistive software, and is used with tools such as Dragon Naturally Speaking. 
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❶ 

❷ 
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Req 

Status 
Requirement 4:  Internal System Notifications 
 
The proposed solution shall allow users to send notifications to other users within the RMS. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
As one of the primary information gathering and sharing tools to be utilized by the New York State Police, it is imperative that officers utilizing the 
system keep fellow officers informed of ongoing investigations.   

Examples of Preferred Functionality: 

• Provide the ability to create, edit, and delete a notification 
• Provide the ability to direct notifications to specific users and/or user groups 
• Provide the ability to sort notifications 
• Provide a summary of each notification with a link to the full notification 
• Provide the ability to remove notifications prior to expiration of said notification based on user action 
• Provide the ability to display a user-specified number of notifications, including the total number of notifications (with a link to a complete listing 

of notifications) if there are more notifications than specified by the user 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Internal System Notifications 
Overview 
NicheRMS provides two related mechanisms for user notifications.  

1. The Home view provides a Messages option that is used for broadcast messages, and NicheRMS system notifications regarding 
new task assignments and new Tasks list notifications. 

2. Tasks lists provide detailed notification messages. 

NicheRMS notifications are managed within the NicheRMS app where they are fully auditable for their full lifespan. 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 33 of 317 
 

November 2018 RMS Attachment 1 
 

Preferred functionality 
Provide the ability to create, edit, and delete a notification 

Notifications can be created and edited as we describe below.  

Provide the ability to direct notifications to specific users and/or user groups 
The NicheRMS broadcast messaging function allows broadcast messages to be directed to user groups. Tasks are used as notifications 
directed to specific users or units – the notification appears in the Tasks list view for an assigned user or police unit. 

Provide the ability to sort notifications 
Tasks lists can be filtered and sorted using a range of criteria, as we show below. 

Provide a summary of each notification with a link to the full notification 

Tasks list views include a summary for an assigned user or police unit. Users click the notification to view the full details. The full details can 
contain links to any database record(s) related to the notification. 

Provide the ability to remove notifications prior to expiration of said notification based on user action 

Messages can be dismissed after having been viewed. Tasks list are dealt with by clicking a Competed button. This removes it from the 
user’s active Tasks list view, but it remains in the system forming an audit trail that the user read and acknowledged the notification. 

Provide the ability to display a user-specified number of notifications, including the total number of notifications (with a link to a 
complete listing of notifications) if there are more notifications than specified by the user 
The Home view provides a shortcut to the user’s tasks and notifications. The list has a total displayed at the top. Your tasks list can be 
sorted and filtered. The list will show the total number of notifications in the user’s list, and will display the complete list of notifications for the 
user to choose from. Users set their number of notifications in their preferences. The user sees a More button if their list contains more than 
their preferences. 
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Supplementary material: Internal System Notifications 
NicheRMS allows alerts and notifications to be sent to other NicheRMS users. There are several ways in which this can be done, depending 
on whether the notification is sent out as a general broadcast message or directed to individual officers or units. 

Broadcast messages and automated notifications on the Home View 
The NicheRMS Home view includes a Messages side panel, as we show below. The Messages icon is flagged in the sidebar (❶) when 
there are new messages for the current user. Note the user options for dismissing and viewing messages (❷). Once dismissed, they 
disappear from this list.  

 
 

❶ 

❷ 
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Side panel messages include: 
• Broadcast messages sent by an user with administrative privileges (see below).  
• Alerts when the current user has been assigned a new Task in their Tasks list. 
• Alerts when the current user has received a new detailed notification in their Tasks list. 

As we show below, broadcast messages can be sent with either Normal or Urgent priority, and are automatically sent to all users in a 
domain. Urgent messages pop up immediately. Normal messages simply appear in the user’s Messages side panel. 
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Detailed notifications in Tasks lists 
Detailed notifications appear in user and unit Tasks lists. Notifications may be provided automatically or manually, as we describe in the 
examples below. When a detailed notification arrives for a user, the user will see a message in the Messages side panel of their Home View, 
and the number of tasks on their Tasks dashboard increments. For more on tasks/assignments, see Requirement 18 on page 165. 

The notification appears as a “For Your Information” task (❶), which the user can display. The detailed notification appears in a Task view 
(❷) that can include a link to a subject record (❸). The notification stays active until the user clicks Start to acknowledge it.  

 
 

 

 

❸ 

❶ 

❷ 
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Manual notifications directed to specific users or groups of users 
NicheRMS uses its internal Tasks/Messages list for all internal officer- or unit-specific notifications. All notifications include direct links to the 
records or reports that are the subject of the notification, so that the officer can move directly to the item in question, and all interactions are 
automatically captured by the auditing system. 

This example shows a setup screen for a “For your info” notification that can be directed towards one or more officers or other police 
users/units.  

The Task view provides specific fields and sections for providing the details of the notification, including the ability to add a link to one or 
more database records. It results in a notification task that appears in their Tasks lists as we have shown above. 
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Automated notifications generated by workflows or flags. 
Notifications can be automatically generated via automatic workflow, i.e., the work done in connection to an investigation can automatically 
trigger a notification to a particular user or unit. For example, the workflow for an investigation may trigger a notification to a Victim Support 
unit when a victim is linked to the Incident record for an investigation. For more on Workflows see Requirement 19 on page 174. 

NicheRMS also provides a set of standard flags that can be attached to any record in the database. We describe these in detail in our 
response to Requirement 7 on page 51. In addition to their other functions (e.g., alerting officers regarding a Warrant or a person BOLO), 
these flags can also trigger automated notifications. For example, the system has a “Notify if” flag that allows users to define a set of 
conditions that will trigger a notification. Please see below for an example of a set up window for a “Notify if” flag: 

Example of a flag that generates a notification: the Notify if flag 
If the conditions of this flag are met, e.g., if a new person is linked to an Incident record, the flag is automatically triggered and the system 
generates a notification for the person(s) and/or unit(s) defined on the flag. If a unit is notified, the notification appears in a list or messages 
for the unit. This notification automatically appears in their Tasks/Messages lists and they will see it the next time they look at their Tasks list: 
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Req 

Status 
Requirement 5:  Electronic Signature 
 
The proposed solution shall allow for the capture of electronic signatures. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
A major component of this RFQ is to create an environment in which the New York State Police can document and store as much information as 
possible within the RMS system.  This includes signatures required of persons employed by these agencies, as well as members of the public.  
Currently signatures are captured for purposes such as: return of property to civilians, signatures on depositions and statements, chain of custody to 
document transfer of all property.   
 
Examples of Preferred Functionality: 

• Capturing through electronic signature pad 
• Utilizing a user ID and password 
• Scanning of ID card 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Electronic Signature 
Overview 
NicheRMS provides several options for capturing and storing electronic signatures. 

Preferred functionality 
Capturing through electronic signature pad 
NicheRMS currently integrates with ePad signature tablets and “scribble” signing via mouse and with a stylus on tablet screens. Other 
signature pad hardware is possible and can be considered for this project. 
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Utilizing a user ID and password 

NicheRMS allows officer signing via user ID and password. This is commonly used as an e-signature for officers and other personnel with a 
user ID in the NicheRMS system. There are several options. See below for examples. 

Scanning of ID card 

NicheRMS does not currently accept ‘scanning of ID card’ as a signature. As part of the NYSP project, we can explore the use of ID card 
scanning as an additional signing function. Currently, NicheRMS supports electronic signatures using a username and password and 
electronic signature pads. Additionally, we are strengthening the username and password signing with the use of smart card-based x509 
signing, which may be applicable to this requirement. 

Supplementary material: Electronic Signature 
NicheRMS allows electronic signatures to be captured on a variety of data in the system, providing evidence that a particular user or 
external party “signed off” on the data. NicheRMS allows "Username and password" signing, electronic signatures via signature tablet and 
signing using tokens/smart cards. NicheRMS can be configured to add electronic signatures to any document or report. As well, electronic 
signatures are captured in property management and police custody. See below for some examples 

Signatures on property control transactions  
All property control transactions (tag property, add property, check-out property, etc.) have two signature fields that may need to be filled-in 
before the transaction can be completed. Note that the requirement for signatures depends on the rules setup for your specific configuration.   

 

❶ ❷ 
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The Inv. Person sign button (❶) is for an involved person or officer signature. This signature would be a second signature required in 
addition to the signature of the officer who is completing the transaction. The button is typically set up to accept signatures from a signature 
tablet. See Example 1 below for an illustration of signature tablet signing. 

The Officer sign button (❷) is for signatures required from the officer performing the transaction. The button is typically set up to accept a 
user name and password as the signature. See Example 2 below for an illustration of password signing. 

There are two ways you can add a signature in NicheRMS: using a signature tablet, or entering an officer name and password. The method 
required for each transaction depends on your configuration. 

Example 1: Adding a signature using a signature tablet  

Some signature buttons may require a tablet signature. If your configuration is setup for tablet signatures, then you can use a touchscreen 
tablet or signature tablet to add a signature. However, if your configuration is not setup for tablet signatures (or if a touchscreen tablet is not 
available), you can simply type the name of the officer in the Name field without having to add an actual signature. 

Note: The Inv. person sign button is being used for this example; however, both signature buttons can be configured to require a tablet 
signature.  

1. Click or tap the Inv. Person sign button (❶). A signature tablet view appears (❷). By default, the signature tablet view expands to 
cover the entire screen. This view is touchscreen compatible but is not resizable.  

 
2. Enter the name of the person signing the transaction into the Name field (❸). Once you complete this step the Accept sig. button 

might become active (depending on your configuration), allowing you to accept signatures that only include a typed name. 

❶ 

❷ 
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3. Write your signature directly on the signature field (❹) using a touchscreen / signature tablet.  
Note: In some configurations, the system allows you to accept signatures that only include a typed name with no actual signature in 
the signature field.  

4. Click or tap the Accept sig button (❺) to accept the signature and return to the transaction view.  

5. When you return to the transaction view, it shows the name of the Inv. person who signed, and the signature button is no longer 
available (❻). To change the signing person, you must click the Cancel button and create a new property control transaction. 

 
 

 

 

 

 

 

 

 

Example 2: Adding a signature using a user name and password 
Some signature buttons may require a user name and password signature.  

❸ 

❹ 

❺ 
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Note: The Officer sign button is being used for this example; however, both signature buttons can be configured to require a user name and 
password signature. 

1. Click the Officer sign button (❶). A user name and password signature view appears (❷). 

 
2. Enter your User name and Password (❸) – use the same user name and password combination that you would normally use when 

logging into NicheRMS.  

3. Click the Accept sig button (❹) to accept the signature and return to the previous transaction view. This button only becomes active 
after you enter a user name and password. 
When you return to the previous transaction view, it shows the name of the signing officer and the signature button no longer 
available (❺). To change the signing officer, you must click the Cancel button and start a new property control transaction. 

 
 

 

 

❶ 

❷ 

❸ ❹ 
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Signatures in Police custody 

NicheRMS supports the capture of electronic signatures across all relevant parts of the arrest report, from all devices. Signatures from the 
detainee (or appropriate adults) and external officers can all be obtained using signature pads, touch screen computers or, if in use, mobile 
handheld devices. Many actions that can be carried out from the arrest report require a signature, for example, to authorize detention, 
complete a risk assessment, complete a care plan, complete a detainee search, perform a cell check, move a detainee, add bail details, etc.  

Capturing signatures using Microsoft Word form templates 

NicheRMS includes a number of structured data entry forms and reports that can be configured to require a signature within a Microsoft 
Word form. Options for these reports appear on the same user option menus as other data entry reports. The document opens with blank 
fields that can be populated with NicheRMS data by clicking or tapping RMS doc import. The user can then type in further text and add 
signatures. See the example below. 
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Req 

Status 
Requirement 6:  Alerts 
 
The proposed solution shall provide the ability to set cautionary indicators on records within the system.  

Offered Not 
Offered 

M ☒ ☐ 

Background: 
As law enforcement officers interact with the public, they may find it necessary to provide fellow officers with alerts regarding interactions (i.e. 
combative, known drug user, known runner, drug house, weapons, hazardous materials, sex offender, etc.). Multiple alerts may have to be placed on 
the same record.  These alerts serve to provide officer safety and other cautionary information about situations that could arise through interactions 
that they have.   
 
Examples of Preferred Functionality: 

• Set multiple cautionary indicators on a record to alert user(s) of special circumstances associated with that record (i.e. combative, known drug 
user, known runner, drug house, meth lab, weapons, hazardous materials, sex offender, etc.) 

• Provide immediate visible notification to the user regarding the alert 
• Set alerts for different types of records 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Alerts 
Overview 
NicheRMS has caution flags which are added directly to a master index record for any entity and provide information for officer and public 
safety. The caution appears throughout NicheRMS, wherever the master record is seen. 

Preferred functionality 
Set multiple cautionary indicators on a record to alert user(s) of special circumstances associated with that record (i.e. combative, 
known drug user, known runner, drug house, meth lab, weapons, hazardous materials, sex offender, etc.) 
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NicheRMS provides a wide range of caution types out-of-the-box which are added to as part of this project. See below for examples. A 
single master index record can have multiple active cautions. 

Provide immediate visible notification to the user regarding the alert 
The caution appears as a visible marker on that item, e.g., on a Person or Address location, wherever it appears in NicheRMS, including in 
search results. When officers check the details of a master index Person record, they can easily see that person’s current and previous 
cautions. See below for examples. 

Set alerts for different types of records 
Different options are provided for different types of records. For example, the list of Person cautions is different from Address cautions. See 
below for examples. 

Supplementary material: Cautions  
Cautions can be added directly to a master index record for any entity and are typically used to provide information for officer and public 
safety. Once added, the caution appears as a flag on that item, e.g., a person or address location, wherever it appears in NicheRMS, 
including search results and on the Custody Whiteboard. When officers check the details of a master index record, they can easily see that 
item’s previous history, including current and previous flags and cautions. The examples below show Caution types available for use with 
Person records and Address records – different Caution options can be provided for different record types. 
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Cautions in search results 

Users can search the system to locate records with attached cautions. Cautions are clearly shown, no matter where the record appears in 
the system. The example below shows a search result that includes a person for whom there is a caution, as indicated by an exclamation 
icon (!).  

The letter codes in the Score column indicate what type of cautions are associated with the record. In the example below, “A” is a caution 
code for "Armed and dangerous". The "F" indicates a history of “Family violence”. Further details are provided if you look at the expanded 
summary. 
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Req 

Status 
Requirement 7:  Flagging 
 
The proposed solution shall have the ability to set flags, on records within the system 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police acquires information on cases, people, places, vehicles, property, phone numbers and organizations during their daily 
course of business.  Officers have a need to be able to flag certain records as important to the investigative process.   
 
Examples of Preferred Functionality: 

• Set / remove a flag to notify user(s) to contact designated individual(s) or units.  (e.g., Confidential Investigation contact Trooper Smith at 518-
555-5555) 

• Set a “blind” flag to notify specified user(s) that the record has been searched or accessed without alerting the user who has conducted the 
search or accessed the record. (e.g., Case investigator notified that confidential informant has been searched; the searching user is unaware 
of this notification) 

• Provide the ability to set a start date for a flag 
• Provide the ability to set an end date for a flag 
• Provide the ability to select the method of contact when setting a flag 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Flagging 
Overview 
NicheRMS has flags that can be applied to any type of NicheRMS record.  
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Preferred functionality 
Set / remove a flag to notify user(s) to contact designated individual(s) or units.  (e.g., Confidential Investigation contact Trooper 
Smith at 518-555-5555) 

NicheRMS has an “Active Investigation” flag that will notify users that an investigation is in progress and who to contact. 

Set a “blind” flag to notify specified user(s) that the record has been searched or accessed without alerting the user who has 
conducted the search or accessed the record. (e.g., Case investigator notified that confidential informant has been searched; the 
searching user is unaware of this notification) 
NicheRMS “Search hit” flag does this. Search hit flags notify an officer when another user has looked up a case or entity that they are 
monitoring. The flag creator can set the sensitivity of this flag. For example, notifications can be triggered any time this record shows up in a 
set of search results, or notifications can be limited so that they will only be triggered if someone opens the record. The flag can be obvious 
or covert (blind), depending on the situation. See below for an example of this flag. 

Provide the ability to set a start date for a flag 

All flags have an Effective date field, which can be made mandatory. System defaults can also be set to insert the current date and time 
when the flag is created. 

Provide the ability to set an end date for a flag 

All flags have a Flag exp. date field used to set an expiration date. This field is typically mandatory. Note there is an option to have the flag 
owner notified prior to the expiration date so that they can decide whether or not to extend the flag. 

Provide the ability to select the method of contact when setting a flag 

The notification automatically appears in the Tasks lists for the notified officers or units, which also triggers a message in the NicheRMS 
Messages side panel. If there is a need to provide other instructions for contact, e.g., a phone number or email address, this information can 
be provided in a Remarks field on the flag.  
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Supplementary material: Flags 
Flags are used to notify users about an unusual circumstance attached to a particular record. They can be obvious (e.g., an Alert or 
Warrant), or hidden (e.g., Search hit or “Notify if” flags). Obvious flags trigger a red flag indicator to appear on the flagged record. For 
example, if a person record has an attached Alert or Warrant, that person’s name will appear with a flag indicator wherever it appears in the 
application (e.g., in search results). 

Hidden flags may not appear for all users. For example, a user might set up a Search hit flag on a record to automatically receive a 
notification any time someone searches for that record and opens it.  

NicheRMS provides a set of standard flags that can be applied to any type of NicheRMS record across the entire integrated NicheRMS 
database, including flags on all master index records. Multiple flags can be applied to any master index record. Flags are used to notify 
users or units of special circumstances regarding a given item. The examples below show Flag types available for use with Person records 
and Address records—different options can be provided for different record types. Other flag options may be configured and added as 
required as part of standard system warranty and maintenance. 
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Use of flags and notifications in case management  
While flags and notifications are used throughout the system for a number of purposes, they are useful for setting up automated notifications 
related to case management. We provide two examples below. 

A Notify if flag allows users to define a set of conditions that will trigger a notification. For example, an investigator can set up a flag on an 
Incident record so that they will be automatically be notified if something in the case is added or changed. 
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Search hit flags will notify an officer when another user has looked up a case that they are interested in. As the example shows, the flag 
creator can set the flag sensitivity. For example, they can be notified any time the record appears in a set of search results, or they can limit 
notification so that they will only be informed if someone opens the record. 

 
When a flag is triggered, the system generates a notification for the person(s) and/or unit(s) included on the flag. The notification appears on 
the Tasks list for user or the unit.  

Flag types are configured to meet customer requirements. Other common flag types include Active investigation, Alert, and Reminder. Flags 
on person records can include additional options such as CCW Permit, Chronic offender, No contact and Warrant. 

Each instance of a flag allows you to set who will be notified when the flag is triggered, and this list can include both individual users and 
units (i.e., subscribers to the flag). When a flag is triggered, the system generates a notification for the person(s) and/or unit(s) included on 
the Notify person/unit list for the flag. The notification automatically appears in the Tasks lists for the notified officers or units, which also 
triggers a message in the NicheRMS Messages side panel. If there is a need to provide other instructions for contact, e.g., a phone number 
or email address, this information can be provided in a Remarks field on the flag. 
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The system can also be triggered to notify others based business rules or as part of standard workflows. For example: 
• Business rules may be set up to automatically trigger notifications to a particular officer or unit when certain conditions are met. For 

example, an intelligence submission from a field officer will generate an automatic notification to an agency-defined intelligence unit. 
• Task workflows can also generate notifications. For example, if there is a reporting task related to an investigation, e.g., a report on a 

master index entity record or a task related documenting evidence to an investigation, completion of the task can be used as a trigger 
to generate notifications to other users or units who are involved in the investigation and also any follow-on tasks. 
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Req 

Status 
Requirement 8:    Data Collection \ Form Creation 
 
The proposed solution shall allow for agency specific data collection and form creation. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police have a myriad of responsibilities which shall be tracked within the records management system.  Many of these 
responsibilities require the collection of specific sets of data and the use today of specialized paper forms.  
 
Examples of Preferred Functionality: 

• Provide the ability to guide users to collect specific data sets 
• Provide the ability to populate forms with any information previously entered into the system, with the ability to edit and attach to a case. 
• Provide the ability to output the collected data in a specified format (See RMS Appendix 1 – Sample Forms for examples of current forms 
• Provide the ability for agency specific customized forms to be created with no or limited contractor involvement. 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Data Collection/Form Creation 
Overview 
NicheRMS comes with a standard set of data entry reports and forms that will be configured for use by the NYSP. Your own system 
administrators can also configure and add additional forms for use within NicheRMS. 

Our standard types of data entry forms include: 
• Structured data entry forms: Niche provides structured data entry forms (Quick Entry Forms or QEFs) to support specific 

processes such as Motor Vehicle Collision reporting, Citations and Field Interviews. Niche Technology typically configures these 
types of forms to include agency-defined layout, terminology and fields.  

• Form templates using Microsoft Word: Agency administrators can define fielded forms as Microsoft Word templates. The fields, 
layout, content and labeling on forms are customer-controlled. NicheRMS includes a complete set of data fields commonly required 
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for forms and Niche will add additional fields for each customer as needed. These fielded templates can be auto-populated with data 
from the NicheRMS database. In use, users select these forms directly from menus in NicheRMS. Niche provides documentation, 
samples and training that allows customer personnel to become self-sufficient in adding and maintaining these form templates. 

• Formatted Action log templates: Administrators can build action log templates for recording investigative activities in the Incident 
Action log. Niche provides documentation, samples and training that allows customer personnel to become self-sufficient in adding 
and maintaining these report templates. 

Preferred functionality 
Provide the ability to guide users to collect specific data sets 

For initial data capture, NicheRMS provides Quick Entry Forms (QEFs) and other specialized data entry reports that support this 
requirement. These are electronic report forms that will prompt users to enter the data required for a specific type of data entry task. For 
example we provide QEFs for standard Incident reporting, Field Interviews, Traffic collisions and Citations. 

These forms can be configured to include mandatory fields (clearly indicated by yellow shading) and other user prompts and assistance 
provided at the point of data entry, as we describe for Requirement 1 on page 2. 

Provide the ability to populate forms with any information previously entered into the system, with the ability to edit and attach to 
a case  

Users can generate data entry forms within NicheRMS and automatically populate them with existing incident data. NicheRMS also supports 
fielded Word templates. Many customers use these to provide the standard forms required by their jurisdiction. Users click a button to auto-
populate the form with existing data from an Incident. The form can then be further edited, electronically signed (where necessary). It is 
automatically attached to the record that it applies to, and can be locked when completed. See below for an example.  

Provide the ability to output the collected data in a specified format (See RMS Appendix 1 – Sample Forms for examples of current 
forms)  
NicheRMS can support the forms provided as examples in your Appendix 1: 

• Some of these forms will be managed using formatted Word templates.  
• Other forms will be managed using NicheRMS QEFs and standard output reports. For example, we can provide officers with different 

QEFs for collecting the data for a Traffic Collision or a Citation. The form will prompt officers to enter the correct data.  
• Once complete, Incident data can be populated into official fielded Word templates or standard output reports. 

NicheRMS also includes 350+ output reports that can be used to generate collected data in a required format. We provide details of these 
for Requirement 24: Reporting Tools (page 235). 

Provide the ability for agency specific customized forms to be created with no or limited contractor involvement 
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The agency has full control over all Word template forms, action log templates, and output reports, and can create, manage and update 
these with no contractor involvement. See below for more information and examples. 

Supplementary material: Data entry forms in NicheRMS  
Data entry forms for generating new Incidents, Field Interviews and Intelligence are launched directly from a user’s Home view, as shown 
here. These provide users with guidance and prompts specific to the type of data they are entering. 

 
 

 

 

 

 

❹ 

❸ 
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Structured data entry forms and reports 
In addition to the quick entry forms provided from the Home view, fielded data entry forms may also be available from a menu in the Reports 
section of an existing record (❶), such as the Incident record as shown below. Niche provides these structured data entry forms to support 
specific processes and configures them to include agency-defined terminology, sections and fields.  

The report will open in a data entry format, and the user can fill it in. An unlimited number of reports can be linked to the Incident record for a 
single case. Once created, they appear as links in the Reports section (❷) and users can display an existing report from the link. Note that 
related forms can be grouped into sub-menus (❸).  
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Forms for Warrants, Civil processes, Orders/Restraints and Licenses/Permits are typically provided using these types of structured data 
entry forms. Reports can also be added to involved master index records that are linked to the Incident record. Below, we have provided an 
example of a Missing person report added to an involved person record. 

❶ 

❷ 

❸ 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 62 of 317 
 

November 2018 RMS Attachment 1 
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Forms based on Word templates  
Customer system administrators can define forms as Microsoft Word templates and make them available in the system. Options for these 
reports appear on the same user option menus as other data entry reports.  

The user’s selection opens a document with blank fields that are populated with NicheRMS data when the user clicks or taps RMS doc 
import. The user can then type in further text and add signatures. See the example, next page. 

Features to note: 
• Individual forms can be added, updated or removed at any time by customer administrators, with no assistance or involvement 

required from Niche personnel. 
• All local, state and federal forms can be incorporated into NicheRMS. Adding these forms provides continuity to users who are 

accustomed to their existing forms. This makes training simpler. 
• The forms are configured to be populated from fields from the NicheRMS database. This is simple for users and saves a lot of time 

by removing the need to rekey data into a standard form. 
• Any NicheRMS record can have forms linked to it, including Incident records, and master index records for person, property, 

vehicles, etc. This means that your entire library of forms can be accessed from within NicheRMS.  
• The resulting forms are saved and linked to NicheRMS records. These forms can be searched for and viewed from within NicheRMS.  

There are many benefits to using Microsoft Word document templates including: 
• Most organizations already use the Microsoft Office suite of products and have personnel who are already proficient in its use. Most 

NicheRMS users will already have Word installed on their devices. 
• In many cases, the forms already exist in a Word format, or can easily be converted from a specialty forms package into a Word 

format. Note that if your agency requires forms to be created and stored in another format, Niche Technology would be willing to 
discuss adding this feature as part of this project. 

• In all cases, customer system administrators have full control over all aspects of the forms, and can control which forms are available 
to users. 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 64 of 317 
 

November 2018 RMS Attachment 1 
 

 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 65 of 317 
 

November 2018 RMS Attachment 1 
 

  



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 66 of 317 
 

November 2018 RMS Attachment 1 
 

External files and digital content 
Users can attach external files, including digital media, directly to NicheRMS records including Incident records, and master index records 
such as persons, addresses, vehicles and property. The file is imported into NicheRMS and stored as an attachment to the database record. 
Once imported, users can click or tap a link to open it. The file is opened using the application associated with the file type. 

There are no restrictions on the number of files that can be added: However, if users are opening a file of a particular type, they must have 
an application installed that is capable of opening the file, e.g., Windows Media Player, Adobe Reader, Microsoft Word, Excel, etc. 

External files can also be imported in bulk using the NicheRMS Bulk Document Loader (BDL), a utility that is included with the NicheRMS 
software. A high volume scanner is typically used to scan the documents in bulk into a Windows folder. The BDL accesses the Windows 
folder and attaches the files in bulk to specified NicheRMS records.  

System administrators can set system parameters that control the acceptable file types that can be imported into NicheRMS. This prevents 
users from attaching non-standard files for which other users do not have installed viewers/editors. System parameters also control the 
acceptable size of the imported files. If the file is larger than the system parameters allow, the user is warned and the file is not imported.  

NicheRMS provides a unified user experience covering both documents and photos stored in the system, and digital assets stored in a 
Digital Asset Management system. NicheRMS supports the external files and digital media content in two ways: 

Documents and photos, including bit-maps, TIFF files, PDFs, Excel and Word files 
Users can import these and attach them directly to relevant NicheRMS records. Once imported, users can open them directly in the app. 
NicheRMS can also be interfaced to document management systems if a customer prefers not to store scanned documents in the 
NicheRMS database. It is also possible to store some documents inside NicheRMS and some outside. NicheRMS makes access to 
documents stored in NicheRMS and in external systems as similar as possible so that users do not have to be concerned with where a 
document is stored. 

Audio and video files 
Larger digital assets such as audio and video are usually stored in an external third-party Content Management System. In practice, users 
can add a link to an item stored in an external location. NicheRMS provides a URL, which allow the file to be accessed directly from 
NicheRMS. Although the limit is adjustable, Niche generally recommends that files over about 10MB in size should not be stored in the 
NicheRMS database. NicheRMS can be configured to disallow very large files from being stored in the NicheRMS database. 

When users follow a link from NicheRMS to the digital file, it will be retrieving the data from the Digital Asset Management system. This 
allows NicheRMS users to access and manage video (e.g., CCTV or body-worn video) while working in NicheRMS, and allows NicheRMS 
data export processes to export the references to the videos or the actual videos, depending on requirements of the export process and the 
capabilities of the video storage/management system being used. For the user, there isn’t much difference between accessing a document 
in the NicheRMS database and a digital asset stored in an Digital Asset Management system.  
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Action logs for Incident records 
NicheRMS provides Action logs for Incident, Field interview/Intelligence, Person and Filing package records. Investigators and detectives 
record their investigative actions and updates as Action log entries which include the ability to attach documents and reports. Action entries 
can be as simple or as complex as required. Tasks and business rules can be set to prompt officers to add Action logs at key points in an 
investigation. Features to note in the example below:  

• Starting from the relevant incident record, the user can click or tap an Add action entry button and enter the details of a log into an 
Action entry view. The top section can be expanded for editing descriptive fields (❶). 
▪ Some fields may be filled in by default, but you can change them, e.g., Entered by, Author, and the date/time fields. 
▪ If you are adding this log entry as part of a Task workflow, a link to the Task automatically appears in the Task field. 
▪ You must select an option for the Type field based on the type of log entry being added. This field is usually mandatory (as 

shown by the yellow shading). Different options are provided based on the type of record you are adding the log to (❷). 
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Basic options 
There is a large text box for data entry (❶). You can enter text directly into this box, or you can select a template. Options include: 

▪ Select template (❷) allows you to select and use a log entry template, e.g. Arrest a person, Vehicle theft, etc. All log entry 
templates are maintained by your system administrators, and different options can be provided based on the type of record you 
are adding the log to. 

▪ Show linking (❸) provides you with a set of buttons that let you add links to master index records from the Incident record.  
▪ Show review (❹) provides supervisor options for reviewing an Action log entry. 
▪ Buttons at the bottom provide options for discarding, saving or completing the entry (❺).  

 
 

❶ 

❷ ❸ ❹ 

❺ 
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Advanced options 
Templates for action log entries are configured by your system administrator. For an end-user, you can simply click or tap Select template 
(❶) to view a list of available Action log entry templates (❷). 

Our example shows an Action entry where the linking buttons are active and a template has been added (❸). The templates can be set up 
to allow you to add required reports and other links directly to your entry (❹).  

  

❶ 

❷ 

❸ 

❹ 
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Req 

Status 
Requirement 9:  Multi-Tenant System 
 
The proposed solution shall provide a multi-tenant system that allows independence, flexibility, and security for 
participating tenants.   

Offered Not 
Offered 

D ☒ ☐ 

Background: 
The New York State Police has specialized units that have different operating procedures and organizational structures and responsibilities (e.g. NYS 
Intelligence Center, Special Investigations Unit).   
 
Examples of Preferred Functionality within each tenant: 

• The ability to configure User Roles/Access Control 
• Individual tenant system administration  
• The ability to configure workflow 
• Provide tenant definable code tables 
• Provide for tenant specific record keeping (e.g. retention periods, sealing of records, requests for information) 
• Ability to allow a tenant to identify default cases, by statute or incident type to specific units within their respective agencies 
• Provide the ability for each tenant to specify required fields 
• Provide the ability for individual tenants to report and form creation 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations. 

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Multi-Tenant System 
Overview 
From the start, NicheRMS was designed for large, multi-tenant, multi-jurisdictional customers that include many individual agencies varying 
in size from large operations with thousands of officers down to smaller agencies with fewer than 10 officers operating in remote areas.  
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Preferred functionality 
The ability to configure User Roles/Access Control 

NicheRMS uses a hierarchical domain system. Each domain represents a tenant. It will support the hierarchical structures of the NYSP and 
its partners. This hierarchy is implemented during the project to support the NYSP and its partners. Niche also has a process for adding new 
tenants after initial go live. Universal roles and access controls are set at a “global” level in the domain hierarchy and inherited by lower level 
domains. However, where required, domain-specific user roles and access controls can be set for a particular domain. See below for details. 

Individual tenant system administration 
System administration can be carried out separately within each domain and sub-domain. See below for details. 

The ability to configure workflow 

Workflows can be configured at a NYSP global level in the domain hierarchy or within specific domains. See below for details. 

Provide tenant definable code tables 

Different tenant-defined code tables such as offences can be defined for different domains and sub-domains. Federal and state-level code 
tables are usually defined at a global level (where they are available to all domains lower in the hierarchy), and local code tables are created 
and maintained within specific domains. Niche provides administrative tools that allows system administrators to maintain all statutes, laws 
and local ordinances directly. A bulk-loading tool is used for the initial loading of all of this data. 

Provide for tenant specific record keeping (e.g. retention periods, sealing of records, requests for information) 
NicheRMS supports this type of record keeping at any state and local level domains. For example, state-level rules would be attached to 
state-level charges in the system and made available globally. Record keeping rules for local ordinances would be attached to the local 
ordinances defined in the local domain for a tenant.  

Ability to allow a tenant to identify default cases, by statute or incident type to specific units within their respective agencies 

NicheRMS workflow is used to route specific case types to specific units. A user selects the Incident types and this routing happens 
automatically. 

Provide the ability for each tenant to specify required fields 

Required fields are defined using business rules, which can be configured per-domain (i.e., per-tenant). 

Provide the ability for individual tenants to report and form creation 
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Reports and forms can be defined at a domain level or inherited from a parent domain. State-level forms required for all agencies can be 
defined and maintained centrally, at a global level. Forms and reports required within a single smaller domain can be defined and maintained 
within that smaller domain. 

Supplementary material: Multi-Tenant System 
NicheRMS supports multi-tenant installations – installations where multiple agencies or divisions within an agency are supported by a single 
instance of NicheRMS installation – as a standard feature. In this type of arrangement, data sharing options are managed using domains 
within the database for the installation. Agencies control which of their data is shared: sensitive data or data not pertinent for viewing by 
other agencies is classified during the course of everyday police work and can be automatically omitted from sharing using standard system 
security. 

Note that in the description below, we use the term “agency” because the members of a multi-tenant installation are often agencies. 
However there may also be tenants within an agency, e.g., divisions or units who require their own data domain because of size or the type 
of data they are dealing with, and this is also fully supported. 

In a multi-tenant system, each agency/tenant is represented by a domain. Individual agency configurations are maintained individually within 
the larger installation – with agency-specific roles, workflow, system parameters, default field values, reports and other local rules and 
options. Niche's domain system allows for individual agency configurations within the larger installation – individual member 
agencies/tenants can set up agency-specific roles, workflow, system parameters, default field values, reports and other local rules and 
options. 

Within this structure, Niche also offers unique domain-based multi-jurisdictional information sharing that allows police agencies to easily 
share RMS system data with other agencies or tenants. Multi-tenant Niche consortiums can search between agencies even on details such 
as tattoo descriptions, MO, victim relationships and verbiage (full text). The Niche project team has experience and expertise in guiding large 
customers through the process of implementing a multi-tenant system. It is our main area of specialty.  

As another option, we have an InterNiche feature makes it possible for entirely separate NicheRMS installations (each with its own 
database) to share data. InterNiche works in any combination of multi-agency and/or single-agency instances. This makes a connection 
between NYSP and other NicheRMS installations possible. Niche is currently supporting multi-tenant and InterNiche installations in the 
United States, Canada and the UK. Many Niche customers are already sharing or planning to share their NicheRMS installations with 
partner agencies.  

How are multi-tenant options set up? 
NicheRMS uses a system of domains to organize data in the database, and we use this to create a flexible way to host multiple 
agencies/tenants within a single NicheRMS installation. Main features: 

All data records are tagged with a domain name. 
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The domain tags identify which agency/tenant owns a particular record in the installation’s single shared database.  
The domain tags determine access to the data – where when and how it will appear – throughout the rest of the system.  
Data records can be owned by a single tenant (e.g., tagged with the domain name of a given police agency) or they can be shared 

among multiple police tenants (tagged with a parent domain). 

In a multi-tenant installation, each tenant has a domain within a single NicheRMS database. This domain system supports individual 
configurations within a larger installation. Member agencies/tenants working within their own domains can set up agency-specific roles, 
workflow, system parameters, default field values, reports and other local rules and options. 

Domains are used for: 

1. Security – domain-related permissions determine what data will be available to users within an agency and to users in other 
domains within the same installation, e.g., users who are members within the domain for an agency might have view and update 
permissions on records, but users searching from a different domain in the same installation might have view access only. 

2. Searches – users can determine the scope of searches by choosing domain options. For example, users can choose to search 
within one agency, within all agencies under a parent domain, all agencies in a geographic area, etc. 

3. Configuration – Different agencies/tenants can be configured differently within the same installation. Often, global configuration 
options are implemented in a high level parent domain, with individual special configuration options implemented in the 
agency/tenant domains below the parent domain. This allows individual tenants to set up their own workflows, field defaults, business 
rules, data validation/retention rules and report options. 

Different types of data can be held at different levels in the domain hierarchy and there is some flexibility in how this can be set up. For 
example, Person records could be held at a shared domain level that is available across all of the agency domains (allowing all users to 
access the same store of master index Person records), while officer’s investigation reports and other Incident and Case management 
details could be held at the police agency domain level (not shared). Note that data sharing among police agencies can be set by default or 
manually overridden by a user with appropriate access.  

Domains can also be geographic in nature. The structure is rooted at the “Universe” domain, followed by jurisdictions (typically countries, 
states, etc.), then by the actual NicheRMS installations and lastly the police agencies hosted inside those installations. For example, the 
domain for Springfield, MO, is “Universe/US/MO/Springfield Multi-Agency Host/Springfield PD”. 
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Diagram showing the domain structure of a number of NicheRMS installations. Note that the domain structure is rooted at 
Universe, followed by jurisdictions (typically countries, states, etc.), then by the actual NicheRMS installations (the red boxes) 
and lastly the police agencies hosted inside those installations. For example, the domain for Springfield, MO, is 
“/US/MO/Springfield MAH/Springfield”. 

Below are two examples of approaches to multi-agency domain structures. Note that these are examples only: NicheRMS can be configured 
for other approaches to information sharing. As part of the initial implementation project, Niche assists with determining the model the best 
suits police agency needs. 
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Approach 1: Per agency data management model 
When a user enters data into NicheRMS, a domain tag is automatically attached to the record. This determines data ownership. In the “Per-
agency data management model”, all the data created by a specific agency is tagged with their domain and is read only for users from other 
domains. The effect is complete separation of the data belonging to the various police agencies. Users from other domains have read-only 
access to other agency’s data. A police user can search their own data, data belonging to another police agency, or, by searching a parent 
domain, data belonging to multiple (or all) police agencies hosted in the system. Sharing can be controlled on a per-record basis if needed. 

 
All data created by a police agency is tagged with the police agency’s domain. If multiple police agencies have contact with the 
same person, there will be multiple person records (one per police agency) for the person and a search of the common parent 
domain will return multiple person records. 

With this model, if multiple police agencies/tenants have contact with the same person, it results in multiple person records (one per police 
agency) for that person, and a search of the common parent domain will return multiple person records. All of the shared data is available, 
but users may have to look at more than one person record to get a complete history of that person’s contact with police in the state. 

Case Study 
The Ontario Provincial Police/Ontario Police Technology Information Cooperative (OPP/OPTIC) project was the first large NicheRMS police 
project, going live in 2000. It comprises 41police agencies, including the Ontario Provincial Police, serves 8,381 officers (about 10,000 
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users), and covers 416,000 square miles. OPP/OPTIC maintains a central server farm with multi-jurisdictional data sharing using the domain 
by agency model. 

Approach 2: Shared data management model 
In the Shared data management model, all master-index Person records and Incident records are held in a parent domain shared by all 
tenants of the system. The effect is that there is a single system-wide master index record for each person, jointly shared by all 
agencies/tenants. Incident records can be similarly shared by all tenants across the system. Shared Incident records are particularly useful 
when member police agencies regularly engage in joint investigations in which officers from multiple agencies contribute to the same 
incident. Investigation reports and other data collected during the investigation are still held in local police agency tenant domains, but the 
incident itself is shared.  

Domain splitting decisions depend on police requirements. For example, it is possible to put master index Person records in a shared parent 
domain, while all other data belongs to individual police agencies. With NicheRMS, there are many possibilities on which entities are shared. 
The NicheRMS could be configured for the parent domain to contain whichever entities New York decides to master file at the state level. 

Case Study 

The RCMP PROS system supports federal policing and policing for 198 municipalities, 192 First Nations communities, and 29 EPPAs, 
comprising 14,000 police officers (2004 go-live). The system allows the RCMP and its partner agencies to maintain single shared person 
and incident records across Canada. The South Wales Police/Gwent project in the UK also uses this approach. 
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Person and incident records are held in a common parent domain, making them jointly owned, allowing multiple agencies to 
maintain a single master person record.  
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InterNiche data sharing with other installations 
An InterNiche connection makes two completely separate Niche installations behave like a single shared system. 

This allows officers in neighboring NicheRMS agencies to search and drill-down on data in detail. Cross-jurisdictional crime analysis and 
even workflow in joint investigations is happening on a large scale today. This could be set up between New York State and other agencies. 
The diagram below shows an example using LAPD and LASD. A multi-agency NicheRMS installation for LASD can be connected to a 
single-agency installation for LAPD using InterNiche. When LASD users set up a search, they can use a selector list to choose which 
domain(s) they would like to query, for example, LASD (selected by default) and Glendale, Hawthorne, LAPD, or “California” to search all 
agencies simultaneously. 

 
Multi-agency shared-data installations have always been part of NicheRMS, and this feature is well tested and proven. InterNiche extends 
this data-sharing capability to multiple, independent installations, with servers connected via private or public wide area networks (or 
the cloud).  

From a user’s point of view, there is no difference between querying their own agency, querying other agency data on the same server, or 
querying multiple Niche installations across the region. All a user has to do is select which domains they want to include in the search. We 
provide an example of this below. 
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Searching in a multi-tenant or InterNiche installation 

The example below shows a user view of searching other agencies’ data: all a user has to do is type in the information they’d like to search 
on and select the domain(s) to choose which agency’s data they’d like to search.   

The Data Sources options allow you to select which databases will be searched (❶). The default is Primary (i.e., the default database 
associated your login ID) but others may be available: you can use the checkboxes to add other databases to be searched at the same time. 

Options (❷) allows you to set important defaults for search domain and scope. In a multi-agency system, the user can select which 
agencies’ domains to be included in the search. 

The results returned can include records owned by other tenants or NicheRMS installations. The extent to which this external data will be 
available can be controlled by the agency associated with the particular domain that the data belongs to. 
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Req 

Status 
Requirement 10:  Remote Access 
 
The proposed solution shall provide CJIS compliant mobile access to the RMS. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police has a need for officers to access RMS functionality from outside the station environment.  It is expected that officers will be 
able to utilize the RMS from the patrol vehicle or other mobile locations.  
 
Examples of Preferred Functionality: 

• Provide RMS functionality from a computer within the patrol car 
• Provide RMS functionality from a temporary work location during a major crime investigation.     
• Provide Web based functionality  
• Provide RMS functionality via a mobile device 

Provide a comprehensive description of how the proposed solution satisfies the requirement including a description of how the user experience differs 
when using a computer in the station versus the patrol car, Web based or mobile devices: what features might be constrained, restricted, completely 
different, or behave differently, the types of reports that can be entered, searches performed, user interface differences, etc.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Remote Access 
Overview 
NicheRMS provides all police RMS functions within the same seamless, integrated system. We provide a native Windows application with a 
standard user interface (UI) that is consistent across all Windows devices, mobile or in the office.   

The NicheRMS Universal app can be installed natively on a range of Windows OS devices (Windows 7, 8.1 and 10), including PCs, laptops, 
tablets, notebooks and touchscreen combination devices. Any modern commercial 3G/4G/LTE will provide ample bandwidth to support the 
NicheRMS app. This will allow all users access to the system whether they are in an office, a patrol vehicle or other mobile location. 
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Preferred functionality 
Provide RMS functionality from a computer within the patrol car 

NicheRMS is available for use within patrol cars using a variety of mobile devices large and small, e.g., laptops and tablets. NicheRMS is a 
standard Windows application, usable via wireless network.  

The NicheRMS Universal app is the primary NicheRMS UI for both mobile devices and desktop workstations. It reconfigures itself for the 
device’s display size, touchscreen capability, physical keyboard or onscreen keyboard, etc.—this is part of Niche’s “train once, use 
anywhere” approach—users get a familiar look and feel whether they’re using NicheRMS from a mobile device or full desktop workstation. 
See Requirement 3 on page 16 for more details of the NicheRMS UI. 

Provide RMS functionality from a temporary work location during a major crime investigation 

As per our response directly above, NicheRMS is available from a variety of mobile devices large and small, whether in the patrol car or not.  

Provide Web based functionality 

The NicheRMS UI can be delivered to user workstations or mobile devices via Citrix, Microsoft RDP or other thin client technology (e.g., 
HTML5 RDP). NicheRMS can be used on almost any device for which a Citrix receiver, Remote Desktop (RDP) or other virtual client 
technology is available. This includes iOS, Android devices, etc. 

Provide RMS functionality via a mobile device 

See our first comment above: The NicheRMS Universal app is the primary NicheRMS UI for both mobile devices and desktop workstations. 
It is a standard Windows application. 

Supplementary material: NicheRMS in a mobile environment 
NicheRMS provides a clear, intuitive user interface that: 

• Dynamically adjusts the display to suit the size of user device (e.g., tablet versus laptop versus full desktop computer). 
• Behaves consistently no matter what devices users are using. 
• Provides users with the options that they are most likely to need, based on their role permissions within the system. Users will only 

see the menu and report options that they are allowed to use.  
• NicheRMS Quick Entry Forms provide a point-and-click interface for users who are performing specific jobs. 
• Provides all officers and police staff with access to the same live NicheRMS system, while still ensuring each user can only interact 

with the data and functions that they are permitted, based on security rules. 
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Users are given immediate feedback on data entry. There are multiple layers of help to assist users, ranging from simple field help to force-
specific guidelines and instructions, and short training videos. 

Our UI reflects and supports the NicheRMS approach, which is to allow police agencies to fully integrate all users into real-time investigation 
and data management processes, regardless of location. For example, when an officer adds a report in the field, it immediately becomes 
available to all other authorized personnel using NicheRMS in any location, with no further upload steps involved. The data is immediately 
available for both RMS reporting and investigation management.  

NicheRMS’ primary design goal is to provide a consistent UI to all police users and devices. We are engaged in a process of continuous 
improvement of the usability and intuitiveness of the NicheRMS UI, based on both Microsoft industry standards and direct feedback from our 
customer base (who are all police forces).  

Features of the NicheRMS Universal app 
The NicheRMS Universal App is a responsive UI, meaning that it reconfigures itself based on a user device’s display size, touchscreen 
capability, physical keyboard or onscreen keyboard, etc. This means that users get the same look and feel regardless of the device. For 
example: 

• Display size. UI elements adapt to optimize user experience on displays ranging from 8” tablets through to 15” laptops.  
• Touchscreen. When using a touchscreen device, touch-active areas of the UI are sized for a comfortable fingertip touch. 
• Onscreen keyboard. When an onscreen keyboard opens, the NicheRMS UI shrinks to occupy the area above the keyboard. 
• Landscape and portrait-oriented displays supported. Typically portrait orientation is used for 8” or 10” devices with an onscreen 

keyboard and landscape orientation is used with an external keyboard. Many combination devices support both modes (e.g., 
Microsoft Surface tablets); the NicheRMS UI adapts to the current device orientation, allowing officers to pick the optimal orientation 
for their current job. 

• Night mode. When using a device at night or other dark conditions, a white background display can blind the user. Night mode uses 
a predominantly dark background to minimize this problem. 

• Adapts to user environment ergonomics: For example, in a moving vehicle displayed information and touch-zones need to be 
larger. 

The NicheRMS Universal app has more than 200 configuration settings to control every aspect of the NicheRMS UI, including fonts, colors, 
touch-zone sizes, etc. These settings allow for an optimal user experience on a wide variety of Windows mobile devices.  
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Connectivity for mobile users 
NicheRMS is designed to tolerate low bandwidth, high latency 3G/4G mobile networks. Mobile networks have different characteristics than 
WAN networks. Bandwidth tends to be lower, but the critical difference is latency: mobile networks have higher overall latency and exhibit 
latency jitter (i.e., most of the time latency is moderate, but severe latency spikes occur during periods of low signal strength).  

The NicheRMS app communicates with the NicheRMS server through a relatively small number of highly compressed transactions. Between 
these transactions, the user interacts with locally cached data, providing instant interactive response. By contrast, a Web or Remote Desktop 
Protocols (RDP)/Citrix session is much more “chatty” and requires more bandwidth overall, so the user experience is severely degraded by 
latency jitter and low bandwidth conditions. 

Mobile network sessions regularly experience disconnects. In addition to latency jitter, mobile sessions regularly experience a complete loss 
of connection for an extended period. The NicheRMS App resumes normal operation once the network connection is re-established with no 
loss of work in progress, and no need for the officer to manually reconnect in order to resume their work. 

Any modern commercial 3G/4G/LTE will provide ample bandwidth to support the NicheRMS app. NicheRMS network bandwidth 
requirements depend on how the system is used. For basic use, 33kbps per active user (typically 10% of logged in users) has been found to 
be sufficient. Clerical staff require more bandwidth because they usually work faster than officers. Accessing large images, scanned 
documents and Word forms dramatically increase bandwidth requirements. 
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Req 

Status 
Requirement 11:  Off-line Capability 
 
The proposed solution shall provide CJIS compliant RMS functionality in an off-line mode.  

Offered Not 
Offered 

M ☒ ☐ 

Background: 
New York State is a large and geographically diverse state, having a networked solution in all areas will not be feasible, therefore it will be necessary 
for the proposed solution to have off-line capability from within the patrol car and field deployable laptops. On occasion, the New York State Police 
have a need to process a non-finger-printable arrest while off-line. In addition, the NYSP has a need to conduct and document a major case 
investigation from an off-line location such as a firehouse until connectivity can be re-established. 
 
Examples of Preferred Functionality: 

• Ability to auto-populate data across forms associated with a locally stored case 
• Ability to transmit completed work when a connection is re-established 
• Ability for users to electronically sign a record 
• Allow for electronic signatures to be captured from members of the public 
• Provide an off-line functionality capable of initiating work such as calls for service, case, tickets, collisions, and assignments  
• Capable of printing forms in an off-line mode such as deposition, voluntary statement, accusatory instrument, appearance ticket, domestic 

incident report 
• Capable of utilizing code tables in an off-line mode such as New York State Laws, court information, call type, person type, property type, 

vehicle type, location type 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Off-line Capability  
Overview 
The NicheRMS Universal app allows the user to toggle between online and offline mode. This app is used to deal with temporary network 
drop outs. While offline, NicheRMS allows officers to add reports while using a Windows OS device during a period without network 
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connection. Offline reports are uploaded when officers return to a network-accessible location. Incoming data is validated as part of the 
import process. 

• During online operation, data entry is minimized by reusing all possible information already held about persons, locations, vehicles, 
etc. The user searches for existing entity records during data entry processes, reviewing the information on file, and then updating or 
entering information as required.  

• During offline operation, the user enters all information since the existing database information isn’t available to the user.  

Niche also provides a standalone mobile forms application, the NicheRMS Offline app, which allows officers to add and fill in reports while in 
a disconnected mode.  This app is use when the officer is working for long periods of time in a location with no network coverage. 

When network becomes available, the officer can upload their completed forms to the NicheRMS database. The app can be run from any 
Windows-compatible PC or laptop, in any patrol car or field situation, and is subject to the same CJIS-compliant security as the rest of the 
RMS product  

Preferred functionality 
Ability to auto-populate data across forms associated with a locally stored case 
NicheRMS complies with this. Data already entered into a form while offline is available for re-use within the NicheRMS. 

Ability to transmit completed work when a connection is re-established 
Data and reports entered while offline are uploaded when officers return to a network-accessible location. Incoming data is validated as part 
of the import process. 

Ability for users to electronically sign a record 
Standard electronic signature options are provided for all forms (choice of officer ID/password signing and/or electronic signature capture). 

Allow for electronic signatures to be captured from members of the public 
Standard electronic signature options are provided for all forms, including electronic signature capture from members of the public using 
either an e-signature pad, or a tablet with a touch screen that supports signing. 

Provide an off-line functionality capable of initiating work such as calls for service, case, tickets, collisions, and assignments 
Standard data entry forms will be configured and added for this purpose (NicheRMS Quick Entry Forms or QEFs). When the officer fills in 
one of these forms and uploads it to the main NicheRMS database, it will be used to generate an Incident record, with the original form 
attached to it. Note that these can be created and filled in whether online or offline. 

• Calls for Service: the QEF for a Call for Service (once uploaded) will result in generation of an Incident record with the Call for 
Service QEF attached, forming a permanent record of the Call for Service. A similar process will apply for work such as 
tickets/citations, collisions, and other work requiring specialized data input. 
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• Assignments are handled by automated workflow based triggered by the incident type: 
▪ Workflow is triggered automatically for the Incident record that is generated by the incoming forms data, resulting in one or more 

tasks being generated and assigned.  
▪ Different workflows are triggered depending on what types of forms are being submitted. 
▪ Workflow can generate an assignment for a particular unit based on the incident type, or it may be configured to generate and 

assign a follow-up task to the officer who produced the original report. 

Capable of printing forms in an off-line mode such as deposition, voluntary statement, accusatory instrument, appearance ticket, 
domestic incident report 
Any data entry form can be configured for printing in off-line mode, and officers can print these items in the field, assuming they have a 
printer available. The system uses standard Windows printer utilities. 

Capable of utilizing code tables in an off-line mode such as New York State Laws, court information, call type, person type, 
property type, vehicle type, location type 
Offline forms use the same drop down list options and other code tables as are used in a connected mode. This is standard functionality, 
crucial for both speed of data entry and for data quality. Options for code table-based drop down lists are updated in the NicheRMS Offline 
app every time the user synchronizes it with the network, so that officers have access to up-to-date choice-lists. In addition, system 
administrators can set up standard unit-specific defaults for fields involving addresses and courts. 

Supplementary material: Use of NicheRMS offline 
Offline capability is an inherent feature of the NicheRMS architecture. Overview of offline architecture and features: 

• Work (business processes) can be initiated offline, or an officer can choose to continue to work offline after losing connectivity 
partway through a job. Conversely if connectivity returns while working offline the officer can choose to complete the job using online 
functions like “search before create”.  

• Application and reference data is cached for offline operation. Cached reference data includes a list of officers, offences, vehicle 
make/model and any other selection lists defined on any data field in the system. Application data includes NicheRMS NML 
metadata, USL/DSL (specifies the NicheRMS UI and associated data) and NicheRMS Assistant rules. The app performs an 
incremental update of cached data at login. 

The NicheRMS data provider switches from talking to the central server to a local data store when connectivity is lost. Most of the 
complexity of this switch is hidden from the UI layer. 

• The online and offline UI definition come from the same USL source (i.e., it’s a single UI operating either online or offline). This 
is illustrated in the two screenshots below: the first screenshot is online and the second is offline (we indicate online/offline status 
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through the color of the left sidebar). Everything else about the UIs, Assistant guidance rules, etc. is the same, except that functions 
like online “search before create” aren’t part of the offline UI.  

• Example: the online (❶) and offline (❷) UIs are identical, except that online “search before create” results in the prefill of report data 
from the person’s master index record, and offline name data needs to be entered by the officer. 

 
 

• Opportunistic and intentional caching of data from the last online session allows officers to minimize rekeying of data while 
offline. For example, if an officer has queried information about the victim who they are going to interview in a location with no mobile 
connectivity, they can reuse cached name and other basic victim data while offline. 

If an officer is working offline but has central server connectivity, they can choose to search for master index entities rather than 
rekeying data. This feature automatically becomes available whenever there is connectivity. 

When the user uploads offline captured reports, NicheRMS runs an automated set of master-filing rules to merge offline captured 
data with the central store master indices in the database. For merges not covered by the automated master-filing rules, a task is 
generated for the reporting officer or a data quality team to perform manual secondary entity resolution (a typical example: the 
person entity matching rule matches two person records in the database, requiring a human decision). Once the report is online, the 
full set of online Assistant and business rules are applied, guiding the user to complete work that’s outstanding (i.e., jobs they 
decided not to do while offline, and any jobs that couldn’t be completed while offline). 

❶ 

❷ 
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• NicheRMS mobile has a simple, intuitive UX: online and offline operation have been blended into a unified whole. The officer 
doesn’t need to think about online and offline operation - they are simply following the set of guided steps to complete a job, and the 
guidance adjusts based on the current online/offline state.  

We anticipate that your usability evaluation will confirm that NYSP officers can use the NicheRMS combo online/offline UI with very limited 
training. Our design takes our experience with offline data entry in other jurisdictions into account. 

NicheRMS mobile functions available while offline 
A NicheRMS mobile business process/service (job) can be offline enabled when: 

• The business process/service (job) has a guided quick entry UI (QEF) defined for it. This is related to the technical architecture 
underpinning the NicheRMS mobile offline capability. Definition of QEFs in turn requires well-defined end-user business processes, 
to be defined as part of the project.  

• The business process/service is primarily a data entry job. Data entry jobs involve adding new data to the system, as opposed to 
large-scale editing of data already held in the database.  

Editing data while offline on a large scale creates very challenging data synchronization complexities, since potentially there can be 
concurrent updates from multiple users (and more than one can be working offline). Potentially the synchronization issue could be mitigated 
through a checkout of data when taking it offline for editing, but technical complexities aside, this presents major usability challenges for 
officers for a modest incremental benefit. 

The other offline prerequisite is defining a guided quick entry form (QEF) UI for a particular business process. Definition of business process 
(job) specific QEFs will need to be carried out as part of the NYSP implementation project, since these guided UIs are needed for high-
volume processes to provide optimal usability and compliance, for both online and offline jobs. This work needs to be done in partnership 
with the NYSP team because we need details of your operational processes to define optimal guided QEFs. Working with the NYSP team, 
we will define, prioritize and agree business processes for online and offline mobilization.  

We expect that the major source of offline business processes will be high-volume business processes executed in the field where the 
officer is recording information in real-time. For example, witness statements and other information collect from or about persons, 
photographs, evidence, investigation notes, etc. (i.e., information that would otherwise need to be recorded elsewhere, like on paper). Since 
we can’t guarantee mobile data connectivity these types of business processes would need to be available offline to avoid the need for a 
fallback (like paper). Again we need to work with the NYSP team to define, prioritize and agree these additional offline business processes. 
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Req 

Status 
Requirement 12:  Security 
 
The proposed solution shall provide CJIS compliant security / user access control. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
On a daily basis the New York State Police deal with information that ranges from routine to highly sensitive.  The Records Management System 
should have the ability to strictly protect confidential and sensitive information from unintended or unauthorized release / access while still allowing for 
a broad range of information sharing among authorized users. 
 
Examples of Preferred Functionality: 

• Allow the System Administrator to set up agency defined user, role, unit and group based permissions 
• Ability to limit access by user, by role, by unit, or by group to create, view, search, edit, add, print, and/or delete specific types of records, 

narratives and reports 
• Ability to limit access to attachments associated with a case to specific users based on role 
• Provide authorized users the ability to review at any time the user role, unit and group permissions granted within the system 
• Provide authorized users the ability to grant and remove temporary access to individuals outside of the agency to a specific case 
• Ability to limit access to certain portions of a case such as assignments, narratives, person records, and attachments 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Security  
Overview 
Structurally, NicheRMS is an n-tier system that provides separation between: 

• Data storage and organization (database) 
• Business logic and security (NDS) 
• Presentation/user interfaces (end-user apps and interfaces) 
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System security is provided by the Niche Data Server (NDS). NDS is responsible for front-end communication with end-user applications, 
enforcement of security and business rules, execution of business logic, and communication with the backend database.  

NDS provides an access control subsystem (Niche Access Control or NAC) that controls access to all operations and data in the NicheRMS 
database. All end-user applications and external interfaces must access the system through NDS, ensuring that security, logging and 
business logic are uniformly enforced no matter what device or interface is accessing the system. 

 

 

A relational database server 
responsible for data storage, 
organization and retrieval. 

Middleware that enforces business 
logic and security. It provides 
communication between the 
NicheRMS database and all user 
apps and external interfaces. 

RMS user apps provide GUI 
interface(s) for interacting with 
the database via NDS. 

System security is provided as follows: 

1. Database server: The NicheRMS database is normally accessed only by NDS. The exception is for certain large data extracts (e.g., 
export to a data warehouse). Database-level security prevents users other than NDS from accessing the database. Data extract 
processes can be provided as configurable read-only database views. 

2. NDS application servers: These provide user authentication and all NAC and access control list security. Business rules, 
notifications and audit logging are also NDS functions. 

3. Operating system: The operating system secures access to the NicheRMS software itself (i.e., so malicious users can’t hijack the 
NicheRMS client or server software). The operating system also secures access to the audit logs produced by the NDS. This is done 
to permit separation of administrative duties: administrators who have access to the logs should not have access to the application 
and the database and vice versa. This helps ensure that administrators cannot conceal their actions. The operating system is also 
involved in user authentication when using Kerberos or NTLM authentication. 

Preferred functionality 
Allow the System Administrator to set up agency defined user, role, unit and group based permissions 
This is a standard feature. System administrators can create and modify domains, roles, standard access control lists, and data 
classifications using NicheRMS. This can be done from any workstation without disconnecting users or shutting down the system. Each 

RMS database Niche Data 
Server (NDS) 

RMS end user 
applications 
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domain can have its own administrator, providing local control in a multi-jurisdictional installation. Domain administrators add and remove 
users, set passwords, and assign roles within the domain. Please see our detailed answer below. 

Ability to limit access by user, by role, by unit, or by group to create, view, search, edit, add, print, and/or delete specific types of 
records, narratives and reports 

This is a standard feature, managed by defining user roles and assigning them to individual users. Please see our detailed answer below. 

Ability to limit access to attachments associated with a case to specific users based on role 

This is a standard feature, managed by using our Access Control Lists (ACLs) in addition to roles. Please see our detailed answer below. 

Provide authorized users the ability to review at any time the user role, unit and group permissions granted within the system 
System administrators can create and modify domains, roles, standard ACLs and data classifications within NicheRMS from any workstation 
without disconnecting users or shutting down the system. Each domain can have its own administrator, providing local control in a multi-
jurisdictional installation. Domain administrators can add and remove users, set passwords, and assign roles within the domain. Please see 
our detailed answer below. 

Provide authorized users the ability to grant and remove temporary access to individuals outside of the agency to a specific case 

This is a standard feature. System administrators can set up roles that can be granted to individuals outside of the agency. These roles can 
be used in combination with ACLs to provide an external user with access to a very specific set of information. Please see our detailed 
answer below. 

Ability to limit access to certain portions of a case such as assignments, narratives, person records, and attachments 

This is a standard feature, managed by using our Access Control Lists (ACLs) in addition to roles. Please see our detailed answer below. 

Supplementary material: NicheRMS Security Overview 
Niche Technology provides a security model that meets all of the requirements listed above. We provide several ways in which access to 
individual database records and specific reports can be carefully controlled. Please see below for more information. 

NicheRMS has a flexible access control system designed to prevent unauthorized access by: 
• Identifying and authenticating users robustly, including using two-factor authentication. 
• Preventing users from accessing data and performing operations that they are not allowed to access or perform. 
• Preventing users from accessing data they do not need to access. 
• Logging all activity. 
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What follows is an overview of how Niche controls access to data in the NicheRMS database. More detailed technical information can be 
provided on request. 

User authentication (logins) 
Users must log in to NicheRMS before they can access any data or functions. For verifying a user’s identity on initial login, NicheRMS 
supports the following authentication options: 

• Active directory (Kerberos or NTLM) authentication using username/password or two-factor authentication: When configured for 
Kerberos authentication, NicheRMS uses Windows authentication facilities to provide a secure, mutually authenticated connection 
between the client (user) and the NicheRMS application server. In most cases, the system is configured so that users are not 
required to re-authenticate when starting NicheRMS—Windows login credentials are automatically used. Kerberos-authenticated 
sessions can be configured for end-to-end encryption. 

• TLS authentication: TLS authentication uses a Public Key Infrastructure (PKI) and, typically, hardware tokens (USB/smart card) to 
provide robust two-factor authentication without the use of Windows domains, Active Directory, etc. TLS provides mutual 
authentication (the user is authenticated to the server and the server is authenticated to the user) and, optionally, end-to-end 
encryption of network traffic. 

NicheRMS supports single sign on when using TLS authentication (PKI tokens or smart cards). Behavior depends on the token vendor and 
configuration of the token and PKI. 

• Built-in authentication: NicheRMS also provides a built-in username/password mechanism that can be used in cases where no 
external security package has been implemented. 

• Other authentication systems: Other authentication mechanisms are also possible, although all existing installations have found 
that the options above have been sufficient. 

The result is that no one can access data without logging in. Authentication is enforced no matter what device is being used: LAN/WAN 
connected desktop workstation, mobile laptop or hand-held device. For added security, different authentication mechanisms can be enabled 
on different network interfaces and/or TCP/IP ports on the NDS application servers. For example, NicheRMS built-in username/ password 
authentication could be allowed within the secure server room network (e.g., for use by some interfaces) but disallowed for any network 
connection from the rest of the organization. 

Niche user authentication and single sign on 
For systems where users log in using Windows or PKI-based credentials, once a user has logged into the system, they can access 
NicheRMS without providing additional authentication. 
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Single authentication across functional areas 
NicheRMS provides a single, unified system that does not require separate logins to different business areas, i.e., separate log-ins are not 
required to access separate Investigation, Intelligence, Jail or Court file preparation applications. Once users have logged in and been 
authenticated, standard NicheRMS roles and ACLs are used to limit user access to data and operations within NicheRMS. 

User authorizations (access to data) 
Once users have been authenticated, their access to data is management by the NicheRMS access control subsystem (Niche Access 
Control or NAC). This subsystem allows an agency to control access to any record or part of a record. It can be used to limit access to any 
single record or to any file linked to a record (e.g., intelligence reports). This subsystem controls access to operations and data in the 
NicheRMS database based on a combination of: 

1. Domains (which specify data ownership) 
2. Role-Based Access Control (RBAC) (“right-to-know” access control), and  
3. Access Control Lists (ACLs) (“need-to-know” access control).  

These features can be used individually or in combination to manage data access to classes of records and documents, and to data within 
records. This includes ensuring that confidential information will only be available to the users who are specifically allowed access. 

RBAC roles are useful for controlling access to entire categories of records, for example, records involving juveniles/young offenders. The 
system can also be configured so that certain data fields on records will only appear to users who are logged in with particular roles.  

ACLs are useful for controlling access to individual instances of records so that access to a given record or report can be blocked from 
users whose roles might usually allow them access.  

Role-based Access Control (RBAC) for standard role-based control 
NicheRMS uses domains and roles to control access to categories of information:  

• Domains define sets of data and data ownership. NicheRMS assigns every data record to a domain within the database. Domains 
are arranged hierarchically: each police agency typically has its own domain with optional sub-domains. Each user is given access to 
one or more domains. The domain determines who owns the data. Domain ownership information can be used to control access by 
users in other domains.  

• Roles define what data users are allowed to view and modify within a particular domain and what operations they are allowed to 
perform. Roles are often defined and assigned based on job function, and used to implement “right-to-know” security, e.g., roles can 
correspond to work functions, like "general patrol" or "sergeant" or "investigator". 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 96 of 317 
 

November 2018 RMS Attachment 1 
 

Roles are defined using rules that determine the access to data and operations that will be allowed to users who have been assigned those 
roles. An agency’s roles are usually defined during project implementation, based on agency requirements. Initially, roles are defined by 
Niche personnel, but agency users who are logged in with an appropriate system administrator role can access and update role definitions. 
Roles can be updated when and as necessary, without changes to the software code, and without having to stop or restart the system. 

Each user is assigned one or more roles within a domain, and can switch between allowed roles when necessary. Note that users can be 
assigned different roles in different domains, so an investigator may have a senior-level role in the Internal Affairs sub-domain and have only 
normal user access in the rest of the police database. 

Access Control Lists (ACLs) for discretionary access control 
ACLs provide discretionary access control for “need-to-know” authorization in addition to the role-based “right-to-know” authorization 
described above. ACLs provide flexible options for allowing or denying access to sensitive information to individuals or groups.  

An ACL provides a set of rules that can be applied to any data object in the system (e.g., a particular person, a person description, a report). 
The rules grant or deny access to an object based on the user’s identity and his organizational membership. In practice, agency system 
administrators can set up an ACL that includes a list of specific personnel and/or units who are “members” of that ACL. When the ACL is 
applied to a record or report, it means that access to that item can be immediately restricted to the members of that ACL. 

Like roles, ACLs can be created, modified or removed when and as necessary, without changes to the software code and without having to 
stop or restart the system.  

Case confidentiality: the effect of security on availability of records and reports 
When a user does not have view access because of RBAC or ACL rules, the record or report in question will disappear completely for that 
user—it does not appear in search results, cannot be displayed and will not appear in reports. If other records link to it, for example if there is 
a link from an Incident record to a Person record that the user is not allowed to see, the link does not appear for that user. This will allow the 
New York State Police to exercise tight control over case confidentiality. 

The same security applies to tasks and notifications as to other records in the system: the system ensures that users will only see the data 
that they are allowed to see. For tasks and notifications: 

• Tasks and notifications are typically only viewed by the people they are assigned to and by their supervisors. If necessary, security 
can be set up to hide tasks and notifications from all users except for those with specific permissions (e.g., for Use of Agency 
investigations). 

• Workflows can be set up so that when a task is generated and assigned, the person assigned the task will automatically be given 
permission to access the records that are the subject of the task. These permissions can be revoked as soon as the task is marked 
complete, i.e., a user can be given access on a limited basis only. 
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For flags and warnings/cautions applied to Incidents and master index records, the person adding the flag can select an option to hide a flag 
so that users will only see it if they have a role or ACL membership that specifically allows access to hidden flags. 

Different security can be applied to records and reports based on creation date/time and their status. For example: 
• A user may have read/write access to a report when it is first created, but the report can become locked after a certain length of time 

(e.g., 24 hours) or once the task associated with it has a status of "complete". 
• A user who creates an intelligence submission may not have access to it after he or she clicks the submit button. 

Users and user accounts 
For individual users, NicheRMS provides an employee record for storing information on officers and other employees. In addition to other 
employee information, the employee record is used to provide each user with access to at least one domain with at least one role that 
determines what data and operations they are allowed.  

For example, a user may be given a role that allows access to standard Incidents and master index records for persons, addresses, vehicles 
and property, but not to Intelligence reports. Within a record, some user roles may allow a user to add and update data, but not delete. 

Employee records are used to define all NicheRMS user authorizations, including role permissions and other access controls within the 
NicheRMS database. NicheRMS provides tools that system administrators can use to add users to NicheRMS and assign them domains, 
roles and ACLs that will determine their access privileges within the system. Users can also be removed or suspended. 

Interface to an existing employee database 
For customers who prefer an interface to an existing employee database, or a system that maintains login and access control information, 
Niche provides a base HR interface that has been adapted by Niche and by customers to periodically import data from the HR system and 
update the Niche employee and organizational structure information. This interface can also maintain domain and security role assignments. 
This assumes that the HR or central access control management system contains the information necessary for the interface to determine 
role assignments. 

Typical user/employee administration activities 
From the user/employee record, the administrator can: 

• Record or update standard person details such as name, sex, date of birth, physical descriptors and employee photograph. 
• Assign a unique employee/badge number. 
• Set up login access, if Niche’s built-in authentication system is being used. 
• Assign an employee classification, e.g., Officer, Police civilian. 
• Add links to employee address and emergency contacts. 
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• Assign the employee’s login domain and add one or more roles.  
• Add membership(s) to one or more organizational units. Most users have a single primary membership in a one unit, but may have 

secondary membership in other units. 
• Add ACL memberships, if appropriate. ACLs can be used to control access to records outside of the standard role structure. 

Prevention of unauthorized system access 
As we describe above, NicheRMS includes a robust, mature security infrastructure. All system security and access is managed by the NDS, 
which ensures that no user or external interface can access the system without logging in, and that once logged in, the user or interface can 
only access the data and operations allowed by the domains, roles and ACLs they have been granted. 

In addition, all operations performed by users are recorded in audit logs, including error messages when users attempt to perform operations 
that are disallowed by their security role. These logged errors can be examined to determine if there is a systematic attempt to penetrate the 
system. The security system is designed to prevent unauthorized activity, so any violation that can be detected is disallowed. The following 
are some of the actions the system can take (configuration dependent): 

1. Repeated login failures: User ID is locked out temporarily and/or permanently, depending on configuration. Applies only to built-in 
username/password authentication. 

2. Attempts to access protected data: Protected data is filtered at the database server or the NDS application server (depending on 
how access to that data is controlled). Users do not get any indication of the existence of the hidden data. 

3. Attempts to modify protected data: Error messages are generated and logged. 

4. Attempts to perform operations that are disallowed: Error messages are generated and logged. 

5. Attempts to retrieve large amounts of data: The system disallows retrieval of very large quantities of data. This is meant primarily 
to control load on the system; it also makes any attempt to perform a bulk download of data more difficult and more easily identified. 

6. Sensitive records can be flagged. This will cause a notification to be sent to a specified user or group when someone searches for 
and retrieves the flagged record. This mechanism is used both by investigators who want to be informed when an individual has 
contact with police and by security staff who want to monitor for suspicious access to particular records. 

Non-repudiation of information 
NicheRMS includes a very granular, fielded auditing system. The audit logs provide a complete record of the actions performed by each 
logged in user or interface, providing non-repudiation. NicheRMS also allows digital signatures to be captured on a variety of data in the 
system, providing evidence that a particular user or external party “signed off” on the data. 
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Non-repudiation features are further enhanced if two-factor authentication is deployed. NicheRMS supports two-factor authentication both by 
direct use of PKI tokens (typically USB or smart card) that are compatible with the Windows Cryptographic API and by the use of Windows 
Kerberos (Active Directory) authentication, with or without the use of two-factor tokens. Built-in username/password authentication is 
supported as well, but it does not prove user identity as robustly as two-factor authentication. 

Security differences between different types of devices 
Authentication is enforced no matter what device is being used: LAN/WAN connected desktop workstation, mobile laptop or hand-held 
device. For added security, different authentication mechanisms can be enabled on different network interfaces and/or TCP/IP ports on the 
NDS application servers. If two-factor authentication is being used on desktop and laptop devices, it may be difficult to support on handheld 
mobile devices. NicheRMS provides special integration facilities to allow trusted third-party applications to implement their own security and 
pass the authentication through to NicheRMS. 

Data encryption 

Protection of data ‘at rest’ 
NicheRMS is designed such that users and applications should never have direct access to the database, except for a very few carefully 
controlled situations. Firewalls and other network-level controls can ensure that the database servers are never exposed to the general 
police network. Any access to the databases can be limited to the secure server room network. Most backup tools permit database backups 
to be encrypted, which is useful if the backup media is physically moved out of the server room for offsite backups. Similarly, any data 
extracts, logs, etc. moved outside the server room should be encrypted. 

It is more difficult to protect the database from the system administrators who have physical access to the server hardware and are 
responsible for the operation of the hardware and software. NicheRMS is designed to allow for separation of duties between database 
administrators, audit log administrators and NicheRMS application administrators. 

Protection of data ‘in transit’ 
Data in transit is much easier to protect than data a rest. Standard encryption technologies will provide adequate protection from 
eavesdropping, man-in-the-middle and injection attacks. NicheRMS currently supports end-to-end application-level encryption (NicheRMS 
app to NDS server) of the network data connection when Kerberos or TLS authentication is used. Encryption is similarly available to any 
third-party app or interface that uses the Niche NDSConnect API. 

NicheRMS uses 3DES encryption with cipher block chaining when using TLS authentication and the Windows default encryption (typically 
AES) when using Kerberos authentication. Note that encryption is not currently available for Niche internal username/password 
authentication. The NicheRMS Web service can use the encrypted HTTPS protocol for communication with external systems. 
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Req 

Status 
Requirement 13:  Audit 
 
The proposed solution shall provide auditing features with the ability to document transactions to include entry, 
viewing, modifying, deleting, and printing.  The proposed solution shall identify before and after values. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The current New York State RMS provides limited auditing capabilities.  Retaining a detailed audit record of all activity involving RMS data is critical to 
meet internal agency auditing requirements, and the New York State requirements for reporting under People v. Rosario (See Attachment B – 
Glossary of Terms).  
 
Examples of Preferred Functionality: 

• Provide authorized users the ability to view before and after values of a changed field, including narratives 
• Provide the ability to comply with NYS Rosario rule requirements regarding the retention of versions of witness statements, officer notes and 

officer narratives  
• Provide authorized users the ability to view the actions taken by a user (successful or unsuccessful transactions) such as searching, entry, 

viewing, modifying, deleting and printing 
• Provide authorized users the ability to view a detailed record of activities in the system indicating the ID of the user, the date and time of the 

activity, and network access location of the activity 

Provide a comprehensive description of how the proposed solution satisfies the Audit requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Audit  
Overview 
NicheRMS has an extensive auditing system that logs all access and modifications to data including access from interfaced applications, 
mobile devices and in-car laptops. There are essentially three types of logging in NicheRMS serving three different purposes: 

1. Audit logs track the details of all system activity. They are used by security auditors who investigate system use and misuse. The 
audit logs are the final authority on all system activity. 
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2. Record creation and modification timestamps on database records provide simple information about which user created and 
which user last modified a record, and when. This information is provided mainly for user convenience as a quick check to see when 
the information they are looking at was created or modified. 

3. In-database operational logs provide important, easy to understand information. Examples include witness lineup logs and incident 
event logs, which record a history of actions on an incident. 

Preferred functionality 
Provide authorized users the ability to view before and after values of a changed field, including narratives 

All NicheRMS master records contain many layers and types of data. For example, a Person record can contain many name records. If a 
change needs to occur to a name record, the user creates a new name record and the old name record remains as is. This is the same 
process for person IDs and descriptions.  

A NicheRMS person record can have links to multiple addresses, telephone numbers and emails. A user end dates a person’s existing 
address record and adds a new one. This maintains the history of the data and is viewable by users.   

In NicheRMS, narrative change tracking is supported through the use of: 

• Report locking based on the user signing the report 

• Report versioning which allows a signed report to be copied, edited and signed again 

• Point in time snapshots of quick entry form data 

• Triggered activity log entries that identify date and times of changes  

Please see our detailed response below. 

Provide the ability to comply with NYS Rosario rule requirements regarding the retention of versions of witness statements, officer 
notes and officer narratives 
In NicheRMS, narrative change tracking is supported through the use of: 

• Report locking based on the user signing the report 

• Report versioning which allows a signed report to be copied, edited and signed again 

• Point in time snapshots of data for quick entry forms 

• Triggered activity log entries that identify date and times of changes  

Please see our detailed response below. 
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Provide authorized users the ability to view the actions taken by a user (successful or unsuccessful transactions) such as 
searching, entry, viewing, modifying, deleting and printing 
NicheRMS logs all user actions in the NicheRMS app and all interaction of all client applications, including interfaces, with the NDS 
application server. Optionally, any information returned to the user or interfacing application is logged as well. The audit logs contain a 
complete record of all operations performed, including searches carried out and records returned, data entered, data viewed, data modified, 
deleted or printed. Please see our detailed response below. 

Provide authorized users the ability to view a detailed record of activities in the system indicating the ID of the user, the date and 
time of the activity, and network access location of the activity 
The NicheRMS auditing system automatically tracks all user details and will allow auditors to view details of the activities of any user, 
including User ID, dates and times of access, workstation ID, and details of user actions as described below. 

Supplementary material: Auditing in NicheRMS 
NicheRMS provides a well-established and extensive auditing system that meets all of the requirements listed in this section. Every action 
performed through a user application or any external system interface is logged to an audit log file outside the database. The audit log file is 
protected by the server’s file system, not by database or NDS security, facilitating separation of duties among system administrators and 
making it unlikely for a user to be able to hide a security breach. NicheRMS has a number of different audit trails and layers of accessibility 
that serve different purposes. They are described in the sections below. 

Audit logs 
Every action performed through an end-user app or any external system interface is logged to audit log files held outside the database. The 
audit logs contain a complete record of all operations performed, including: 

• Login/logout (including ID of workstation from which login occurred) 
• Password change (note the password itself is not recorded) 
• Domain change 
• Security role change (i.e., where a user has changed from one role to another) 
• Searches run 
• Records retrieved (identified by primary key) 
• Optional: all information returned to a user or interfacing application 
• Changes to data (create, modify, delete) 
• Reports printed 
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• Configuration and security setting changes 

Audit log files are protected by the server’s file system, not by database or NDS security, facilitating separation of duties among system 
administrators. With proper configuration of Windows server security and robust procedures, this makes it difficult for administrators and 
others dealing with the audit logs to hide system misuse or a security breach. 

The audit logs record everything that happens in the system as a series of time-ordered activity records. Once the audit log files have been 
loaded into the auditing database, NicheRMS provides an Audit Log Viewer that allows the activity records to be searched and organized by 
user, by session, by database entity affected, etc. to allow auditors to gain a proper understanding of system activity. 

Audit log server 
NicheRMS records audit logs as files on the NDS servers. The recommended practice for online audit log access is to use a Niche-supplied 
utility to load the audit logs into an audit log database, where they are accessed using the desktop client through the production NDS 
servers. The audit log database can be hosted by the reporting database server or it can be hosted on a dedicated audit log server. Audit log 
files can be digitally signed (optional) and should be archived on offline storage (e.g., DVDs). 

Audit log retention 
All logs can be archived and retained for as long as necessary and legally required. Note that when audit logs are loaded into the audit 
database, any details that are deemed uninteresting can be filtered out and not loaded, saving space in the audit database. However, the 
original audit files, which are typically compressed and archived to DVD or other inexpensive permanent storage, remain available in case a 
later investigation requires details that were filtered out during the loading process. Typical requirements are for one to five years of online 
audit data access, with permanent (or effectively permanent) archiving of the raw logs. Tasks can be set up to delete old audit records from 
the audit database periodically. 

Viewing detailed audit logs 
Users cannot see any audit data unless they are authorized to see it. However, like any other data in the system, reports can be configured 
generate audit log extracts, summaries, etc. When users search, examine and print log information, that process itself is audited. 

It is possible to configure the security roles to give different auditing users access to different types of audit information. For example, some 
audit users might only be able to see login/logout and session information while others could see the full set of audit data. In our experience, 
however, most police agencies choose to grant all auditors full access to the logs to ensure that they have full information available to them 
when performing their investigations. 

NicheRMS provides a standard set of auditing reports. Like all other system reports, additional reports can be configured as part of this 
project to meet your requirements. Reports can be exported in any format necessary, including to fielded formats like Microsoft Excel (if the 
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reports are configured for this). Assuming the agency has the necessary software (e.g., Adobe Acrobat), reports can also be "printed" 
to PDF. 

Searching and reporting on system activity 
The NDS application servers automatically record full audit log data. As we have described above, this information includes all operations 
performed by all client applications, which include individual users, as well as all interfaces (both server and client based). Niche provides an 
audit log viewer that allows an agency to audit the system for troubleshooting, identifying users or areas of functionality where more training 
might be required (e.g., same errors appearing multiple times), or identifying unauthorized use (e.g., users looking up information unrelated 
to their current assignments). 

Once the log files have loaded into the audit database, users with the appropriate security roles can search, explore, and report on the log 
information through the Audit Log Viewer (ALV) functionality in the NicheRMS Desktop app. See below for examples from the search tool 
provided by the ALV. For example, an auditor can search to find: 

• Who logged in and when. 
• What they searched for. 
• What records they viewed, created or modified. 
• What fields they edited, what they printed, and so on. 
• When a particular data item changed, and who changed it. 
• All searches carried out for a particular name. 
• Batches that generated errors or that contain error messages returned by the server. 

Record-level timestamping 
When a record is created or modified in the system, it is timestamped and tagged with the identity of the user who created or modified it. All 
users can see this information and use it as a quick check to see when a record was created and when it was last modified, and by whom. 
Because this feature does not provide any history, other than creation and last modification, these timestamps are only of limited use from a 
security standpoint. However, they can be used to determine that a database record was created five years ago and has not been modified 
since, which indicates that the data is intact without further, more complex investigation. It can also be of use in day-to-day record keeping to 
check if, and when, a record was modified. 

Operational logs 
Operational logs are recorded in the database. Unlike the audit logs, the purpose of these logs is to support police operations and 
evidentiary requirements, not system security. The operational logs are meant to be viewed, printed, etc., by normal users in the course of 
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their day-to-day work. Note that all activities recorded in the operational logs are also represented in the audit logs, which provide the 
definitive record or all activity on the system. The operational logs in NicheRMS include: 

• Incident event logging: A select set of events is recorded in the database for each Incident. The log of these events provides a 
history of the work that has been done on an investigation and can be used to understand the history and state of an investigation. 

• Task logging: A log of task actions is recorded for each task in the system. This history can be used to determine when the task was 
created, who it was assigned to, when it was reassigned, completed, marked for rework, etc. 

• Custody logging: A log of all activity and status changes for persons in custody. 
• Property and vehicle event logging: Every action performed on a piece of property, including adding it to the system, checking it 

into stores, moving its location, etc., right through to final disposal, is logged in the database. Each piece of property has a list of 
actions performed on it, which is used to meet continuity of evidence requirements. 

• Line-up creation: A detailed log of photo line-up creation is maintained in the database. The purpose of this log is to provide 
evidence of how the line-up was assembled, including the search parameters for distracter images in a line-up containing a suspect, 
which distracters were selected, which were rejected, etc. The log is associated with the line-up and can be viewed and printed as 
required. 

• Witness viewing logging: If photo line-ups are viewed online by witnesses, a detailed log of the witness’s actions is recorded in the 
database, including when and how long a witness looked at each image, which images were rejected, which were marked as 
possible matches, etc. The purpose of this log is to provide evidence of how the witness viewing session was conducted and what 
the witness determined during the process. The log is part of the witness viewing session, which is associated with the photo line up 
being viewed and the witness. 

Additional feature: Search hit and Notify if flags for investigation of unauthorized use 
In addition to our auditing system and Audit Log Viewer, Niche provides a set of flags that can be set on any type of record in the database. 
The flags can be used to generate notifications when the flagged records are searched, viewed or modified in certain ways. This can be very 
useful for monitoring access to particularly sensitive information, such as the arrests of prominent persons. More information on flags is 
provided with our response to Requirement 7 (Flagging) on page 51. 
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Req 

Status 
Requirement 14:  Master Indices 
 
The proposed solution shall have “Master Indices” that correlate and aggregate information. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The current New York State Police RMS has limited master index functionality. The Master Name Index (MNI) is the only master index.  The master 
index file has become corrupted with multiple MNI’s for the same person due to lack of system management functionality. 

Examples of Preferred Functionality: 

• Provide master indices such as person, vehicle, organization, location, property, etc. 
• Ability to search the master indices to determine if a matching record already exists 
• Provide the user with the option to choose a record from a list of possible matches to update or to add a new master index record 
• Provide maintenance functions such as merging and unmerging master index records 
• Provide the ability to maintain older information after information gets updated 
• Hide confidential master index (e.g., Internal Affairs cases and other confidential investigations) 
• Link information contained in the master indices (e.g., people to vehicle or person to person)  
• Allow the addition of key identification information, such as latitude/longitude coordinates to support GIS functionality 
• The RMS should not allow automatic updates to Master Indices from external systems without authorized user review and approval 
• Ability to import Master Index data from external sources such as TraCS 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations. Also in the description for this requirement provide how the proposed solution satisfies Master Indices requirements(s) in a 
Multi-Tenant environment.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Master Indices 
Overview 
NicheRMS provides a single relational database that stores and organizes a well-established and extensive set of master indices. It includes 
master indices for persons, businesses/organizations, address locations, telephone numbers/e-addresses, vehicles and property/evidence. 
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Each master index record can be linked to other master index records of any type, and also to reports, so that users can make full use of 
existing data without the need for any duplication. The powerful NicheRMS search tools allow users to locate the information they need 
quickly and reliably, and built-in features for helping the NYSP manage data quality.  

In NicheRMS: 
• Supports a “single source of truth” within one functional database. The ability to do this is a central, key feature of the system; it 

allows data to be re-used without copying. 
• A “search-before-create” approach is enforced. This means that users cannot create records without having checked the database 

first to see if they already exist, reducing duplicates. 
• All master index records can to be linked to one another. Each entity record can also be associated with its own reports, forms, flags 

and warnings, as shown below. 
• All master index records can be linked to police events such as Incidents, Field Interviews and Intelligence. This support our events 

driven model.  

 

Preferred functionality 
Provide master indices such as person, vehicle, organization, location, property, etc.  
NicheRMS master indices include person, businesses/organizations, address/locations, telephone numbers, e-addresses, property and 
vehicles. Property and vehicles have multiple sub-categories as outlined below in our supplementary material. 
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Ability to search the master indices to determine if a matching record already exists 
NicheRMS enforces a “search before create” process that requires all connected users to search the database before they can add any new 
master index records. Officers working offline can simply type data into the fields of a data entry form. When the offline form is uploaded to 
the NicheRMS database, a master-filing process is executed and tasks will be automatically generated for a data quality person or unit to 
check any questionable incoming data to see if there are already matching records in the existing database. 

Provide the user with the option to choose a record from a list of possible matches to update or to add a new master index record 
This is standard functionality in NicheRMS. The system guides users through a “search before create” process that allows them to either 
select an existing matching record, or create a new one. Please see our detailed examples in the supplementary material section. 

Provide maintenance functions such as merging and unmerging master index records 
This is standard functionality in NicheRMS. If duplicate records do enter the system, authorized users can merge the duplicate records. 
When merged, all the associated links and reports are retained and automatically moved to the resulting single record. Any record that was 
previously merged can be un-merged back into its original components. Where many duplicate records exist, Niche can provide a back-end 
bulk merge script. 

Provide the ability to maintain older information after information gets updated 
NicheRMS retains previous information as linked data. For example, the Person record provides a complete history of all contact between 
that person and the police, including links to current and past physical descriptions, digital photos, all names and aliases, arrests, charges, 
previous incident involvements etc.  

NicheRMS linking functionality provides a history of the links between master index records (described in detail below). Linking provides 
users with a quick way to view the relationships between master index records. For example, persons are associated with locations by 
adding a link from the master index Person record to a master index Address record. If the person moves to a new address, the link is end-
dated. By default, the Person record displays current addresses, but users change the filter to see older addresses. Users can see a list of 
all of a person’s previous addresses, contacts and affiliations, even the older ones. On an Address record, users can see a historical list of 
persons associated with that address. The auditing system also captures all changes to records. 

Hide confidential master index (e.g., Internal Affairs cases and other confidential investigations) 
NicheRMS provides security settings that can be used to hide entire master index records, or to just parts of them. For example, access 
control list (ACL) security prevents unauthorized access to particular reports or involvement links. Users only see the data if their login roles 
and/or ACL permissions specifically allow it. For more on security see Requirement 12 on page 91. 

Link information contained in the master indices (e.g., people to vehicle or person to person) 
NicheRMS uses links to connect master index records. This is a key feature. Links can exist between any records in the database. For 
example Person records may be linked to Addresses, Vehicles, Property items and Organizations. Telephone numbers and Addresses may 
be linked to Organizations and Persons etc. 
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Allow the addition of key identification information, such as latitude/longitude coordinates to support GIS functionality 
NicheRMS maintains key location information suitable for mapping and recording agency-defined reporting areas. This Coordinate data for 
latitude, longitude and altitude typically enters the NicheRMS database via CAD interface, or it is associated with a master index Address as 
part of address validation.  

The RMS should not allow automatic updates to Master Indices from external systems without authorized user review/approval 
External systems are subject to the same security rules as other users, i.e., they must be granted login access to particular data domains, 
with RBAC role and ACL permissions that determine what that external interface is allowed to do. No person or system can access or 
update data in NicheRMS unless they have login permissions that specifically allow it. For users and systems that are allowed to update 
data, for example some customers have interfaces with court systems that are allowed to upload court results to the NicheRMS system, the 
NicheRMS audit system captures the details of all changes made. For more on security see Requirement 12 on page 91. 

Ability to import Master Index data from external sources such as TraCS 
NicheRMS fully supports this via interface. This would be configured using the same CAD interface that is used to import master index data 
from a CAD system. As part of this, business rules will be configured to try to match incoming Master index data with Master index data 
already in the NicheRMS database. Where no clear match can be found, tasks will be automatically generated for a data quality person or 
unit to check the incoming data and either (1) confirm that a new master index record should be created or (2) match the incoming data with 
an existing record in the NicheRMS database. 

Supplementary material: Master Indices in NicheRMS  

Overview of master indices in NicheRMS 
NicheRMS master indices include persons, businesses/organizations, addresses, telephone numbers, e-mail addresses, property and 
vehicles as we describe below. Our linking functionality allows users to make full use of existing data without the need for any duplication. 

Each instance of a master index entity provides a full record with a complete set of details. To maximize the re-usability, each record can be 
linked to other records in the system. This means that when you look at a master index record, it provides access to all the information 
available related to that person, organization or item. The following table summarizes master index entities provided in NicheRMS. 

Confidential information: Access to confidential information is entirely managed by NicheRMS security settings, as we describe for 
Requirement 12 on page 91. When a user does not have view access because of RBAC or ACL rules, the record or report in question will 
disappear completely for that user—it does not appear in search results, cannot be displayed and will not appear in reports. If other records 
link to it, for example if there is a link from an Incident record to a Person record that the user is not allowed to see, the link does not appear 
for that user. This can also be applied to a part of a master index record, for example it may be used to restrict access to certain reports or 
links that are attached to a master index record. 
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Master Indices in a Multi-Tenant Environment: In a multi-tenant installation where sharing arrangement have been set up, master indices 
can be shared across all tenants. This adds extra value as all tenants of the NYSP system can use the same Person and other master index 
records, allowing each tenant a more complete picture of any given Person or other master index record. For more on this, see Requirement 
9 (Multi-Tenant System) on page 71. 

Master index entity Information stored 

Person Person records store standard name and other details required to uniquely identify a person. Each 
Person record can include multiple IDs, cautions, flags, descriptions, digital photos and other 
physical identifiers such as scars, marks and tattoos. They also include a Person dossier feature 
that maintains a running set of log entries related to police contact with a particular individual. 
Person records provide a complete criminal history. They can have links to Incidents, Arrests, 
Charges, Tickets, Collisions, Intelligence/Field interviews (including searches), Criminal associates, 
Addresses, Telephone/ Email information, Vehicles and Property, and to person-specific reports. 
Each link uses standard classifications to show how they are involved, e.g., victim, witness, 
suspect, arrested, person of interest, etc. 

Business, 
Organization or 
Criminal org. 

Business/Organization records store information on businesses and other organizations such as 
churches or community organizations, or criminal organizations such as gangs. They provide 
details similar to the Person record, but for a business/organization, and can be linked to all of the 
other record types in the database. There is a Person dossier for business and organization 
records. 

Address Address records store data describing a physical location. They are most often integrated with an 
agency’s standard address verification source to provide address verification and location 
mapping. Like other master index records in NicheRMS, Address records provide information in 
addition to simple location data, such as details of alarm systems and location-related cautions. 
Address records can be linked to the other record types in the database. Each link uses standard 
classifications to show how they are involved, e.g., Crime scene, Dispatch address, etc. 

Telephone Number/ 
Email address 

These records store telephone numbers, FAX numbers, email addresses and other electronic 
contact data including social media IDs. They can be linked to all other record types in the 
database. 

Property Property records store information for all types of physical items, including evidence. There are 
multiple property sub-categories. Each provides data fields suitable for a particular type of property, 
e.g., General property, Drugs, Alcohol, Firearms and others. Property record include photos, and 
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Master index entity Information stored 
can be linked to all of the other record types in the database, where they are linked with standard 
classifications to show how they are involved, e.g., Seized, Found, Recovered, Evidence, etc. 
We also provide Stores Management functionality that allows for precise tracking of property in 
police storage locations (checking in, checking out, etc.).  

Vehicle Vehicle records store information for all types of vehicles (make, model, year, color, VIN, etc.). 
There are multiple vehicle sub-categories. Each provides data fields suitable for a particular type of 
vehicle, e.g., Vehicle, Watercraft, Aircraft. Vehicle records include photos and can be linked to all of 
the other record types in the database. 
The same Stores Management features that are available for Property records also apply to 
Vehicle records, e.g., a seized vehicle can be tagged, added to a storage location such as an 
impound lot, checked out, checked in, and so on.  

Employee and unit 
records 

NicheRMS provides standard police employee and unit records that can be defined to match any 
organizational hierarchy a customer requires, including support for different types of organizational 
units at differing levels of your command hierarchy. 
The Employee record is a specialized version of a Person record, and the Unit record is a 
specialized version of the Business/Organization record. 
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Master index Person entity 
Each master index Person record stores complete information about an individual person, include standard name, DOB and descriptive 
details, both current and historical. In addition to providing core identifying details, Person records can be linked to other associated entity 
records and reports in the database, including Incidents and other event-level records, Arrests, Charges, Dispositions, Court case files, 
Addresses, Vehicles, Contacts, Associates, Warning markers, Flags/Alerts, etc.  

Features to note on Person records (top and bottom of record is shown below): 
• The navigation side panel provides section heading shortcuts for displaying the part of the record you want to see (❶). 
• Core identifying details are at the top of the view (❷). Person records can include multiple names, each with a classification of its 

own, such as Legal name, Alias, Nickname, etc. Users can search for a person or other party using any of these names. 
• Cautions and flags are clearly identified in sections of their own (❸). 
• Other related information is listed in expandable/collapsible sections on the record view. For ease of use, each section is listed as a 

collapsed section bar (❹), which users can expand in order to see details (❺). 

This allows a lot of information to be provided in the same view: users can expand the parts of the record they need to see and work with. 
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Master indexed entities provide police history 
Master index entities in NicheRMS are more than simply table entries. Each instance of a master index record provides a complete set of 
details and links to other records in the system. This maximizes the re-usability of the data in the system. The Person record is a key 
example of this. 

A master index record stores and organizes all of the existing information related to a particular instance of that entity. Some data is 
recorded directly on the master index record, for example name, DOB, and ID information for a person. Other data is provided via links, such 
as links to Incidents, Addresses, Known associates, etc. A record’s involvements with other master index records is maintained 
automatically as users enter data into the system, allowing police to create and maintain associations between people and events over time, 
with no additional effort. This means that each master index record will provide a complete historical view of that record’s involvement with 
your police agency. 

❷ 

❹ 

❶ 

❸ 

❺ 
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As part of everyday reporting, users will add links from master index records such as Person records to Incident records and to other master 
index records. The links are bi-directional and can be seen from both records that are involved in the link. Often, you can add a link instead 
of copying the information. 

Addresses are a good example of this. For example, instead of adding address information directly to a Person record, you will add a link 
from the Person record to a master index Address record, with a link classification that shows the context (e.g., a residence versus a work 
location). The Person record shows the link to the Address record, and the Address record shows a matching link back to the Person. This 
means that when police view an Address record, they can automatically see a list of persons associated with that location. To change a 
person’s address, you simply update the link. 

Using a Person record as an example, when users display the record, all of that person’s police interactions are available. The first example 
on the next page shows the top portion of a Person record that has been displayed from a link in an Incident record. Features to note: 

• Because this record was displayed by clicking a link in an Incident record, the top section shows link information from the current 
Incident. Note the involvement information [Suspect] in square brackets (❶). 

• As we show in our previous example, the Person record stores multiple names, IDs, cautions and flags. You can click or tap a 
collapsed section to expand it (❷), and then drill down to interact with data entry fields they will be displayed (❸). You can use the 
Add button in the section heading to add additional names. 

• The record automatically displays a digital photo, if one is available, using the most recent description available (❹). 
• For all subsections, you can click the Add button (❺) to add a new instance of an item, e.g., an additional name, a new flag, etc., or 

click to display the existing information. 
• The record view provides sections that can be expanded to view or add links to reports or other records that are associated with this 

person (❻). 

A note on Charges: Charges can be added directly to a Person record, or they can be added to a related Arrest report that is linked to this 
Person. Regardless of where they were added, links to the charges always appear on the Person record (❼). 
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❶ 

❹ 

❸ 

❷ 

❻ 

❺ 

❻ 
 

❼ 
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Master index Business/Organization entity 
The NicheRMS Business/organization entity stores information about businesses, organizations and criminal organizations, and they are 
available for linking throughout the system. 

Business/organization records store information on businesses and organizations such as clubs, or criminal organizations (e.g., gangs). 
These records have data sections similar to the Person entity, and they can be linked in the same way.  

Note the UI uses the same structure as other master index entity records. The navigation side panel provides links to all sections of the 
master index record (top and bottom parts of the view shown below). Core details are provided in sections at the top of the record view, and 
other information including links to other records are provided in lower sections of the same record view.  
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Master index Address entity 
All location data is provided by the Address record. Address records can be created, updated and used throughout the system via linking, in 
the same way as other master index entity records. 

Note the UI uses the same structure as other master index entity records. The navigation side panel provides links to all sections of the 
master index record. Core details are provided in sections at the top of the record view, and other information including links to other records 
are provided in lower sections of the same record view. This allows a lot of information to be provided in the same view: expanded sections 
show summary details that can be opened to display detailed data entry fields (❶).  

 

❶ 
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Address validation against an external source 
Note the Verify button in the example above. For address validation, NicheRMS can be integrated with the GIS/mapping software of your 
choice – where possible we use the same software as the agency’s existing CAD application. We load the NicheRMS address validation 
(NAV) function with the data from your GIS/mapping tool, is then used to validate the master index Address records.  

Addresses can be validated as they are entered, and can include the latitude/longitude data required to support GIS functionality. This is a 
standard integration, configured as part of the implementation project. NicheRMS can also export data to third-party mapping applications for 
map display. 

Ability of users to search and link addresses 
Once an Address record is created and validated, it becomes a master index entity record in NicheRMS and is used across the whole 
application. If the same external address source is used for the CAD system (as is the case in a number of NicheRMS agencies), simple 
automatic verification of address locations can take place when Incident records are created. This means that the address and related 
location information may already be pre-verified when the Incident is generated in the system. 

NicheRMS Address records also store detailed location information in addition to the data provided by CAD, including: 
• Agency-specific police area location codes such as district, duty location, beat, ESZ (Emergency Services Zone), neighborhood 

names/codes and building details. 
• Cross streets, street intersections, and sections of street between intersections 
• Latitude/longitude, Ordinance survey and proximity information 
• Location aliases/colloquial name 
• Flags and cautions necessary for officer safety 

In the examples provided above, please note the section headings for Associated incidents, Associated property/vehicles and Associated 
persons/orgs: the NicheRMS Address record stores details of the other database records that have been linked to this location. This allows 
users to identify which district or policing area an event has occurred in. The primary location for an Incident or other event-level record is 
based on the primary Address record linked to that Incident (e.g., an Address linked with a classification of Incident address or Dispatch 
address). This provides information useful for reporting, for example, a search to locate all burglary incidents that occurred in “Beat 3301” 
occurring between July 1 and August 31, 2018.  

Users can create new Address records manually 
Users can be allowed to manually create new Address records. Some agencies restrict which users are allowed to do this; the ability to 
create new Address records is managed using user login roles. For users who are allowed to manually create Address records, the usual 
process is: 
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• The user is working in a report form or an event-level record such as an Incident or Field interview and needs to reference a location. 
• A user adds a location by adding a link from the current record to an Address record: the user displays the Involved address section 

and clicks the Add button. 
• The user must first search the existing database for the Address record. If NicheRMS is integrated with your CAD, then it is likely that 

the record already exists and the user can simply select it. Note the system provides intelligent shortcuts for helping users to identify 
the correct record quickly. 

• If NicheRMS does not have an Address record for the location, the user can create a new one. This may happen, for example, if the 
police need to reference locations such as a new housing development or other location that has not yet been updated in the 
external address database. 

When a user adds a new Address record, the system will prompt them to verify it against the Niche Address Validation (NAV) to see if there 
is a match. If the location cannot be verified, it will be flagged as an unverified Address record but the record is allowed to be used for the 
current Incident record. Typically, the information is either corrected, i.e. the user had incorrect address information, or the new location 
information is added to NAV so that the NicheRMS Address can be verified.  

If the user entered incorrect location information, the correct Address can be linked to the Incident record. Any information entered for the 
incorrect location can be merged into the correct Address record.  
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Master index Telephone and Email entities 
NicheRMS uses Telephone and E-address records to store telephone numbers, FAX numbers, email addresses and other electronic contact 
information including social media IDs. As you can see in the examples, these can be linked to all other record types in the database, and 
you can drill down into some sections to provide more details. 
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Master index Property and Vehicle Entities 
NicheRMS provides master index entities for Property records and Vehicle records. Like all master indices, they are available for linking 
throughout the system. Vehicle records provide options similar to Property records, i.e. they can be created and linked to other records in the 
system, but they provide different drop down list field options. When Property or Vehicle records are created and linked to other records, the 
linking process prompts the user to classify the link to the item (e.g., as ‘evidence’, ‘lost’, ‘found’, ‘stolen’, ‘recovered’ etc.). The 
classifications are configured according to customer requirements. 

Stores management: NicheRMS includes fully integrated Stores management functionality for tracking property and vehicles that come into 
police possession associated with an investigation, intelligence or a custody event. Property records and Vehicle records all have a Stores 
management section that stores this information. They can be tagged, added to the system, checked out, checked in, inventoried, moved 
and disposed of. For more on this please see our response to Requirement 23 on page 226. 

Property 
Property records are usually created for an Incident where items are reported lost or stolen, or where items are recovered or seized as 
evidence. The system provides the following sub-categories for different types of property: 

• General property items 
• Bicycles 
• Watercraft motors 
• Securities (credit cards, bond certificates, etc.) 
• Firearms 
• Drugs 
• Alcohol 
• Police documents 
• Investigative property (e.g., Fingerprint kits and other evidence kits) 
• Animals 

In addition to standard fields for IDs, property type, value, make, model and serial number, each property category provides additional data 
fields suitable for the particular type of data being represented. For example, Firearms records include fields for describing a firearm (e.g., 
caliber, barrel length, shots). Drug records include fields specific to describing a drug (e.g., quantity, form, packaging, analysis type). Digital 
files such as photos can also be attached to the Property record, as well as any internal or external reports related to that item. 

Evidence is recorded in the system by creating a master index Property record for the item and linking it to an Incident with a classification 
of Evidence. This includes standard physical items that have been collected as evidence, as well as investigation-specific items, such as 
fingerprints, footwear impressions, photographs of scenes, images of injuries, etc.  
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Features to note on Property records: 
• The navigation side panel provides section heading shortcuts for displaying the part of the record you want to see (❶). 
• Core identifying details are at the top of the view (❷).If the item has been displayed by navigating from an Incident record, the link to 

that record is shown at the top of the view, above the core details. 
• Other related information is listed in expandable/collapsible sections on the record view. Each section is listed as a collapsed section 

bar (❸), which users can drill down into to see data fields (❹). 
• Images appear if they have been added (❺). Officers can add these kinds of images directly from a QEF in the field. 
• Stores management details are clearly identified in a Property control section (❻). 
• Property records can have their own Cautions and Flags (❼), as well as other standard master index sections with links to other 

records.  

In addition to core identifying details, note that multiple links can be added to other entity records and to reports. This allows a great deal of 
information to be provided in the same view: users can expand the parts of the record they need to see and work with. 

  

❶ 

❸ ❹ 
❷ 

❺ 

❻ 
 

❼ 
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Vehicles 
NicheRMS provides a master index Vehicle entity that provides options similar to master index Property records. Vehicles may be linked to 
an Incident or other event record in the same way as standard property items. They may also be linked to events involving traffic tickets and 
collisions. The Vehicle entity includes the following sub-categories: 

• Land vehicles 
• Land vehicle licenses 
• Watercraft  
• Aircraft 

See the example below. As with other master index records, all information is listed in expandable/collapsible sections on the record view. 
Each section is listed as a collapsed section bar (❶), which users can drill down into to see data fields (❷). In addition to standard fields for 
IDs, vehicle type, value, make, model and serial number, each vehicle category provides additional fields suitable for the type of data being 
represented. For example, records for land vehicles include fields for VIN and engine displacement etc. (❸). The same Property control 
options that are available for standard property and evidence are also available for all vehicle types (❹). 

  

❶ 

❸ 

❹ 

❷ 
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Here is an example for Watercraft, which includes fields for describing a watercraft (e.g., hull type, beam, draft). Note the layout and features 
are identical to the Property and Vehicle records. A similar view is available for Aircraft. 
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Searching, linking and re-using master index data in NicheRMS 
One of the key goals of NicheRMS is to avoid having duplicate records for the same person or other master index entity.  

The system is designed to maintain all of the information known about a given person or item in a single master index record, and re-use 
that information throughout the system, via linking. This allows the information to be used within Incidents and other records without copying.  

Users can link to the same master index record every time they need to refer to that person or item, with no need to re-enter basic details 
such as name, address and similar data. Users can update data if necessary, for example, to add a new, arrest-specific mug shot and 
description to a Person record.  

Data entry is faster and more accurate, as the basic information does not need to be re-entered every time. Updates that an officer makes to 
a record as part of Incident reporting (e.g., address change, new alias) are immediately shown in the master index record and available to all 
other users. 

To support this, the system enforces a “search-before-create” approach that requires users to search the existing master indices in the 
database before they will be allowed to create a new master index record. 

Ability to search the master indices – detailed linking example 
Users will search the master indices as part of a standard process for linking a person or item to an Incident or similar police record. The 
system provides a quick search mechanism that is available directly from the Incident record. If the user finds a matching record, it can be 
quickly linked. If there is no matching record, then the user can create a new master index record. We provide an example below. 

Triggering the search: 
• To add a link from an Incident record to a Person record, you will start by selecting the section heading for the type of record you 

want to add. When you do this, the section expands to show links to items that have already been added (❶).  
• To add a link, click or tap the Add button (❷) in the section heading. 

 

❶ 
❷ 
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• You are required to search the existing database for existing records before you will be allowed to create a new one.  
• Select the Search for involved person option… to display a Quick search view appears as shown below (❶).  

Running the search: 
• Enter search criteria and click Find now (❷). In many cases you can find and use an existing database record. There is no option for 

creating a new record until you have run a search. 
• Note the system provides a quick pick list of recently-used records (❸). If the item you need is on this list you can select it without 

having to do the search. 

The benefit of this method is that you can simply link the existing record, and take advantage of all the information that has already 
been entered. For persons, this automatically provides you with their complete history, as well as information on any existing flags or 
cautions. 

 

❸ 

❶ 

❷ 
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Looking at search results: 
• When you run the search, you will be provided with options to select and link a search result (❶), or go back to the search and try 

again (❷).  
▪ In the example below, note that DOB information is automatically highlighted in the search results for juveniles. 
▪ Also note that if there are interfaces to other databases available, they can be included in the same search. 

• If you are sure there is no matching record you can click New & fill (❸) to create a new record that will be linked to the Incident and 
added to the database.  

 
  

❶ ❷ ❸ 
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Adding the link classification: When you link a result or create a new record you will be prompted to define some link information to 
describe why the record is being linked. You can add one or more link Involvement classifications, Verification information, Effective dates 
and Remarks (❶). Also note that basic information from the linked record is displayed. You can add additional names, cautions and flags 
directly to this view (❷), and the information will be used to update the linked master index record. 

Linked information is end-dated rather than being removed. Note the Effective to field in our example. Whenever you have a link 
between two items, when the link is no longer appropriate, it is usually end-dated rather than being removed. This allows older information to 
be retained in the system, for example an end-date list of links between a Person record and Address records will show the locations where 
the person used to live, and when they lived there. This information remains available in the system. 

  
The linked result: When you finish, the newly-linked record appears in the correct section on the starting record. Note that the icon for the 
link to a juvenile record is automatically flagged. 

❶ 

❷ 
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Summary of the benefits of linking and re-using data 
New data can enter NicheRMS in the following ways: 

• Electronic data entry forms submitted by officers in the field (QEFs) 
• Data import from CAD and other interfaced systems such as TraCS 
• Direct manual creation of an Incident record within NicheRMS.  

All methods result in an Incident record that forms the basis for ongoing case management, updates to master indexes and reporting.  

Incoming data may be subject to security rules and workflow processes required by your agency, for example imported data may be flagged 
for additional review, and access to new information may be restricted until a supervisor has reviewed it. However, all data is instantly 
available to any authorized user who requires it, from the moment it enters the system. Benefits: 

• Data enters the system with no re-keying required. 
• Integrated notification and tasking functions automatically notify appropriate personnel and units regarding new information that 

affects them. 
• Officers and other police personnel have much faster access to a central source of information. 

Re-use of existing data = improved data quality 
NicheRMS uses linking to maximize sharing and re-use of data across business areas. Once an item is created, its data becomes available 
via hyperlink in all other records that require it. The concept is “enter once, re-use many times”, and it applies to all data types. This is a key 
feature of the system. 

The ability to re-use existing data already stored in any database record reduces unnecessary data entry and the errors and omissions that 
can result from duplication of information. For example, if you have multiple Person records for the same person spread across multiple 
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modules or sub-systems, staff are forced to search several systems to find the most recent version, and may end up using out-of-date 
information. NicheRMS aims to eliminate this issue.  

Incident-level records: As we have described elsewhere, NicheRMS provides records for events such as Incidents, Citations, Collisions 
and Field interviews/Intelligence. These provide a central hub for case management and reporting. All event-level records are linked to re-
useable master index records as a part of standard incident reporting and case management. When you add a link from an event to a 
master index record, the event inherits the data stored in the master index record without copying.  

Master indices:  
• Each master index record defines the details of a single person or item. All of the information the police have available regarding that 

person or item is either defined within that record or is provided as a link from that record. Information is always linked rather than 
being copied. For example, persons can be linked to incidents and to other master index records.  

• If a master index record is updated as part of an investigation, for example, a person arrested and charged in an incident, the master 
index record is automatically updated with details of the linked Incident record. Any arrests, charges, statements or other reports 
added as part of that incident are automatically available as links on the master index Person record. The updates are immediately 
available throughout the system. 

In everyday use: The process is the same no matter what type of record you are adding. You will be prompted to search the database for 
existing master index records, using a standard point-and-click search dialog: 

• If there is an existing master index record, you can click a button to add a link to it. 
• If there is no existing master index record, you will be allowed to create a new one.  
• Any updates you make as part of an investigation, e.g., arrests, charges, updated descriptions and photos etc., will be used to 

update existing master index records. 

Single source for information means that data is automatically synchronized 
All data is shared across the RMS database, integrated across all business areas, and available for searching, reporting and re-use. While 
sensitive records can be restricted to appropriately authorized personnel, information from all database records is available to any user with 
the proper security credentials. Because there is only one instance of each record, users can be confident that they are looking at the most 
up-to-date information available. When information in a case is updated, the system also captures what changed.  

What this means for Case management 
Linking allows a single central Incident record to provide access to all relevant case information. Incident records for a case commonly have 
many master index records linked. Investigators and other users involved in the investigation can quickly see a list of all persons, 
organizations, addresses and vehicles associated with the case, and all of the reports that have been added. All of the key details are 
available from the central record, and officers can be sure that any linked master index records include the correct, most up-to-date details. 
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Security and quality control applied to imported data (e.g., CAD, TraCS) 
Because external system interfaces access NicheRMS through the NDS application server, the same business rules can be applied to 
externally submitted data as to directly entered data, although outright rejection of externally submitted data is not usually desirable. There 
are a number of mechanisms that allow externally submitted data to be vetted before it is fully incorporated into the NicheRMS database. 
The task/workflow system is used to notify appropriate users that work is required on particular records. 
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Link analysis 
Links between records are crucial for generating Link analysis reports, which show the connections between Incident records and other 
items in the database, as shown below. Users can click any icon to display the associated database record. Link analysis is available directly 
from a list of search results, or from any Incident record where an investigator wants to check connections to other incidents: 
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Data Quality Management  
In NicheRMS, all business logic, data validation and security reside in the NDS application server, which is used by all user and system 
interfaces. This ensures uniform enforcement of security and business rules across the system. Some data validation is performed in the 
directly in user interface, e.g., drop down list options, edit masks and date validation. This provides users with immediate feedback if they 
enter invalid data, without incurring the cost of a round trip to the server. However, final validation is still performed at the server level to 
ensure that no user interface or system interface can insert invalid data. 

Business rules 
NicheRMS uses business rules to define how the system will interpret and validate the data entered into the system and can be used to 
trigger automatic prompts for users. We summarize key features below. 

Business rules are not hard-coded. They are loaded at run-time along with the user security roles, and can be changed at any time by 
authorized agency personnel. Agency system administrators can view and edit business rules from within NicheRMS, and Niche provides 
information on how to do this as part of the knowledge transfer that takes place during the implementation project. This will allow a customer 
to quickly modify user role permissions and data validation rules and activate them immediately. 

The NicheRMS validation engine rules provide: 
• A facility to declare symbols that are filled using application SQL. 
• A rule/expression language that allows developers to execute tests against the symbols. The language allows for iteration, 

conditional execution, the raising of warnings and errors, and execution of further application SQL. The language is also aware of the 
object-oriented NicheRMS metadata, meaning that rules defined on base entities automatically apply to more specialized entities 
within the same inheritance hierarchy. 

Mandatory fields. Business rules are used to define mandatory fields. This can be as simple as declaring which fields are mandatory on 
various forms, views and windows. Business rules can be set up so that certain fields become mandatory once data has been entered into 
other fields.  

Data validation. Business rules are used to perform data validation to enforce minimum sets of data required for various records and 
reports to be considered complete. For example, Incident records include a Check Incident button. At any point during an investigation, 
users can use this to check the data that has been recorded for the current Incident record. It checks the existing data against the business 
rules to ensure that nothing is missing. If anything is missing (e.g. a report required by a particular Incident type), the system displays a list of 
what is missing. Similar validation processes are available elsewhere in the system (e.g. for Case file preparation). Typically a message is 
displayed to alert the user as to what still needs to be done. The system can prevent the user from finalizing an Incident record if there is 
information missing. 
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Error messages and other user prompts: Business rules are also used to provide confirmation messages where users are attempting to 
delete records or links between records. If a user performs an action that generates an error in NicheRMS, the system generates a readable 
message to define the error. Usually the conditions that will cause an error are based on data entry rules that have been defined by the 
business rules for the application. A confirmation/warning message is also displayed when users are closing a record window that is missing 
one or more items of required data. 

Ability to edit Business rules 
NicheRMS provides text editor-based access to business rules. Access to these rules is usually restricted to system administrators, but it is 
available directly in the NicheRMS user interface. 

Agency system administrators can view and edit these business rules from within NicheRMS. During product configuration and installation, 
we will work with you to develop and provide a complete set of business rules to enforce the set of checks and data validations you want. 
Business rules and data validation options remain configurable. While they can be updated without altering any software code, the ability to 
usefully edit business rules requires a detailed understanding of the NicheRMS data model. In practice, the business rules are usually 
updated with the assistance of a Niche Project Manager. There are no additional charges for this. 

Data Quality Management (DQM) for master indices 
NicheRMS provides a DQM function that is applied to the master indices. A DQM status is set automatically on all master index entities 
when they are created and updated. DQM status identifies whether a given record contains the minimum information required for it to qualify 
as a unique and re-usable master index record in the RMS database.  

DQM rules are defined when the NicheRMS system is initially configured. While these rules are configurable, typical rules include: 
• Person—requires last name, first name, gender and date of birth. 
• Business/organization—requires name and address or telephone number. 
• Address—requires a street number, street name, city and zip code. 
• Vehicle—requires a make, model, description and plate or VIN number. 
• Property—requires a make, model and serial number. 

Records that meet minimum data quality standards get a DQM status of Master index. Records that do not meet minimum quality standards 
have a status of Single use and cannot be re-used until the missing data is added.  

The single use designation allows users to create a record for a poorly identified or unidentified person or an item such as a partial address 
or incompletely identified vehicle. Single use records are attached to the event record to which they apply but they are excluded from the 
normal master-filing process. Once they have been more robustly identified, a single use Person record (for example) will either be merged 
with an existing master-index record, or updated so that they can be master-filed. 
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Data quality personnel search for records flagged as Single use and review them. As well, background processes can find duplicate records 
or other problems and provide Data quality users easy access to clean them up. 

Support for data accuracy 
NicheRMS provides this functionality in two ways:  

1. Prevention. NicheRMS includes features designed to reduce the number of duplicate and poor quality records entering the system, 
and  

2. Clean-up. The system includes tools for locating duplicate or poor-quality records that have been entered by mistake. Duplicate 
records can be merged, and poor quality data can be repaired or isolated from use. 

Prevention. NicheRMS provides quality control and data validation features designed to prevent duplicate or incomplete records from 
entering the system. As we have shown above, the system enforces a “search-before-create” approach. Before anyone can add a new 
master index record to the system, they must first search to see if there is already an existing record for that person or item. If there is 
already an existing record, the user can add a link to it, which allows the existing information to be re-used. If the record does not exist, then 
the user will be allowed to create a new record.  

Business rules provide further data validation checks for accuracy and consistency in the information entered. Business rules define the 
conditions that produce information and error messages: if a user performs an action that generates an error in NicheRMS, the app 
generates a readable error message. Business rules can also perform more complex checks. For example, Incident records include a 
Check incident option, as shown below. 
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Users can click or tap this option to check the data that has been recorded on the current Incident. The system displays a message that lists 
what information is missing. It can be configured to prevent closure if required information is missing. Similar options are provided where 
they are required, throughout the application. 

Clean-up. NicheRMS includes a DQM process (as described above) that automatically applies a quality status to all master index records—
Persons, Addresses, Vehicles, Property, and Business/organizations. A DQM status identifies whether the record contains the minimum 
information required to qualify as a master-index record.  

Merging and unmerging records: If duplicate records do enter the system (e.g., two person records representing the same person may 
end up in the system as the result of aliases and/or changes in appearance), authorized users can merge the duplicate records.  

When merged, all the associated links and reports are retained and automatically moved to the resulting single record, so no data is lost. If 
necessary, any record that results from the merging of two or more duplicate records can later be un-merged into its component records. 
Where many duplicate records exist, Niche can provide a back-end bulk merge script. 
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Req 

Status 
Requirement 15:  Call for Service 
 
The proposed solution shall be able to document calls for service. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police documents the majority of its calls and investigations in the current RMS without the use of a CAD. There are only two 
Troops out of ten that currently utilize a CAD to begin incident documentation.  The other Troops enter all call information directly in to the current 
RMS.  

The NYSP is looking to simplify and expedite the documentation of non-criminal calls, such as blocked roadway, disabled vehicle, etc. 
 
Examples of Preferred Functionality: 

• Ability to provide a simple formatted screen for “quick-call” incidents (ex. blocked roadway, disabled vehicle, etc.) 
• Ability for a validation process to identify that mandatory fields have been completed prior to supervisory review 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Call for Service 
Overview 
NicheRMS supports officer reporting for a wide range of non-criminal calls, from minor issues such as a blocked roadway, to more extensive 
cases such as a missing person. These types of cases are entered using either a standard Incident record (for issues that have a 
designated incident type) or a Field interview report (for officer observations or to record details of a person or vehicle stop where there is no 
ticket or citation). 
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Preferred functionality 
Ability to provide a simple formatted screen for “quick-call” incidents (ex. blocked roadway, disabled vehicle, etc.):  

NicheRMS comes with a set of quick entry forms (QEF) that are configured for specific data entry processes such as incident, citation, field 
interviews and traffic collision. The NicheRMS Incident QEF is typically used to create a new incident. NYSP can review and assess the 
existing QEF’s to see if they meet their requirement. If not suitable, Niche will develop a new QEF meeting their requirement. 

Ability for a validation process to identify that mandatory fields have been completed prior to supervisory review: 

This is a standard feature of NicheRMS: mandatory fields are yellow so that users can easily identify them, and business rules can be set to 
prevent submission of a form if mandatory information is missing. Note that the form can still be saved and closed, even if incomplete, 
allowing officers the ability to go back later and complete the form for submission. 

In addition, NicheRMS QEFs provide visual indicators in the side panel for the form, to show users which sections have been completed 
versus sections that still require data. See our examples below. 

Supplementary material: Calls for Service Reporting in NicheRMS 
These functions are part of NicheRMS’s overall approach to Investigative Case Management. We describe this approach in more detail in 
our response to Requirement 22 on page 201. Briefly: 

• NicheRMS provides an Incident record that is the central repository for all the information the agency has in relation to a particular 
incident, or event. An Incident record provides links to all related involved master index records (persons, addresses, vehicles, 
property, etc.), and also to all related reports, warrants, arrests, charges and other related legal documents. 

• We provide different sub-types of Incident record for different categories of incident. This approach applies to reporting for criminal 
and non-criminal incidents, field interviews, intelligence reports, collisions, e-tickets and DWI enforcement. 

• For users performing standard data entry, NicheRMS provides Quick Entry Forms (QEFs) that provide users with easy-to-use data 
entry forms for a particular data entry job, for example initial data entry for a Call for Service or Intelligence submission.  

We have provided an example of an Incident QEF below, which can be used to generate an Incident record for a broad range of police 
events, including the “quick-call” incidents noted for this requirement.  

Different QEFs can be provided for different types of events, e.g., traffic collisions, domestic incidents, missing persons, intelligence, and so 
on. These will be configured to match NYSP requirements as part of the implementation project. 

Officers will begin by selecting a Quick Entry Form (QEF) directly from their Home view, as we show on the next page.  
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NicheRMS uses a standard structure that is consistent across all record types.  
• When you first select the form, it appears with the navigation side panel active (❶). The side panel provides immediate feedback 

regarding errors or missing data, and shortcuts to different parts of the form. Checkmarks provide a “trail of breadcrumbs” to show 
users which sections are completed. When first opened, most sections are marked as incomplete (❷). 

• The main report view has sections that can be expanded or collapsed to display data and links to related master index records (❸). 
To display or hide summary details for a section, click or tap the section heading. 

• To add the main details of the report, click or tap the pencil icon in the main Incident section (❹). 

 
 

  

❶ 

❷ 

❸ 

❹ 
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The main Incident section provides a set of standard fields for entering the details of the call for service. Note the range of Call code field 
options provided. The officer can select the option that matches the current Call for Service requirement. The Call code captures the original 
call type as received by the officer. The Incident type field captures the actual nature of the event, which may be different from the initial 
call. This type of form adapts easily to manage more significant Incidents, should the initial Call for Service result in a more serious incident. 
Other features to note: 

• A unique Incident number is automatically generated and displayed (❶). 
• Yellow shading indicates mandatory fields. 
• The QEF provides a combination of drop down list fields and text fields for data entry (❷). 
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When you close the initial Incident details, the view returns to the main Incident QEF (upper and lower portions shown below).  

• Note the Incident section in the side panel now has a green checkmark, indicating that it is complete (❶).  
• The officer can now fill in the rest of the sections to provide links to associated master index entries. There is a section heading for 

each type of item that might need to be linked, each with a large button for triggering a standard “search-before-create” linking 
process. For an example of this type of search see the Master indices section (page 127). For many master index sections, the 
officer has the option of tapping a button to indicate that the section is not required (❷). 

❶ 

❷ 
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• The officer can also add Incident reports, MO data, Action log entries and NIBRS information (❸). None of these is required for 
every QEF, but the form provides these as options if they are required. For example they might be needed if the Call for Service 
incident results in a more significant investigation, or turns out to be related to a more significant investigation. 

  

❶ 

❷ 

❸ 
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When the form is complete, the officer can  
• Click Check inc. to make sure all required 

information has been provided. As we show in the 
completed example to the right, this should also be 
clear from the checkmarks in the navigation side 
panel. 

• Click Submit incident to submit the QEF. The 
QEF generates a standard Incident record in the 
system and, depending on the incident type, will 
trigger follow-up workflow, e.g., supervisory review 
and approval. 

If necessary, an officer can save and close a QEF without 
submitting it. NicheRMS will generate and assign the 
officer a task to come back and finish the form. 
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Req 

Status 
Requirement 16:  Confidential Investigations 
 
The proposed solution shall have the ability to document and limit access to confidential investigations. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police conduct confidential investigations which include but are not limited to Internal Affairs investigations, applicant background 
checks, undercover investigations (narcotics, terrorism, and organized crime), investigations involving confidential informants and State Fusion Center 
initiatives. Confidential Investigations may be started and handled completely within specialized units or may be initiated by normal patrol and 
investigative units which may be deemed confidential at a later date.   
 
Examples of Preferred Functionality: 

• Ability to limit access to records, portions of records, associated attachments, and associated entries within the master indices 
• Ability to conceal the existence of a record from unauthorized users 
• Ability to control access to individual components of an investigation 
• Ability to document and track money related to confidential investigations and informants 
• Allow for the creation of a confidential informant within the system 
• Track all contact with the confidential informant within the system 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 
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Niche Technology response - Confidential Investigations 
Overview 
NicheRMS allows confidential investigations to be securely managed within the main NicheRMS system. As we describe for Requirement 12 
(page 91), NicheRMS uses a sophisticated security model that controls access to data: 

• At the domain level (data ownership – typically by police agency), 
• At the role level (RBAC)  (“right to know” access by job function like general patrol, supervisor, etc.) and 
• Using Access Control Lists (ACLs) for fine-grained discretionary “need to know” access control. 

These can be used to restrict access to any single record or to any file linked to a record (for example Intelligence reports). These features 
can be used individually or combined to manage access to records and documents, and to specific instances of records. For example, the 
system can be configured so that records for juvenile offenders will only appear to specific users. 

This will support any IA investigation, applicant background check, undercover investigation or standard investigation involving confidential 
informants. Standard roles and ACLs will be used to ensure that sensitive data can only be accessed by users with the correct permissions. 

Confidential informants (CIs) are handled within the system’s main database, using standard person records combined with the RBAC and 
ACL security we describe below. 

Preferred functionality 
Ability to limit access to records, portions of records, associated attachments, and associated entries within the master indices 

NicheRMS RBAC and ACLs are used to control access to both individual specified records and reports, to entire types of records, and to 
individual parts of records. This includes the ability to allow access to a database record, but conceal the links to selected attachments, 
reports and master index records. 

Ability to conceal the existence of a record from unauthorized users 
Users who do not have access to a record or a report will not see any indication that the information exists, even if they specifically search 
for it. The item becomes invisible in the system to them. 

Ability to control access to individual components of an investigation 
Niche’s security controls can be used to control access to all or part of any investigation, as we describe below. For example, you can 
restrict access to an entire Incident record and all the master index records and reports that are linked to it, or you can restrict access to 
individual items within that investigation, without restricting access to other parts. Different levels of access can be provided to different users 
and groups of users. 
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Ability to document and track money related to confidential investigations and informants 

NicheRMS includes functionality for tracking police investigative funds, i.e., funds used to track funds used as part of undercover operations. 
Niche’s Investigative funds feature provides a simple accounting system that allows police agencies to control and track the expenditure of 
investigative funds. 

Allow for the creation of a confidential informant within the system 
CI information is attached to standard master-indexed person records and secured using standard RBAC and ACL security. Confidential 
informants are stored using standard master index Person records in the NicheRMS database. However, the parts of their Person record 
pertaining to their status as a CI are only visible to users with the correct role and Access Control List (ACL) authorizations. When linked to 
an investigation as a source, the person’s involvement and status is securely protected using NicheRMS ACLs. This means that if regular 
users look this person up in the database, they will find the Person record and can open it but none of the sensitive information will appear 
for them. There will be no indication that this person has any connection with any investigation or intelligence records where they have been 
linked as a CI. Only users who have the correct role and ACL permissions will see the confidential information on this person 

Track all contact with the confidential informant within the system 

NicheRMS documents all contact with a Confidential Informant within the system, including payment. This is managed using standard 
Person dossier logs (to which access can be restricted). 

Supplementary material: Confidential Investigations  
Confidential investigations can be securely managed within NicheRMS using standard security, which includes (1) standard domains and 
roles (RBAC), and (2) discretionary access control using Access Control Lists (ACLs). We provide an overview of relevant features here but 
also see the information provided for Requirement 12 on page 91. 

Special project sub-domains for confidential investigations 
Access to individual Incidents and reports can be restricted within an agency’s main data domain – this can be done using standard RBAC 
role permissions in combination with ACLs 

However, for larger investigations, agencies may choose to set up one or more confidential sub-domains, in order to limit access to a large 
investigation or to an entire category of case, e.g., a large undercover operation or an IA investigation.  

To see the data and reports in a confidential sub-domain, a user must be granted specific access and a login roles for that domain. Users 
who are part of the special investigation can log into the sub-domain and use the system as they normally would, including having access to, 
and being able to link to, all data in the police agency’s main domain. However, all data records added within the confidential sub-domain, 
including links to data in the main domain, would be invisible to users who are not logged into that sub-domain. 
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Background: Domains define sets of data and data ownership. NicheRMS assigns every piece of data to a domain. Domains are arranged 
hierarchically: each police Agency typically has its own domain with optional sub-domains to protect confidential investigations or sometimes 
to hold converted legacy data. Each user gets access to one or more domains. The domain determines who “owns” the data. Domain 
ownership information can be used to prevent access by users in other domains. 

Within a domain hierarchy, access levels can be enforced at any level. For example, a record may be: 
• Completely visible: any logged-in user can view the complete record and all its related reports. 
• Partially visible: the record is visible but its related reports are not, except to authorized users (whose roles allow access). 
• Invisible: the entire record and all reports can be completely hidden, except for authorized users. 

Authorized users can create sub-domains (e.g., confidential investigations) to control access in situations where data needs to be hidden 
from users who would normally have access to it. These special domains can be set up to handle sensitive investigations. When an 
investigation is complete, these sub-domains can remain hidden, be deleted, or be merged with the general data. 

Discretionary access control using Access Control Lists (ACLs) 
ACLs provide flexible options for controlling access to sensitive information without having to move it into a confidential sub-domain. ACLs 
are useful for limiting access to specific pieces of information such as a specific report, or a specific link between two master index records. 
They can also be used limit access to entire investigations.  

An ACL provides a set of rules that can be applied to any data object in the system (e.g., a particular person, a person description, a report). 
The rules grant or deny access to an object based on the user’s identity and his organizational membership. Where roles in the RBAC 
structure are useful for controlling access to entire categories of record, for example, records involving juvenile offenders, an ACL is useful 
for controlling access to individual instances of records so that access to a given record or report can be blocked from users whose roles 
might usually allow them access. 

For example: 
• If an Incident record has a sensitive report attached, such as an IA report or Use of Agency report, or it includes a link to a 

Confidential Informant, ACLs can be used to ensure that this information will be hidden from users who do not need access to it.  
• A background check linked to an officer or person record can be tagged with an ACL that limits who can see it. 

For users who do not have the necessary ACL permissions, the ACL-tagged data is invisible in the system. For these users, there is no 
indication that the protected data exists. 
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Effect of security on availability of records and reports 
When a user does not have view access because of RBAC or ACL rules, the record or report in question will disappear completely for that 
user—it does not appear in search results, it cannot be displayed and it will not appear in reports. If other records link to it, for example if 
there is a link from the Incident record for an investigation to a Person record that the current user is not allowed to see, the link to that 
person does not appear for that user. This allows police management to protect confidential sources, and exercise tight control over case 
confidentiality. 

The same security applies to tasks and notifications as to other records in the system: users will only see the data that they are allowed to 
see. For tasks and notifications: 

• Tasks and notifications are usually only viewed by the people they are assigned to and by their supervisors. If necessary, security 
can be set up to require specific permissions for users to view some tasks and notifications (e.g., Use of Agency investigations). 

• Workflows can be set up so that when a task is generated and assigned, the person assigned the task will automatically be given 
permission to access the records that are the subject of the task. These permissions can be revoked as soon as the task is marked 
complete, i.e., a user can be given access on a limited basis only. 

• For flags and cautions applied to Incidents and master index records, the person adding the flag can select an option to hide a flag 
so that users will only see it if they have a role or ACL membership that specifically allows access to hidden flags. 

Different security can also be applied to records and reports based on creation date/time and their status. For example: 
• A user may have read/write access to a report when it is first created, but the report can be automatically locked after a certain length 

of time (e.g., 24 hours) or once the task associated with it has a status of "complete". 
• A user who submits intelligence may not have access to it after submitting the report 

Tracking of Police Investigative Funds 
NicheRMS provides investigative funds functionality that allows an agency to define accounts to be used for tracking investigative funds, and 
track all transactions related to those accounts. Each account is associated with a particular police organizational unit and typically 
represents a physical safe or other secure storage location used to hold cash.  

As part of an undercover investigation (or any other investigation or incident requiring police investigative funds), authorized users can carry 
out transactions to: 

• Add funds to an account. 
• Transfer funds between accounts. 
• Transfer funds to an officer for use in paying Confidential Informants or as “Flash Rolls”. 
• Transfer funds from an officer to the account (putting money into the safe). 
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• Transfer funds from officer to officer, e.g., the officer in charge of an investigation may take cash out of the account and provide it to 
several other officers in the case. 

• Describe expenditures, e.g., if the funds are used to purchase evidence such as drugs or weapons, a link is created between the 
expense, the item and the incident record. 

• Audit an account to verify that the current balance shown in the system matches the amount actually present in the physical safe or 
storage location. 

The system is set up with business rules to determine who can carry out investigative funds transactions, and what level of user is allowed to 
approve transactions for differing amounts of cash. 

The actual transactions are typically generated from the Incident record, as part of an active investigation, and the resulting transactions are 
automatically linked (1) to the Incident record (2) to the account and (3) to the officers responsible for the transactions. 

Confidential Informants (CIs) 
Confidential Informants are stored using standard master index Person records in the NicheRMS database. However, the parts of their 
Person record pertaining to their status as CIs are only visible to users with the correct role and Access Control List (ACL) authorizations.  

When linked to the Incident record for an investigation as a CI, the person’s involvement and status is securely protected using NicheRMS 
ACLs. This means that if regular users look this person up in the database, they will find the Person record and can open it but none of the 
sensitive information will appear for them. There will be no indication that this person has any connection with any Incident or Intelligence 
record as a CI. Only users who have the correct role and ACL permissions will see the confidential information on this person. 

• The police can add a flag to the record to identify this person as a CI, and the person can be given an CI identification number.  
• CI contact would be tracked using the Person dossier. The Person dossier is a standard log that is attached to all Person records. 

Police can use to log the details of all contact with a particular individual.  
• To protect the identity of a confidential informant or other source, a police agency can set up one or more ACLs: 
• All CI-specific details, such as a CI flag or ID number, can be tagged with an ACL that makes the person’s CI status invisible except 

to users who have been authorized to see this information.  
• Individual Person Dossier log entries can also be tagged with ACLs. 
• When linked to an Incident, the link to the CI can be tagged with an ACL that makes the link invisible except to users who have been 

authorized to see this information. 
• When mentioned in a report, officers can use the CI’s identification number (which cannot be looked up unless the person already 

has access to the CI information) 

This applies to all ACL-protected information throughout the system. We provide examples below. 
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Person dossier example 
The Person dossier is a log available on all Person records in the system; it provides a way for police to log contact with that person. In this 
example, the person is a CI and an officer has met with her.  

When that officer (or other authorized user) displays the Person dossier, they see all of the entries. In this case, the log entry for the Meeting 
entry has an ACL designation that limits access to this information, e.g., a “Confidential Informant” ACL (❶). The icon for this entry is 
marked with a “eyeball” – this is intended as a signal to the authorized users that the entry contains sensitive information. They can open it 
and view details (❷). This log entry will not appear unless the current user is a member of the Confidential Informant ACL. Other users will 
only see the non-confidential items.  

  
 

 
  

❶ ❷ 
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Person ID# example 
An authorized user can generate a Confidential Informant ID # for a person. Once generated and given an ACL designation, the Confidential 
Informant ID appears on a list of IDs for the person, again the icon for this entry is marked with a “eyeball” that reminds authorized users that 
this is confidential information.  

   
Users who belong to the correct ACL can perform a standard search for this person using this ID as search criteria, and the CI’s person 
record will appear in the search results. Users who do not have this ACL can look for the same Person record, but the CI ID number does 
appear for them, and will not work as search criteria, even if they happen to know it. For these users, this ID is invisible in the system. 
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Tracking Payment of a CI 
As we describe above, NicheRMS provides investigative funds functionality that allows an agency to define accounts to be used for tracking 
investigative funds, and track all transactions related to those accounts. Each account is associated with a particular police organizational 
unit and typically represents a physical safe or other secure storage location used to hold cash.  

Related to payment of confidential informants, authorized users can carry out transactions to: 
• Transfer funds to an officer for use in paying Confidential Informants. 
• Transfer funds from officer to officer, e.g., the officer in charge of an investigation may take cash out of the account and provide it to 

several other officers in the case. 
• Describe expenditures, e.g., if the funds are used to pay a CI, a link is created between the expense, the item and the Incident 

record. 

The system is set up with business rules to determine who can carry out investigative funds transactions, and what level of user is allowed to 
approve transactions for differing amounts of cash. Transactions can be configured to require e-signatures. The actual transactions are 
typically generated from the Incident record, as part of an active investigation, and the resulting transactions are automatically linked (1) to 
the Incident record (2) to the account and (3) to the officers responsible for the transactions. 
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Req 

Status 
Requirement 17:  Field Contact 
 
The proposed solution shall have the ability to document field contacts. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police conduct interviews in the field that generate information that needs to be captured and forwarded for further analysis.  A 
field interview card (FIC) is currently used to document non-criminal contacts as well as suspicious activity. This information serves as a key input to 
analytical support (crime analysis) and other investigative processes. 
 
Examples of Preferred Functionality:  

• Ability to document information obtained by officers that is not related to a specific call for service or case 
• Ability to add Field Contact information into a call for service and or a case if necessary to continue an investigation 
• Allow for workflow to forward Field Contacts to agency specified personnel or units 
• Aggregate Field Contact information to allow for searching and analysis whether it is linked with an investigation or not 
• Ability to designate specific Field Contact data as confidential, viewable only to authorized users 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Field Contact 
Overview 
The NicheRMS Field Interview (FI) record records the details of officer observations, conversations, or other interactions that the NYSP 
need to capture, e.g., details of a person or vehicle stop where there is no ticket or citation. Officers can generate FI records using Quick 
Entry Forms (QEFs) that are available directly from their Home views. The system will be configured to provide a QEF with the features and 
supporting workflow that the NYSP requires, e.g., some Field interviews may require workflows for specific kinds of follow-up, such as 
development of Intelligence. 
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Preferred functionality 
Ability to document information obtained by officers that is not related to a specific call for service or case:  

NicheRMS includes a Field Interview Quick Entry Form (QEF) designed specifically for this purpose. It will be configured for use by the 
NYSP. See the example below. 

Ability to add Field Contact information into a call for service and or a case if necessary to continue an investigation:  

Field contact is recorded as a Field Interview record in NicheRMS. The Field Interview record is generated as a standard event-level record 
that can be linked to master index records (such as Persons) as well as to other related event records in the database, such as Incidents. 
For example a Field Interview record (generated from an officer-submitted QEF) can be linked to the Incident record for a call for service, to 
Incident records for any other type of investigation. 

Allow for workflow to forward Field Contacts to agency specified personnel or units:  
This is a typical use of the NicheRMS integrated workflows. For example, when an officer submits a QEF for a Field Interview, the workflow 
can be set to automatically trigger a task for review and follow-up by specified personnel (e.g., the officer’s supervisor), or a unit. 

Aggregate Field Contact information to allow for searching and analysis whether it is linked with an investigation or not:  
All Field Interview records and the field contact information are fully searchable, even when not linked to other Incidents. They are treated as 
standard event-level records in the database, and as such can be aggregated for reporting and analysis. 

Ability to designate specific Field Contact data as confidential, viewable only to authorized users:  
Field Interview records and field contact information are subject to the same data security as all of the other data in the database. See our 
responses to Requirement 12 (page 91) and Requirement 16 (page 147). A Field Interview that contains confidential information can have 
an ACL applied that restricts access to a set of authorized users. ACLs can be used to restrict access to the entire Field Interview record, or 
to selected parts of it (e.g., to restrict access to the ID of a confidential informant). 

Supplementary material: Field Interview records 
NicheRMS provides a Field Interview record that is an event level record. For more on events, incidents and investigative case management 
features, see the detailed description provided as part of our response to Requirement 22 (page 201). 

Field Interview records are designed to capture the details related to all street-level activities, including field interviews, person and vehicle 
stops and other street encounters, street searches, suspicious activity, and so on.  

Field interviews can be linked to master index records for persons, vehicles, locations and other master indices. It can also be linked directly 
to the Incident record for an investigation or to any other event-level records in the system, should the information prove to be related. A 
Field Interview record may also be converted to being a full Incident record, suitable for investigative case management, if events escalate. 
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Field Interview Quick Entry Form (QEF) for officers 
We have provided an example of a Field Interview QEF below, which can be used to generate an Field Interview record for recording the 
field contact details noted for this requirement.  

Officers will begin by selecting a Quick Entry Form (QEF) directly from their Home view, as we show below. When you first select the form, it 
appears with the navigation side panel active (❶). NicheRMS uses a standard structure that is consistent across all record types. The main 
report view has sections can be expanded for data display and data entry (❷). The side panel provides immediate feedback regarding 
errors or missing data, and shortcuts to different parts of the form. Checkmarks provide a “trail of breadcrumbs” to show users which 
sections are completed. When first opened, all sections are marked as incomplete (❸). 

To add the main details of the report, click or tap the pencil icon in the main Field interview section (❹). 

 
 

  

❶ 

❷ ❸ 

❹ 
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The main Field interview section provides a set of standard fields for entering the details of the particular field contact situation. Other 
features to note: 

• A unique Field interview number is automatically generated and displayed (❶). 
• Yellow shading indicates mandatory fields. 
• The QEF provides a combination of drop down list fields and text fields for data entry (❷). Note the range of Type and Criminal 

activity field options provided. The officer can select the combination of options that matches the current Field requirement. 

  
 

 

❶ 

❷ 
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When you close the Field interview details, the view returns to the main Incident QEF (upper and lower portions shown below).  
• Note the Field interview section in the side panel has a green checkmark, indicating that it is complete (❶).  
• The officer can now fill in the rest of the sections to provide links to associated master index entries. There is a section heading for 

each type of item that might need to be linked, each with a large button for triggering a standard “search-before-create” linking 
process. For an example of this type of search see the Master indices section (page 127). For many master index sections, the 
officer has the option of tapping a button to indicate that the section is not required (❷). 

• The officer can also add a Profiling report, Investigative property and Action log entries (❸). The Field Interview can also be linked to 
other associated Incidents and Field Interviews. None of these is required for every QEF, but the form provides these as options if 
they are required. 
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❶ 

❷ 

❸ 
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The Profiling report provides an additional structured data entry form for recording 
details of a vehicle stop. This is just an example of the type of report that can be 
made available to a QEF or to an existing Field Interview record: 

When the form is complete, the officer can: 
• Click the Check inc. button to make sure all required information has been 

provided. As we show in the completed example below, this should also be 
clear from the checkmarks in the navigation side panel. 

• Click Submit field interview to submit the QEF. The QEF generates a 
standard Incident record in the system and, depending on the incident type, 
will trigger follow-up workflow, e.g., supervisory review and approval. 

If necessary, an officer can save and close a QEF without submitting it. NicheRMS 
will generate and assign the officer a task to come back and finish the form. 
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Field interview records generated from the QEF 
Once submitted, the Field interview QEF generates a Field Interview/Intelligence record in the database. These records use the same 
standard event record format as the Incident record. In the example below, note the section headings are similar to those provided for an 
Incident. 

Like an Incident record, a Field interview record provides specific descriptive information and can be linked to additional related master index 
records, associated Incidents, Intelligence and other Field Interviews, additional reports, warrants, arrests, charges, case files etc. This 
information is fully searchable and available for reporting. 
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Req 

Status 
Requirement 18:  Assignments 
 
The proposed solution shall have the ability to create, document, and track assignments. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police require the ability to create and delegate assignments.  These assignments may be stand-alone (i.e. administrative relays, 
critical infrastructure checks, or speech assignments) or conducted within an active investigation (i.e. investigative leads as part of a major case, area 
search for evidence, or K9 search).  In certain cases, multiple users are delegated to a given assignment. 
 
Examples of Preferred Functionality: 

• Ability for an assignment to be stand-alone or part of an active investigation  
• Provide workflow allowing for the assigned individual to report back on the outcome and status of the assignment  
• Allow for the designation of an assignment type 
• Provide an assignment description field 
• Ability to assign multiple officers to an assignment 
• Allow for the documentation of the assignment outcome 
• Ability to create a unique sequential number for an assignment within an active investigation 
• Ability to link multiple assignments that are either stand alone or part of an investigation  
• Ability to create recurring assignments 
• Ability to add attachments to assignments 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations. 

Niche Technology response: see our response material immediately following this table. 
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Niche Technology response – Assignments  
Overview 
The NicheRMS tasking system provides a way to structure and document all officer and staff assignments and activity, from initial field 
reporting to full investigative case management. It is integral functionality that applies across the entire NicheRMS system.  

All workflow in NicheRMS is based on tasks being created, assigned, completed and approved. Much of the system’s case management 
work is driven by tasks in workflows (described for Requirement 19 on page 174). Briefly: 

• Tasks are electronic assignments for individuals or units. 
• Tasks can be created and assigned manually by individual users and supervisors. 
• Tasks can also be generated automatically by the system, based on predefined, structured workflows defined by agency 

administrators. 
• Supervisors can view sets of tasks that have been allocated to individual users or units. Supervisors can re-assign tasks to adjust 

workloads. 
• The Home view provides logged-in users with access to the same tasks and workflows no matter what device they are using, i.e., 

whether using NicheRMS from a desktop workstation, a laptop or tablet, or a virtualized NicheRMS session via Web browser. 

Workflow activities can also be incorporated into management reporting for optimizing deployments and understanding the true amount of 
work being done by your organization. 

Workflow-generated tasks help to enforce business processes in the system. Administrators can create workflows that will ensure that no 
steps are left out of a given process.  

Preferred functionality 
Ability for an assignment to be stand-alone or part of an active investigation 

Task assignments can be generated and assigned on a stand-alone basis, or as part of set of tasks assigned for a particular active 
investigation. 

Provide workflow allowing for the assigned individual to report back on the outcome and status of the assignment 

Users can check their own tasks, and supervisors can check the tasks lists for officers in their units.  

Task Status is provided as standard summary information on a Tasks list, and the list can be sorted according to this status (e.g., New, 
Started, Completed, Reviewed, Returned for rework, etc.).  

Users perform the task and record the outcome either as remarks on the task or as a report or activity log entry on the case. 
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When task assignments are marked complete, the link to that task (and the outcome/results) automatically appear on a Unit-level list of 
assignments awaiting review.  

Allow for the designation of an assignment type 

Every task assignment has a Type field with a drop down list of common task types. Drop down list options are configured for each 
customer. Task Type is provided as standard summary information on a Tasks list, and the list can be sorted according to task type. 

Provide an assignment description field 

All task assignment records include a Title field and a large Remarks field that can be used to hold assignment description and (if 
necessary) detailed instructions. 

Ability to assign multiple officers to an assignment 

NicheRMS provides equivalent functionality. Multiple officers can be assigned to the same investigation by linking them to the Incident 
record for that investigation, and this can be used to trigger a notification to each officer involved. Each officer will then be assigned specific 
tasks in relation to that investigation. 

Allow for the documentation of the assignment outcome 

The user would document the outcome by adding a report or a Activity log entry to the Incident record for the investigation. This information 
automatically appears as a result on the Task record. The assigned user can also add a concluded status using a drop down list, and add 
further remarks to the Task record itself using the Remarks field or a log entry on the Task. 

Ability to create a unique sequential number for an assignment within an active investigation 

NicheRMS is configured to automatically generate a unique task number when a new task assignment is created. NicheRMS handles the 
link between assignment and case as follows: the Task record is linked directly to the Incident record for an investigation. If you display the 
Incident record for that investigation, it includes a Tasks section lists all of the tasks related to the current Incident record. The task numbers 
for the case may not be sequential, but they are aggregated into a single list that can be filtered sorted according to user-selected criteria. 

Ability to link multiple assignments that are either stand alone or part of an investigation 

NicheRMS provides equivalent functionality. There is always a quick way to generate the particular subset of task assignments you need to 
see.  

Task assignments can be linked by being part of the same workflow, or by being linked to the same user, same unit, and/or same 
investigation. For example, Tasks that are linked to an investigation are directly available in a Tasks section on the Incident record for that 
investigation. NicheRMS also provides a detailed search view for Tasks, which provides another way for aggregating lists of related tasks.  

Ability to create recurring assignments  
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Reminder flags trigger a user notification to be created in the future. 

Ability to add attachments to assignments 
We support this in two ways:  

1. The Task record for any assignment includes a direct hyperlink to the NicheRMS record that is the subject of the task. This link 
means there is no need to attach a copy of a record for the assignee to work on. Log entries for that subject record can be added 
directly from the Task record. 

2. When the assignee follows the link to the subject record and adds a report, a log entry or other attachment, the Task record is 
automatically linked to those attachments. They appear as Results on the Task record, for easy review. 

Supplementary material: Assignment Tracking Using NicheRMS Tasking  
NicheRMS provides integrated tasking and workflows that allow police officers and management to manage and track user activities in the 
system. NicheRMS tasks, notifications, and workflows are closely related: 

Tasks provide instructions for carrying out an action. Task types are configured for each agency. Individual tasks can be created by a user 
and then allocated to another user or to a unit. Tasks can also be automatically generated and assigned by the system, for example when 
triggered as part of a multi-step workflow.  Each task includes: 

• Instructions on what needs to be done, and links to the record/report that requires work. 
• Who the task has been assigned to. 
• Date and time deadlines for when the task must be completed. 

Notifications are managed in the same way as tasks. Like tasks, they can be automatically or manually generated, and they appear in the 
same Tasks lists as tasks with a Type designation of “For your attention” or “For your information”. Notifications can be filtered, sorted and 
viewed in the same way as standard tasks. 

Workflows provide templates for sets of related tasks required to carry out a business process. Users can apply workflows manually. 
Workflows may also be triggered automatically by certain activities in the system i.e., performing a specific action in NicheRMS can 
automatically start a workflow. For more details on workflow, see our response to Requirement 19 on page 174. 

Tasks  
All workflow in NicheRMS is based on tasks being created, assigned, completed and approved. Briefly: 

• The system can send electronic instructions (tasks) to individual members or to units. 
• Tasks can be created and manually assigned by individual members and supervisors. 
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• Tasks can also be automatically generated by the system, based on structured agency-defined workflows. For example, a workflow 
can be set up to automatically require specific types of reports to be added to certain types of investigations, and will generate the 
necessary tasks for an officer assigned to the case. 

• Tasks provide a way to track and adjust workload in a unit or section. Supervisors can view lists of tasks that have been allocated to 
individual members and re-assign them, where necessary, to adjust workloads. 

• Users access the same tasks and workflows no matter what device they are using, e.g., whether from a tablet or other mobile device, 
or desktop workstation. 

• User roles control a user’s ability to create, assign, cancel or modify task details (e.g., the ability to change task priority or due 
date/time). The ability to review and approve or reject a completed task is typically limited to users in supervisor roles. 

Tasks lists for viewing tasks and notifications within NicheRMS 
Individual police users access their own personal Tasks lists available from their Home view. A personal Tasks list includes links to every 
task and notification assigned to the current user, no matter how it was created and assigned This can include tasks automatically generated 
and assigned via workflow, tasks manually created and assigned by a supervisor, and personal tasks that a user has created for 
themselves. Notifications from warning markers and flags also appear on this list. 

Supervisors have additional options. In addition to their own personal Tasks list, they can view: 
1. Unit Task lists containing tasks that must be re-assigned to unit members,  
2. Task lists for individual unit members (e.g., to assess workload of an particular staff person) and  
3. Unit Task lists containing completed tasks that are awaiting review. 

In addition, the incident record for an investigation includes a list of all of the tasks related to that case, for all members of the investigation. 

The example below shows a user’s Tasks list. However this task list behavior applies generally to all Tasks lists throughout the system. 
Features to note: 

• Tasks appear in a list that can be filtered (❶) and sorted (❷). 
• Each listed task provides basic task details (task ID, type, status, etc.), and a link to the detailed task record. Note the color-coded 

priority flag (Medium in this example). 
• You can click the pencil icon to display a task overview (❸), or click a navigation arrow (❹) to display the full task record (see page 

170 for an example). 
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❶ 

❷ 

❸ ❹ 
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Task record example 
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Active items list 
The Active items button, available on the Home view, displays list of all the incidents, intelligence or field interview records where you are 
linked as the reporting officer and the incident status is New or Active, Assigned.  

This list provides a list of links directly to database records, rather than to tasks or notifications. It is meant to provide users with quick 
access to incidents and similar records where they have been assigned, for example so that they can finish filling in a Quick Entry Form 
(QEF) that they have not submitted yet. The listed items provide a choice of options for working with the record, where available. For 
example you can choose to open it in a quick entry format, or simply select an option to add a log entry or image. 

Active items list example 
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Task records 
Users can select any item on a Tasks list to display a full task record. The task record provides: 

• Task title, status, priority and related details including date/time deadlines for completion. This section can be expanded or collapsed 
in place to show details and instructions on what needs to be done (❶). 

• Information describing where the task initiated from and who it is assigned to (❷). 
• Button options for working with the task (❸). 
• A link to one or more task subject – the record(s) that requires the work (❹). Note users may have a choice of formats for opening 

event records such as incidents. 
• Links to reports and documents that were added in response to the task (❺). 
• Logs for additional comments and notes related to this task (❻). 
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On a new task, an assigned user clicks a Start button to begin a task, and then follows a link from the Task to the record that needs the 
work. Once the work is done, the user returns to the Task and clicks the Complete and close button. Completed tasks appear on a list of 
completed Unit tasks where Supervisors can display the completed task, view the work (linked under Results), and either approve the task, 
or send it back for re-work. 

 
  

❶ 

❻ ❸ 

❷ 

❹ 

❺ 
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Req 

Status 
Requirement 19:  Workflow 
 
The proposed solution shall include workflow. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police have a vast array of responsibilities which will be tracked within the records management system.  Currently the NYSP 
operates in a heavily paper based system where reports are printed out and hand delivered from subordinate to supervisor.  This process can be time 
consuming and inefficient as reports often have to be reviewed by multiple different people in different physical locations. 
 
Examples of Preferred Functionality: 

• Allow workflow steps to be directed to the appropriate personnel based on agency defined criteria such as record type, Penal Law charge, or 
unit of assignment 

• Allow for review at multiple levels  
• Allow for submitted work to be forwarded for further review and\or returned to submitter for correction with explanation  
• Apply workflow to all areas within the system (i.e. calls for service, assignments, case management, property/evidence) 
• Allow for multiple concurrent non-linear workflows 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, limitations, and number of levels of workflow.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response - Workflow 
Overview 
NicheRMS workflows manage complex and interconnected tasks and steps in a business process. Each workflow defines a set of related 
task assignments that can be directed to appropriate personnel (or to units) based on criteria that an agency sets up as part of each 
workflow step. Customer system administrators create and maintain these workflows. As we show below, these workflows can be generated 
in parallel or in sequence as required. Different workflows can be designed for different types of incidents and other police reporting 
workflows. 
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Preferred functionality 
Allow workflow steps to be directed to the appropriate personnel based on agency defined criteria such as record type, Penal Law 
charge, or unit of assignment 

Niche allows system administrators to set up different workflow steps to generate task assignments and/or notifications for different 
personnel and units, based on agency-defined criteria. A task assignment or notification that is routed to a specific police user will appear in 
that user’s personal Tasks list with a priority and due date/time. A task assignment or notification that is routed to a unit will appear in Tasks 
list for the unit, where a supervisory or administrative user can re-assign it to an available unit member. 

Allow for review at multiple levels 

Tasks can be generated with specific reviewer requirements. Review can also be required from both a Supervisor and from the person who 
created and assigned a task. 

Allow for submitted work to be forwarded for further review and\or returned to submitter for correction with explanation 

NicheRMS allows submitted work to be forwarded for further review or returned to submitter for correction (Rework). 

Apply workflow to all areas within the system (i.e. calls for service, assignments, case management, property/evidence)  
NicheRMS workflows can be set up and applied to any business process, and can be associated with any record type in the system. 

Allow for multiple concurrent non-linear workflows 

NicheRMS workflows can be used to manage all types of workflows, from very simple 2- 3 step workflows to workflows involving multiple 
concurrent, non-linear sequences of tasks and notifications. See our examples below. 

Supplementary material: Workflows  
Workflows are a key, configurable element in NicheRMS. NicheRMS workflows will: 

• Allow the police to standardize processes for different investigation / event types 
• Reduce the effort required to generate / assign tasks  
• Support automated activity management 
• Help manage complex work processes  
• Guide users through the mandatory and optional steps required for particular jobs 

NicheRMS workflows define sequences of related tasks that can be directed to appropriate officers and units. Different workflows can be 
designed to support different types of investigations, including criminal and non-criminal Incidents as well as Intelligence and Field 
Interviews. Instead of manually generating and assigning routine tasks, a supervisor can select pre-defined workflows matching the incident 
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type. Each task in the process is part of the defined workflow and triggers other tasks later in the sequence. The goal is to ensure that no 
steps are left out of a given process, and no work is duplicated. 

Complex work processes are configured and managed using NicheRMS workflow but individual users will be guided step-by-step through 
the required mandatory and optional steps.  

Workflows are composed of a start node with one or more subsequent task nodes. A start node is the first step in a set of tasks that will be 
triggered in sequence. The generated tasks may be optional or mandatory. A single generated task can, itself, generate multiple other tasks. 
As we show in the diagram below, the same workflow can be used to generate multiple concurrent task sequences.  

The goal is to reduce the effort required to generate tasks, standardize the work process for each incident type and ensure that no important 
steps are missed. As users complete their tasks, they provide a clear audit trail as to what has or has not been done. A complete history of 
an applied workflow – for example, what tasks were assigned, who they were assigned to, and when they were completed – is automatically 
captured and stored in the Task record, the Task activity log, and in the NicheRMS Audit logs. 

 

Creating and maintaining workflow definitions 
Customer system administrators can create and modify workflows for any incident type, from minor traffic accidents and similar incidents, to 
large or serious incidents that may include multiple related incidents (e.g., murder, terrorism, natural disasters). These can be added or 
modified at any time, without involvement of the vendor or having to restart the system. 

Administrators have full control over all aspects of workflow, including setting up workflow/task triggers. NicheRMS allows workflows to be 
added, modified and managed at any time, without having to make changes to the software code or stop / re-start the system. Customer 
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administrators or other authorized users will be trained to create, modify and manage workflows in NicheRMS. The key knowledge required 
is an in-depth understanding of NYSP business processes, workflow requirements and officer/employee roles. 

In use… 
There are two ways to start a workflow:  

• A supervisor can select a workflow option for an Incident or other record associated with an investigation. At the beginning of an 
Incident, a user (typically a supervisor or an officer in charge) may apply a workflow to an Incident record to generate and assign a 
series of tasks for that incident. 

• Workflow can be triggered when certain conditions are met, for example when an officer submits a QEF for a new Incident record, 
Field Interview, Traffic ticket, Collision report or Intelligence submission.  

Supervisors and other authorized users can also add new tasks manually, in addition to the workflow-generated tasks. 

Workflows can be initiated from any database record. Each workflow definition defines where it will appear as an option in the application. 
The setting and modification of this information can be done by agency administrators if desired. In addition, workflows can be created to be 
specific to particular entity record types and/or investigation types, i.e. when the user clicks to select from a list of workflows, list will only 
include options that are relevant to the record type that user is working with. 

In use, a supervisor can click a button on the Incident record (shown next page) to display a Workflow selector (❶). The supervisor selects 
the workflow (❷).  

Depending on the workflow, this may automatically cause the correct tasks and notifications to be generated and assigned, with no further 
effort. In other cases, the supervisor will be prompted to select which officer or unit will be assigned (see next page). Note that the supervisor 
can adjust priority, due date and add additional remarks. In some cases, the assignee can be selected automatically. 

The initial workflow-generated task appears in the Tasks list for the police user or unit assigned. This happens automatically and 
immediately. The task provides details of what is required, and it includes a direct link to the existing Incident record.  
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❶ 

❷ 
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Completion of one task can cause other tasks to be generated. As with the initial workflow, some tasks and notifications will simply be 
generated and assigned. Where there are optional tasks, an investigator may see a “Workflow step” view that displays possible follow-on 
tasks. The workflow can be set up to automatically determine who the task will be assigned to, but may also be left blank to that the current 
user can determine who will be assigned. Note the area at the beginning of each title. This example is for a mandatory task. Other tasks may 
be optional, and provide a checkbox. These are optional steps that can be chosen at an investigator’s discretion. 
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Integration of tasks and workflow for investigation management 
Work in NicheRMS is driven by tasks in workflows. When an Incident or similar event record is initially generated (regardless of its source), it 
includes an initial reporting task that is automatically assigned to a unit or to a reporting officer. The initial task typically triggers a review and 
assessment of event details. If initial assessment indicates that follow-up activity is necessary, the reviewing officer can choose from a list of 
workflow options.  

Each workflow generates a coordinated set of tasks suitable for a particular type of investigation. They will be assigned to appropriate users 
to ensure that all work necessary for the investigation will be carried out effectively.  

Workflow rules can also be set up to automatically allocate follow-up activity when an Incident `record is first created. An Incident can be 
automatically routed to a specific unit based on location and type, e.g., a serious collision occurring in “Zone A” can be automatically directed 
to a “Zone A” Traffic investigation unit.  
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Within a unit, supervisors can assess the details of incoming Incidents and determine what follow-up is necessary. If further investigation or 
activity is required, supervisors can add other information, including priority and case solvability factors. They can then quickly view their unit 
members’ current assignments to check existing workloads, select an appropriate workflow, and allocate the case for further work. 

Within an investigation, supervisors have access to all investigation details from the initial generation of details in the system, through to final 
disposition. Authorized users can: 

• Review initial details as provided, and start one or more workflows that will assign investigation tasks to specific officers and other 
police personnel. 

• Receive notification as tasks are completed and require supervisory review. 
• Check progress of an investigation at any time, including all progress on assigned tasks. 
• Manually generate and assign additional tasks based on investigation type and progress. 
• Review and approve all generated reports and data entered. This includes the ability to return a task to the original user for additional 

work or correction. 

Supervisors have access to the same records and tasks as standard investigators and officers, and can follow links from the Incident record 
to check any details necessary. Supervisors may also have access to additional data that is not directly available to investigators. They can 
review officer workloads, review work done in response to assigned tasks, re-assign work, and approve work done or return it for correction. 
If necessary, they can add additional tasks or start additional workflows based on what is happening in an investigation. 
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Req 

Status 
Requirement 20:  Warrants 
 
The proposed solution shall have the ability to document warrants and all investigative steps regarding that warrant. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
Warrant management is a vital part of police operations. The New York State Criminal Procedure Law requires the documentation of warrants on an 
ongoing basis. 
 
Examples of Preferred Functionality: 

• Create a link between a warrant and the original investigation 
• Alert users to the presence of the warrant when conducting a search of the defendant, associated persons, vehicles, and property 
• Provide the ability to track multiple warrants for the same defendant across multiple jurisdictions 
• Document information such as issuing court, warrant charges, docket number, issuing judge, date issued and assigned officer 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints and limitations.   

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Warrants  
Overview 
NicheRMS manages both internal and external warrants using structured data entry forms, as we show in our supplementary material below. 
All warrants, whether for arrest warrants or search warrants, are managed within the context of the case management workflows for an 
investigation. 

Preferred functionality 
Create a link between a warrant and the original investigation 
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In the NicheRMS system, there will always be a link between (1) the warrant, (2) the Incident record for an investigation, and (3) the master 
index record for the subject person, address or vehicle. This is because all warrants are managed within the context of case management 
workflow for an investigation. 

Alert users to the presence of the warrant when conducting a search of the defendant, associated persons, vehicles, and property 

Active warrants are indicated by a Warrant flag indicator on the master index record for the person, location or vehicle. Users can be 
prompted to add this flag as a standard part of the warrant creation process.  

Provide the ability to track multiple warrants for the same defendant across multiple jurisdictions 

In NicheRMS multi-jurisdictional installations with a shared master Person record, the same Person record will include links to all warrants 
that apply to this individual, from any jurisdiction. Please see Requirement 9 (page 71) for more information. 

Document information such as issuing court, warrant charges, docket number, issuing judge, date issued and assigned officer 

Warrant documents can be configured to include these and other fields for tracking all of this information and more. Please see our 
examples below. 

Supplementary material: Warrants  
NicheRMS can manage both internal and external warrants using structured data entry forms: 

• Internal warrants can be generated from within NicheRMS. The warrant information and investigative material is added to an existing 
NicheRMS Incident record.  

• For external warrants (agency receives a Warrant from an external source), an Incident record is created to record and manage the 
external warrant and related investigation.  

Arrest warrant example 
The user starts by displaying the Incident record that is associated with the warrant. The example below shows top and bottom parts of the 
same Incident record, with links already added to relevant database records. 

If the warrant is related to an investigation that an agency is already managing, there will already be an existing Incident record. If the 
agency has received an external warrant, you may need to manually create a new Incident record to use for managing the details of the 
warrant.  

• The person who is the subject of the warrant may already be linked to the incident. If not, you will search for the master index Person 
record for subject of the warrant and add a link to them. 

• The link to the subject of the warrant provides person and address details (❶). 
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• If necessary, the Incident for the warrant can be linked to associated incidents (❷). 

  
  

❶ 
❷ 
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To add the Warrant document: 
• Display the master index Person record for the subject of the warrant and click the Add button in the Reports section to view a list of 

possible reports that can be added. 
• Select New warrant to display a Warrant form. Warrant details can be added to the form. If there is a physical document, it can be 

scanned and attached to the Warrant form in the system. 
• We show an example below. Details of the NYSP Warrant report will be configured to meet NYSP requirements, for example, to 

ensure that the Warrant report includes all your required document information including issuing court, warrant charges, docket 
number, issuing judge, date issued and assigned office. 
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Warrant assignment and execution 
Once the Warrant is added, a Warrant Supervisor is notified via workflow. The supervisor can review the Incident, consider current staff 
availability and assign the warrant accordingly. The Warrant Investigator is notified of the Warrant assignment via a task. The Investigator 
can open the Incident record from a link in the Task, and review the details. 

This is an area where the NicheRMS master index entities are very valuable. If the Warrant is for a person with a record in NicheRMS, the 
Person record provides the investigator with information on addresses, family members, known associates and previous history as a fugitive. 

The Warrant Investigator can now: 
• Review case details using the information in the warrant and available from the linked Person and Incident records. 
• Display/Print the warrant document and act on the details. 
• Add Action log entries to record the details of investigative activities and outcomes. 
• Add a Warrant flag or other flags such as a Notify if flag. 
• Add other supplementary reports related to the warrant as required, including images, video, scanned documents and audio files. 

When the Warrant is executed, the Investigator completes the Warrant task. This triggers a supervisory review process that can lead to 
generation of further workflows, depending on the type of case and its outcome.  

Other features to note 

Availability of previous information 
Warrants are added to the system and managed as part of a case management process. Because warrants are always linked to the Incident 
records used for case management, investigators have access to a complete set of linked information, and can easily check and add links to 
master index records for all involved addresses, persons, businesses/organizations, telephone numbers, vehicles and property items. After 
the case is closed, the warrant information remains available and searchable in the system. If another investigating officer is dealing with a 
warrant for the same person in future, all the details of the previous warrant and investigation are available when the investigator looks up 
the person’s name in the system. 

If your agency has had any previous contact with a person, the master index Person record will be available to investigators, and includes 
links to previous Incidents and Field Interviews, addresses, previous aliases, IDs, family members, associates, cautions and vehicles. If the 
person has been the previous subject of a warrant, the investigator can open it and see what happened last time. 

The linking functionality provided in NicheRMS also makes it easier for investigators to look for relationships. NicheRMS also includes 
mapping and link analysis functions that may be useful for investigators looking at relationships between persons, addresses and other 
entities in the system. 
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Investigator activity logs and records 
Details of warrant activities in an investigation are recorded in Action log entries. Workflows can be configured to prompt investigators to add 
pertinent information related to the warrant. The result is that warrant-related work can be consistently documented.  

Warrants are searchable 
Users can search for warrants using common fields such as Warrant type, Execution method, Issue date, Expiry date, Person, etc. 
NicheRMS provides a set of standard search options that allow users to quickly find any information that exists in the current database. If 
investigators find publicly available information outside of NicheRMS, it can be linked to the Incident record in NicheRMS to make it readily 
available to others in future, e.g., investigators can link social media ID information to a Person record. Investigators can also add links from 
an Incident record to external websites, or attach scanned electronic media to an Incident record. 

Flags 
Investigators working on a warrant can add flags to persons and addresses 
of interest. A Warrant flag can be generated directly from the Warrant form. 
The flag will automatically appear on the person’s name, wherever it 
appears in the system, for example if the person’s name appears in a list of 
search results, or in a link to another record. NicheRMS also provides other 
flag types such as Search hit and “Notify if” flags that may also be used. 
See Requirement 7 (page 53) for examples of these. 
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Req 

Status 
Requirement 21:  Arrest Processing 
 
The proposed solution shall have the ability to document arrests. 

Offered Not 
Offered 

M ☒ ☐ 

Background:   
The New York State Police currently process arrests utilizing automated (Live Scan) fingerprinting. Besides the usual biographical data obtained 
during these arrests, additional information may be generated that is useful in subsequent cases and investigations which the New York State Police 
terms as Arrest Debriefing.      
 
Examples of Preferred Functionality: 

• Ability to arrest an individual across multiple jurisdictions and attach to one, controlling case 
• Ability to assign unique arrest records for different jurisdictions to the same individual allowing for separate fingerprint transmissions 
• Ability to document arrests in accordance with NYSIBR data requirements  

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm 
• Ability to utilize the enact date and repeal date columns of the New York State coded law table to determine if the offense is applicable in 

comparison to the incident occurrence date 
• Ability to designate offenses as “attempted” and recognize its effects on degree of crime (article 110.05 – NYS Penal Law) 
• Ability to document and forward information/investigative leads generated from an arrest relative to other incidents 
• Ability to account for and track station bail  
• Ability to distinguish and control access to juvenile and adolescent offender arrests  
• Ability to define and control access to records deemed Youthful Offender status pursuant to NYS Criminal Procedure Law (CPL) 720.35  

(http://codes.lp.findlaw.com/nycode/CPL/THREE/U/720/720.35) 
• Ability to document arrest debriefings 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, limitations, and number of levels of workflow.   

Niche Technology response: see our response material immediately following this table. 

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm
http://codes.lp.findlaw.com/nycode/CPL/THREE/U/720/720.35
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Niche Technology response – Arrest Processing 
Overview 
NicheRMS provides complete support for arrests and end-to-end arrest processing from initial arrest, fingerprinting and ID, booking, custody 
and bail, through to filing package preparation. Arrest and booking functions are part of the same integrated NicheRMS system as the 
Incident, master index records and other standard RMS data. This allows maximum re-use of data without duplication. 

The NicheRMS Arrest record stores the details of an arrest. It is linked to one or more Incident records and to existing NicheRMS master 
index records. Arrest workflows can be configured to generate and assign specific tasks to ensure that agency procedures are followed and 
documented when a person is arrested. The Arrest record includes person ID and other booking and charge details. Related reports, 
documents and records can all be added or generated and linked to the arrest or to other entities linked to the arrest, such as an incident, 
person or location. These can be saved and formatted in any way the NYSP requires, and transferred to the necessary agencies. 

Preferred functionality 
Ability to arrest an individual across multiple jurisdictions and attach to one, controlling case 
This assumes that a multi-tenant NicheRMS installation will be set up for NYSP, allowing sharing of data across jurisdictions. If your 
installation is configured for a single Incident or Master Incident record, then you can arrest an individual and record arrest data related to 
charges across multiple jurisdictions. The Arrest report will be linked to the controlling Incident record. Please see Requirement 9 (page 71) 
for more information.  

A single Arrest report can support arrest and charge data for multiple incidents. For example, if a person is arrested for charges in relation to 
one Incident record, and it becomes known that they are wanted on charges in relation to other incidents, the charges for those incidents 
can all be managed within the same Arrest report. If an Arrest report has one or more charges associated with a given Incident record it will 
appear as a link on that record (so the same Arrest can appear as a linked on multiple Incident records). See below for more information. 

Ability to assign unique arrest records for different jurisdictions to the same individual allowing for separate fingerprint 
transmissions 
The same person can be associated with multiple Arrest report for crimes committed in different incidents across one or more jurisdictions. If 
master index Person records are being shared across multiple jurisdictions, the same Person record can include links to Arrest reports in 
different jurisdictions. Each Arrest report would be processed separately, but all are available as separate links on the same master index 
Person record. This is an option in any multi-tenant NicheRMS implementation. Please see Requirement 9 (page 71) for more information. 

Ability to document arrests in accordance with NYSIBR data requirements 
http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm 

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm
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NicheRMS complies with this requirement. We are already meeting IBR data requirements for other US customers, and will commit to 
making any changes required to meet NYSIBR requirements both now and in the future. 

Ability to utilize the enact date and repeal date columns of the New York State coded law table to determine if the offense is 
applicable in comparison to the incident occurrence date 

NicheRMS complies with this requirement. As a standard part of project implementation, all necessary data will be loaded into NicheRMS 
and available for use in standard charge processes. This data can be updated by customer administrators on an ongoing basis after go-live. 

Ability to designate offenses as “attempted” and recognize its effects on degree of crime (article 110.05 – NYS Penal Law) 

NicheRMS complies with this requirement. This is included in the standard fields provided for adding charge details. 

Ability to document and forward information/investigative leads generated from an arrest relative to other incidents 

NicheRMS has a number of options for supporting this, depending on the type of information or investigative lead to be generated. For 
example, one of the options for the “Notify if” flag is a “Notify if arrested”. A user can set this flag on the master index Person record for a 
person they are tracking, and will automatically be notified if that person is arrested. Officers can also send electronic FYI notifications in 
relation to other investigative leads. 

Ability to account for and track station bail 

Station bail can be set up and tracked as a standard part of arrest processing. The NicheRMS Arrest record includes options for defining bail 
and bail conditions. We also have a bail diary function for tracking appointments with defendants who are to return to a police station at a set 
date and time. 

Ability to distinguish and control access to juvenile and adolescent offender arrests 
NicheRMS has young offender/juvenile flags that will automatically be applied to an Arrest based on the offender’s date of birth. Business 
rules can be set up to automatically require different security and handling for these types of cases. 

Ability to define and control access to records deemed Youthful Offender status pursuant to NYS Criminal Procedure Law (CPL) 
720.35  (http://codes.lp.findlaw.com/nycode/CPL/THREE/U/720/720.35)  

As per the bullet point above, NicheRMS has young offender/juvenile flags that will automatically be applied based on the date of birth of the 
offender. The flag is applied to the link to the master index Person record, to the Arrest report, and to any linked reports, Incidents and Filing 
packages. Cases that involve youthful offenders can be automatically flagged in the system, and standard role-based security and other 
access controls can be used to limit which users are allowed to view and/or update this information. 

Ability to document arrest debriefings:  
Niche RMS contains an interview report that is used to capture arrest briefing information. This interview report can have a template 
embedded in it to prompt the officer to capture a particular set of information during the interview process. In addition, the process can be 

http://codes.lp.findlaw.com/nycode/CPL/THREE/U/720/720.35
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driven by defining multi-step workflows in the NicheRMS system; this allows appropriate mechanisms for alerting personnel to collect the 
interview and disseminating the information to the correct people for analysis. 

Supplementary material: Features of the NicheRMS Arrest report  
NicheRMS provides complete support for arrests from initial arrest, identification, booking, custody and bail, and flowing through to filing 
package preparation and court dispositions. Arrest reports are created and linked 
to the Incident record for a case. The Arrest report is immediately available to any 
user who is working on the case. Links to the arrest appear both on the Person 
record for the arrestee, and on the Incident record. All details related to arrests in 
a case are automatically rolled into the filing package that is later generated for 
both prosecution and the defense.  

Features of the NicheRMS Arrest report 
NicheRMS includes a multi-section Arrest report used to capture arrest 
information, as we show in the example to the right. While it may be created by an 
arresting officer, the same Arrest report can also be accessed by other personnel 
such as booking and custody officers, so they do not have to re-enter any 
information that has already been entered by an arresting officer. This gives 
police some flexibility in determining who enters the detailed arrest and booking 
information, and when.  

For example, an arresting officer may enter some information into the Arrest 
report as part of the processing that takes place at a local station before the 
arrestee is transported to a jail facility for booking. Staff at the booking facility can 
re-display the same report to add the rest of the details necessary. 

The Arrest report stores and tracks: 
• Details of the arrest (where and why a person was arrested, and by who) 
• Rights notifications 
• Which detention facility an arrestee has been taken to 
• Charge details, which can be added at any point during or following arrest 
• Arrest-specific description, including mug shots 
• Prisoner property management 
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• Arrest disposition and release details 
• Narrative of the arrest 

Associated arrests section – A single Arrest report can support arrest and charge data for multiple incidents. If the same person is to be 
charged with offenses for more than one incident, you can 
add links to the other Incidents from this same Arrest report, 
and add the separate charges for each incident. 

On the right we have provided an example of an Arrest 
details section from an Arrest report – this is displayed by 
drilling down from the main Arrest report view shown above..  

Features to note: 
• Many fields provide drop down lists of selections for 

ease of use and accuracy. Yellow fields indicate 
mandatory information that will need to be added. 
This and other data entry forms will be configured to 
reflect your own terminology and other field details. 

• Arrest details may come from data entered by 
arresting officers in the field. Other details can be 
added by other staff as the arrest is processed. 

• The system makes extensive use of links between 
records. Note the fields that link to the Incident and 
other case details (❶). 

• Note the NIBRS offense fields (❷). This section will 
be configured to meet the requirements of NYSIBR 
data requirements. 

• Management of juvenile arrests: Note the Arrest 
details provide fields specifically for the management 
and disposition of juvenile arrestees (❸). 

 
  

❷ 

❸ 

❶ 
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Charges 
Existing charges are displayed in the main view of the Arrest report (❶). Users can click the Get all charges button to retrieve charge 
information that may have been added directly to the Person record. You may also click the Add button to add more charges directly to the 
same arrest Charges added here will also appear as links on the associated Person and Incident records. 

You can click the summary for an existing charge to drill down and view detailed charge information, as we show below (❷).Complete 
charge information can be added here. 

Features to note: 
• The Code modifier field (❸) allows you to designate whether the offense was an attempt. The Offender type field (❹) allows you 

to select an offender type of Juvenile or Juvenile charged as an adult. Different data validation rules are enforced based on this 
selection. 

• Note the links provided to the Arrest and to the Incident (❺). If charges are being added for more than one Incident, secondary 
arrest and Incident IDs may be linked here. 

 
 

  

❺ 

❷ 

❹ 

❶ 

❸ 
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Charge selector field 
To add a specific charge, click or tap the Charge field to display a Charge selector (this can also be done from the Charges section of the 
Person record). It displays all the charges you have available to you and it is often a very long list. To narrow the list, start typing the letters 
of the type of the charge you are looking for. Note the Show values as of field, which can be used to limit the list of charges to the charges 
that were active as of a particular date. 
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Offender information recorded in the Arrest record 
The Arrest report automatically inherits detailed information about an offender, based on the link to the Person record. As part of the Arrest 
record, you can also add a detailed physical description that is specific to the current arrest. 

An existing description is displayed in the main view of the Arrest report (❶). If a description does not already appear you can click the Add 
button to add one. The same Description section also appears on master index Person records. 

You can click the summary for an existing description to drill down and view detailed charge information, as we show below (❷).Complete 
charge information can be added here. 

Features to note: 
• A detailed set of descriptive fields appears (❸). If this person has previous descriptions with the police, details of the most recent 

description are automatically filled in so that all you have to do is check and update details. 

 
 

 

 
  

❷ 

❶ 

❸ 
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Adding digital photos 
NicheRMS can store an unlimited number of digital mug shot images for each Person record, including scars, marks and tattoos. Digital 
photos are added as part of a detailed description, which can be added either as part of an Arrest report or directly to a Person record. 
Saved photos are stored in the database. They can be printed, exported, or included in a photo line-up. 

• The Person description details includes sections for Images and for Marks, each with its own Add button. The Images section is for 
standard mug shots. The Marks section stores details of scars, marks and tattoos. 

• To add a photo, click or tap the Add button and follow on-screen instructions to add standard photos. You can add an existing digital 
photograph to the NicheRMS database by importing it from a hard drive location or other source (e.g., digital camera, scanner).  
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Arrest Debriefing 
The NicheRMS Arrest report includes a Narrative section that can be used to hold Arrest Debriefing information: 

 

Interview report 
In addition, NicheRMS contains an interview report that can be used to capture the arrest briefing information. This interview report can have 
a template embedded in it to prompt the officer to capture a particular set of information during the interview process. Additional data fields 
and options can be added to this existing report as needed and multiple data entry templates can be defined.  

Interview reports can either be added as part of arrest or on their own. If the Incident has an interview report, a link to this report will appear 
on any related Arrest and/or Person record, and on the Incident record for the investigation. If required for putting together a filing package 
for prosecution, it can also be rolled over into the Filing package. Users with the correct role and ACL permissions will see the link to the 
report and can open it for viewing and any follow-up work necessary (but note that security settings on the report can restrict who sees it). 
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Interview reports can also be linked to documents and to audio or video files.  
• Documents can be linked directly to the Interview record. 
• If any audio or video files are stored as physical items (e.g., tapes/CDs/DVDs stored as evidence), then the report can include a link 

to the property records that describe the item and where it is stored.  
• If the audio or video files are stored in a data warehouse on the network, the interview report can be linked to the file itself (e.g., via 

URL to the data location). 

Typically, an interview and resulting documentation would form a step in a bigger workflow: the workflow would assign the interview task to 
an officer or unit. Once the interview task is marked complete, the workflow can automatically assign follow-up tasks for documentation and 
follow-up assessment. This can include altering the security classification on the information (manually or automatically) so that only 
specified people can see it. 
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Req 

Status 
Requirement 22:  Investigative Case Management 
 
The proposed solution shall provide investigative case management tools to track a case from initiation to conclusion. 

Offered Not 
Offered 

M ☒ ☐ 

Background:   
The ability to manage cases and case load is important to effective policing, the current RMS utilized by the NYSP has no case management tools.  
The NYSP has developed tools outside of the current RMS that pulls data in where it is managed.  
 
Examples of Preferred Functionality: 

• Designate a case as “no media” preventing its release to media outlets via the NYSP Newsroom 
• Reassign cases (ex. By TZS, Member, etc.) 
• Add multiple officers to a case  
• Ability to track history of all officers assigned to a case 
• Link associated cases and associated documents 
• Allow an agency to identify default cases, by statute, to specific units within their respective agencies 
• Track a closed case with property pending disposition  
• Document cases/incidents in accordance with NYSIBR data requirements  

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm 
• Attach digital media to cases (pdf, jpeg, Word, etc.) 
• Electronically gather court related documents in a case to be sent electronically or printed  
• Provide a visual, validation process for report completeness prior to submission 
• Create an electronic case folder to aggregate all relevant information to a specific case 
• Ability to assign, document, and track investigative leads and steps for a complicated major case investigation 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm
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Niche Technology response – Investigative Case Management 
Overview 
The NicheRMS Incident record is the central repository for all case information including links to all involved master index records for 
persons, addresses, vehicles, property, etc., and to all reports, warrants, arrests, charges and other related legal documents. The Incident 
record provides officers with a complete set of integrated tools for case management. We provide a detailed overview in our supplementary 
material below. 

Preferred functionality 
Designate a case as “no media” preventing its release to media outlets via the NYSP Newsroom 
NicheRMS fully supports this. These options can be used separately or in combination: 

• “No media” indicator is added as a classification on the Incident record. 
• Security can be set up on the entire case – the Incident record and all linked master index entities, reports and related arrests and 

Filing packages (or a subset of), restricting access to a subset of users. 

Reassign cases (ex. By TZS, Member, etc.) 
Cases are assigned and re-assigned using workflow and tasking. These can be used for setting an officer in charge as well as for 
assigning/re-assigning individual tasks related to a case. The same case may have many tasks assigned to a range of officers and other 
police personnel. 

Add multiple officers to a case 
Multiple officers can be added to the central Incident record being used to manage a case. This is done using standard linking; the link from 
the Incident record to the Officer’s user record includes a classification that defines the officer’s role in the case (e.g., Reporting officer, 
arresting officer, Investigator), as well as start and end dates. For example, an officer might be linked as Incident commander. If overall 
command of the investigation is reassigned, the link to the outgoing Incident commander is end-dated, and a new officer is linked and given 
the Incident commander role. 

Ability to track history of all officers assigned to a case 
The officers assigned to a case are always linked to the Officers section of the Incident record for the case. When an officer is no longer 
associated with the case, the link is end-dated. The Officers section displays currently-assigned personnel and provides a filter option for 
viewing a complete history of all officers involved in the case. 
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Link associated cases and associated documents 
The NicheRMS Incident record allows users to attach all associated reports and documents. Users can also add links from the Incident 
record to all other associated records in the database, including links to associated cases (Incidents, Field interviews, Intelligence etc.) and 
also to all associated master index entity records (persons, addresses, vehicles, property, etc.). 

Allow an agency to identify default cases, by statute, to specific units within their respective agencies 
Business rules can be set up to automatically route the Incident record for a new case to a specific unit, based on the initial details. This can 
be as simple as allocating a case based on Incident type and geographical area. For example, an Incident can be automatically routed to a 
specific unit based on location and incident type, e.g., a serious collision occurring in “Zone A” can be automatically directed to a “Zone A” 
Traffic unit.  
Background: Case management work in NicheRMS is driven by tasks in integrated workflows: when an Incident record is initially 
generated, there is an initial reporting task that is automatically assigned to a unit or to a reporting officer. The initial task triggers a review 
and assessment of Incident details. 

Track a closed case with property pending disposition 
NicheRMS includes property management options that allow property items to be closely tracked while in police possession. Each item is 
assigned to an officer (the “officer responsible”), who is automatically sent notifications when property is ready for disposal. Business rules 
can be used to prevent a case from being closed if there is property remaining to be disposed of. For more on this, see Requirement 23 on 
page 226. 

Document cases/incidents in accordance with NYSIBR data requirements 
http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm 
NicheRMS complies with this requirement. We are already meeting IBR data requirements for other US customers, and will commit to 
making any changes required to meet NYSIBR requirements both now and in the future. 

Attach digital media to cases (pdf, jpeg, Word, etc.) 
NicheRMS supports external files and digital media content in two ways: 

• Documents and photos, including bitmaps, TIFF files, PDFs, Excel and Word files can be imported and attached directly to relevant 
NicheRMS records. Once imported, users can open them directly in the app.  

• Audio and video files: Larger digital assets such as audio and video are usually stored in an external third-party Digital Asset store. 
NicheRMS stores a URL for the externally stored file which allows access directly from NicheRMS.  

Electronically gather court related documents in a case to be sent electronically or printed 
NicheRMS provides a Filing package view that is generated from the Incident record, and allows users to prepare a comprehensive set of 
charges and case documents that will be required by prosecution. Case documents can include legal documents, incident summaries and 

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm
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property/evidence reports, witness lists, etc. Much of the work for Filing package preparation takes place automatically as users add records 
and reports during an investigation. When you generate the Filing package it automatically inherits all of the reports created in relation to the 
case, and provides users with templates for organizing them. 

Provide a visual, validation process for report completeness prior to submission 
See above. NicheRMS Filing packages provide users with templates for creating a set of court documents. There is a Filing package 
assembly view that list the reports required for the current case. Missing items appear as place-holders, so that users can easily see which 
reports are missing. 

Create an electronic case folder to aggregate all relevant information to a specific case 
See above. We provide master Incident records for managing very large cases and operations. In addition, NicheRMS Filing packages are 
used to automatically aggregate all relevant court documents for a specific case. Please see the Supplementary material below for examples 
with screen shots. 

Ability to assign, document, and track investigative leads and steps for a complicated major case investigation 
NicheRMS manages these using integrated workflows, tasks and Action log entries within master Incident records (used for managing very 
large cases and operations).  

Much of the work is workflow-driven. For example, an officer may be assigned via task to interview a witness. This will result in an Interview 
report that is linked to the case, and the officer’s supervisor can be prompted to review the interview. Further steps may result from 
information provided in the interview, leading to further task assignment. The details of all assessments, decisions and rationale are 
recorded as detailed Action log entries. Please see the Supplementary material below for examples with screen shots. 
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Supplementary material: Investigative Case Management in Niche RMS  
The NicheRMS system supports the following functional areas:  

• Crime reporting and case management 
• Field interviews 
• Intelligence  
• Task/workflow management  
• Public protection/Missing persons 
• Warrants, arrests and custody 
• Property/evidence management 
• Role-Based Access Control and Access 

Control List security (RBAC and ACL) 

• Records administration  
• Licenses and permits  
• Briefing  
• Intelligent Assistant/ integrated computer-based training 
• Use of Force reporting 
• Filing package creation and management 
• Crime analysis: management reporting, map integration 
• Interfaces to state and federal systems, interface toolkit 
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NicheRMS Incident records are the central repository for all case information, and they include links the master index records for all persons, 
addresses, vehicles, property involved in the case and also to all reports, warrants, arrests, charges and other related documents. The 
Incident record also provides a complete list of officer and unit task assignments. Features to note in the example below: 

• Incident details and status are provided in the Incident section at the top of the view (❶). 
• Investigative Action log entries are added and viewed using standard buttons options (❷). 
• There are standard sections for linking to involved persons, addresses, reports and other case-related details (❸).  
• Standard UI features include collapsible/expandable sections with links to data entry views and related records. Users click or tap a 

section heading to expand or collapse the details they want to see. You can also use the sidebar to display a navigation side panel. 

For a detailed overview of the user interface and standard navigation features, please see Requirement 3 on page 16. 

  

❶ 

❷ 

❸ 
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Key features for Investigation management 
NicheRMS Incident records support end-to-end management for all investigation types: 

• The Incident record is a single central hub for all information related to an investigation. 
• Related master index data is linked to the incident, i.e., re-used via linking rather than by re-typing or copying. This includes entering 

and tracking evidence and forensic submissions. 
• Flags and notifications provide further useful functionality. 
• Related reports – both internal and external – can be attached to the Incident record. 

▪ There are options for built-in reports such as Supplementary reports, Witness statements, Victim reports and Interviews, as well 
as for agency-specific forms. Warrants, arrests and charges are also recorded and linked to persons involved in the case. 

▪ Investigators can add full Modus operandi information. 
▪ External material can be scanned and attached. 

• Investigation activities are recorded and tracked using Action logs. 
• NicheRMS integrated workflows generate and assign tasks. This means: 

▪ Officers are assigned to a case by assigning them a Task that links them to the Incident and provides them with a notification.  
▪ Incident-related tasks prompt investigators or units to perform case work, such as adding more reports, cataloging and 

processing evidence, checking criminal records, checking and updating state and national databases, performing statistical 
reporting, etc.  

• Once investigative work is complete or has reached a point where files can be prepared for prosecution, all case details from the 
Incident record can be rolled into a Filing package. 

Incident records 
Incident record creation: NicheRMS Incident records provide the basis for all police RMS and case management. They can be: 

• Generated via data import from a CAD system or other external product, or  
• Generated from an officer-submitted Quick Entry Form (QEF) or  
• Created manually within NicheRMS.  

Users have easy access to view and re-use details that have already been entered, and can update them and add more reports.  

Parts of the Incident record: 
• The main Incident view includes multiple sections that can each be expanded for the user to view details.  
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• If the navigation side panel is visible, it the NicheRMS Assistant with context sensitive field help and other help sources (❶). It also 
provides a list of shortcuts to the section headings in the current record (❷). 

• Some sections provide an option to drill down into a data entry views with drop down lists and other standard data entry fields (❸). 
• Some sections provide links to existing master index records or to additional reports that are needed (❹).  
• When an Incident record is first displayed, the main Incident section shows a summary view of primary incident details. To display 

details in a data entry view (❺), click or tap the summary, as shown below. To return to the summary view, click the Check and 
close button. 

    

Button options on an Incident record 
View last CAD event: If the Incident was based on CAD data, the CAD data is automatically attached to the Incident record, where it 
remains available. Users can click View last CAD event to display the raw CAD event data as imported.  

❶ 
❺ 

❸ 
❷ 

❹ 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 208 of 317 
 

November 2018 RMS Attachment 1 
 

Check inc: This button runs a data validation check of the information that has been added to the Incident record during an investigation. If 
there is mandatory information missing, a message window will be generated, listing any outstanding reports or other data that is still 
required. 

Start workflow: This button allows authorized officers to apply a workflow to an Incident record. Workflows are used to automatically 
generate and assign tasks related to further work on an Incident. For more on this, see Requirement 19 on page 174. 

Add action entry/View action log: Officers and investigators record their investigative actions and updates as NicheRMS Action entries, 
and Tasks and business rules can be set to prompt officers to add appropriate Action entries at key points in an investigation. We provide a 
detailed example on page 67. 

Case analysis and case solvability functionality  
Case analysis is supported directly on the Incident record. 
Other useful information can be generated and tracked using 
the links between Incident records, master index records and 
reports. Examples: 
• Standard master index records are linked to the Incident 

record for the investigation with involvement 
classifications that define their relationship to the case, 
e.g., involved persons, vehicles, locations and similar 
data. 

• Physical evidence can be recorded, tracked and linked 
using master index property and vehicle records. 

• Intelligence reports and records for similar or related 
cases can be linked directly to the Incident record for a 
case. Investigators can generate pin maps of locations, 
and link analysis reports showing relationships between 
incidents and master index records. 

• The Incident record Action log provides options for 
detailed observations and analysis. 

• The Incident record includes a Concluded sub-section 
with a Case management field. This field allows users to select common solvability factors, such as “Suspect named”, “Multiple 
witnesses”, etc. Investigators assigned to the case can select options manually, or this field can be configured to update automatically 

❷ 

❶ 
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as multiple users add details to the Incident record. For example, if a vehicle record is linked to the case with an involvement of Seized, 
it may trigger the Case management field to automatically add a value of Vehicle in custody. 

• NicheRMS supports a solvability calculation (❶) based on the options selected in the Case management field (❷). This information 
can be updated as a case proceeds, and it can be used to determine which case management workflows might be appropriate. 

Links to involved master index records – basic interaction 
A NicheRMS Incident record includes a set of Involved sections that allow you to provide links to involved master index records. When you 
add a link from an Incident to a master index record, all the data included on that record immediately becomes available to the Incident 
record, with no copying or duplication.  

All the Involved master index sections work in the same way: Features to note: 
• If you click the pencil icon for the link, a link information view is displayed (❶). It shows details that describe how and why the item 

has been linked – this includes crucial classification information. You can also update basic details. Any details updated here will be 
used to update the master index record. 

• If you click the navigation arrow for an existing link (❷), the full master index record will be displayed (not shown). 
• Use the Add symbol in the section heading to add links to more records (❸). For a detailed linking example, see page 127. 
• Note that the Incident location as used for statistics is based on which address is linked to the Incident with a classification of 

Dispatch address or Incident address (not shown). 
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Officers assigned 
Officers or units who are assigned to the case are linked in the Officers section. Business rules can be configured to require that there be 
one officer linked with a designation of Incident commander. When you add an officer, you will be prompted to specify the type of 
involvement: 

 
 

❸ ❶ 

❶ ❷ 
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Incident-related reports 
Additional data entry reports that have been added to the investigation appear in the Incident Reports section (❶).  

You can follow the links to display existing reports (❷), or click the Add button and attach more reports by selecting from a menu (❸). Note 
there are separate sub-sections that provide access to case-related reports added to a person, vehicle, property item or address record that 
is linked to the Incident (❹). 

 
  

❶ 

❷ 

❸ 

❹ 
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Tasks list for the investigation 
All of the investigative tasks appear in this section. Investigators and supervisors use this section to check the list of investigative tasks 
including: 

• Tasks that are assigned and not started. 
• Tasks that are assigned and started (status of Open), but not complete yet. 
• Tasks that have been assigned, completed and are awaiting supervisor approval.  

The list can be sorted and filtered according to Due date, Task type, Priority or Status (❶), and overdue activities are clearly marked (❷). 
You can click the Add button to manually add more tasks for this particular Incident record (❸). 

 
  

❶ 

❷ 

❸ 
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Flags on an Incident 
Flags can be placed on any record in the system to trigger notifications to users. Other users can also search based on a flag, e.g., a search 
for all Robbery incidents with a Major incident flag. Flags can be obvious (e.g., an Active investigation or an Alert flag), or hidden (e.g., 
Search hit or “Notify if” flags). Obvious flags cause a red flag indicator to appear on the flagged record. Hidden flags may not appear for all 
users. For example, a user might set up a Search hit flag on a record to automatically trigger a notification any time another user searches 
for that record. For more on flags, see page 51.  

 
 

 n 
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Filing packages associated 
This section provides links to any Filing packages that are linked to this Incident record. The NicheRMS Filing package inherits all the 
Incident reports generated as part of an investigation and allows a Filing package to be generated. This eliminates duplicate data entry and 
allows Case officers to view all the information collected during the investigation. Additional case reports are generated automatically such 
as a cover sheet, index, witness and evidence lists. For more on this, please see page 220.  

  
 

 

 

 

 

 

 

 

Associated Incidents 
All incidents can be linked to multiple other related Incidents and Intelligence/Field Interviews. These are bi-directional links and are listed in 
the Associated incidents section.  
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Events 
Certain user actions (e.g., linking/unlinking involved records, adding reports, tasks, etc.) generate automatic Event logs, as shown below. 
These provide an easily accessible audit trail for key updates to the Incident record for the case. You can drill down into an Event log entry 
to view details, but they are view-only except for the Remarks field.  
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Incident MO 
Incident records include an Incident MO section. Users can click the Add button (❶) to add a new MO, or click the Navigation arrow (❷) to 
display an existing Incident MO view (❸). Like other record views, users can click a section heading to view the available details. Users can 
select the section they want from the navigation side bar, and fill in the fields that apply to the current Incident. 

Most fields provide standard drop down lists to select from. Incidents and offenders are searchable using these details. 

 
 

 

 

 

 

 
  

❶ 

❷ 

❸ 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 218 of 317 
 

November 2018 RMS Attachment 1 
 

Stats classification on an Incident record 
Incident records support the addition of standard statistical classifications for an Incident. NicheRMS supports both UCR and NIBRS 
reporting, which will be configured to meet all your statistical reporting requirements – we can support NYSIBR requirements. 

The Stats classification section (labeled NIBRS/stats below) collects standard statistical classifications for an Incident. As with the other 
parts of the system, Stats classification is designed to take advantage of data already entered, i.e., stats details can be auto-populated 
based on data already entered elsewhere in the Incident record. For examples, see below. 

NicheRMS will be configured to collect the statistical data required by your agency and generate any UCR or NIBRS reports required. 
Customers can also configure and add their own output reports.  

See below for a NIBRS incident report where the majority of the fields have been automatically filled in based on information that users have 
entered into the Incident and its related reports. Records personnel can check it, make corrections and generate any reports they need. 
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Charges 
When a person linked to the Incident record is charged with offences, links to those charges appear in the Charges section on the Incident 
record, and users can display them. Charges can be added either directly to the involved Person record or to an Arrest report for a person 
who was arrested for this investigation.  

The example below shows the Charges section in a summary view. In this example, there is just one charge linked. Like the other sections 
on the Incident record, select the charge and drill down to see more details: 
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Filing packages for prosecution 
NicheRMS provides a Filing package view that you can generate from an Incident record. It allows users to prepare a complete set of case 
documents required by a DA or other prosecution staff. Case documents can include legal documents, incident summaries and 
property/evidence reports, witness lists, etc.  

The system generates a Filing package within NicheRMS based on information already entered on or linked to an Incident record. No 
separate systems are involved. Features to note: 

• The main Filing package view includes sections that can be expanded or collapsed to view summary data and links to associated 
master index records. Users can click to drill down into the main Filing package section to add and update fielded information (❶). 

The system can be configured for the types of case files required by the customer (e.g., the Type field could be for a First 
appearance)  

• There are multiple sections with links to master index records. These sections are automatically populated based on information in 
the incident that is linked to the Incident section. This example has one linked Incident, but multiple Incidents can be linked to each 
Filing package (❷). 
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❶ 

❷ 
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Links inherited from the Incident. The Filing package 
inherits everything generated by the investigation, from the 
original Incident report onwards, eliminating duplicate data 
entry. See the example to the right. It automatically adds and 
organizes links to all the involved persons, vehicles and 
property from the Incident (❶).  

Files added to the Filing package. Users can 
create/generate specific legal documents and attach them to 
the Filing package itself (❷). 

Court Packet assembly. The Filing package generates a 
Court Packet assembly based on the reports and documents 
already created and attached to individual Incidents or to the 
Filing package window itself (❸). 

After information is collected in a Filing package, it can be 
saved, exported to a file, redacted, printed (or any 
combination of these) or transferred electronically to a 
downstream court or prosecution system.  

Overview of Filing package preparation 
Most Filing package preparation takes place automatically as users add records and reports during an investigation.  

To prepare and compile case-related information for a Filing package: 
• Ensure that complete Incident information has been added. When working from the Incident record, users will add links to all 

involved persons, businesses, organizations, addresses, vehicles and property, and classify each person or item according to 
involvement. For example, a person may be a suspect, a witness, an accused, etc. 

• Ensure that all Incident reports and supporting documents have been added. Users add all relevant reports and documents for 
each involved person or item, including Arrest reports, charges, officer reports, warrants, witness and victim statements, and so on. 
This typically happens as part of standard investigation procedures. 

• Generate the Filing package. The Incident record includes an option to create and display a Filing package for the Incident. If more 
than one Incident will be included in the same Filing package, you can add links from the Filing package to all related Incidents. The 
Filing package also allows you to automatically add and organize the links to all the involved persons, vehicles and property from the 
linked incidents. 

❶ 

❷ 
❸ 
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• Add Filing package documents and reports. The Filing 
package view allows users to automatically add existing reports 
and information from the linked Incident(s), and to create 
additional legal documents—all Filing package papers and 
documents required to support prosecution. 

• Assemble a Court packet. From the Filing package view, users 
can open a Court packet assembly window, which allows them to 
assemble and arrange all of the information currently associated 
with the Filing package.  

The example to the right shows an example of a Court packet assembly 
for a customer that is forwarding the generated files to another system. 
Customer administrators can configure templates for assembling all of 
the documents required for court. 

The process assembles and organizes all of the incident information 
including: 

• Data and reports attached to the actual incident record(s). 
• Data and reports attached to involved records linked to the 

incident(s), e.g., statements, victim reports, arrest reports and 
charges attached an involved person.  

• Reports created and attached directly to the Filing package such 
as indexes, witness and evidence lists. 

Once users have assembled the data, it can be saved, exported to a file, 
re-formatted and printed, or any combination of these. 

Assembling Court packets for multiple types of prosecution 
NicheRMS Filing package functionality can be used to assemble documents for more than one type of court case: different combinations of 
Filing package documents can be assembled into Court packets for different purposes and outside agencies. Each Court packet assembly 
can be used to automatically extract fielded information and documents stored in NicheRMS and assemble them into a coherent submission 
that may be sent, either on paper or electronically, to a person, organization or system that is outside the police agency and does not have 
access to NicheRMS.  
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Support for redaction 
Redaction is the process of removing sensitive information from a document or report before submitting it to a prosecutor, the media or any 
other external organization. NicheRMS integrates with Adobe® Acrobat Pro to allow documents to be redacted. The report or document to be 
redacted is first converted to a PDF and linked to the Filing package assembly. Users can open the PDF using Acrobat Pro and edit/redact it 
as required. The database stores both the original (un-redacted) report, and the redacted version being submitted with the assembled Court 
packet. 

 

  



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 225 of 317 
 

November 2018 RMS Attachment 1 
 

 
Req 

Status 
Requirement 23:  Property/Evidence Management  
 
The proposed solution shall have the ability to track property/evidence.  

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police take into its possession large quantities of property that must be tracked from initial entry through disposition. This property 
can be categorized as evidence, nuisance property, seized assets, found property or property retained for safe keeping. Currently the NYSP has 
approximately 100,000 pieces of property/evidence in over 200 locations including regional crime labs.  Property/evidence is currently tracked using 
paper forms.  This property frequently moves from one location to the next, for instance from a station locker to the evidence custodian, into the troop 
vault then out again to the lab. 
 
Examples of Preferred Functionality: 

• Track property in real time utilizing a barcode with the additional ability to complete a manual entry if need be  
• Bulk transfer/update of multiple items of property, potentially from multiple cases, at a time 
• Transfer/link items of property to another case 
• Create a unique user assigned alphanumeric property identifier within the same case 
• Document a reason for changes to certain agency defined property data fields after saving the record 
• Ability for a user with proper authority to delete a saved property record, with a reason for deletion 
• Ability to allow a user with proper authority to manually correct an error in the chain of custody of an item of property 
• Provide a validation process to verify mandatory fields have been completed 
• Print copies of the chain of custody for each case and for individual property items 
• Ability to print/reprint a property tag with a bar code and agency specified information from previously entered data 
• Provide an audited method for conducting a physical inventory of all items assigned to a storage location 
• Incorporate of timers/notifications (e.g., to notify appropriate users when property is eligible for release, sale, or destruction) 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 
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Niche Technology response – Property/Evidence Management  
Overview 
NicheRMS has an integrated Property Management feature that applies to all master index Property and Vehicle records. Each Property and 
Vehicle record has a Property control section that is used to track property location and status. This will allow any master index Property or 
Vehicle record to be closely tracked on an ongoing basis, from its initial addition to the system by a field officer, to through to final disposal. 
Property control functions can be applied to any item being held by police, including items lost, found, seized or gathered as evidence.  

Property officers can choose from the options listed below.  
• Tag with an ID, generate a barcode and Add to stores (can be done by officers in the field) 
• Check out a property item to a specified officer, unit or department 
• Check in a property item that has been returned 
• Move a property item to a new location 
• Provide an approval for disposal 
• Dispose of the property item 
• Add stores log entries to record details required for special handling, or to indicate inventory details such as changes to the bag 

number or seal number.  

Preferred functionality 
Track property in real time utilizing a barcode with the additional ability to complete a manual entry if need be 
NicheRMS supports generation of barcode labels for all items being held by police. The barcode is then used in all Property control 
transactions. This makes handling large volumes of physical objects efficient and accurate. Multiple objects linked to a single Incident can be 
managed in single transactions (e.g., checking multiple items in or out at the same time). The same work can be done manually, if 
necessary. 

Bulk transfer/update of multiple items of property, potentially from multiple cases, at a time 
Niche RMS allows bulk operations to be performed on multiple items of property related to multiple cases. 

Transfer/link items of property to another case 
Each property item has a master index record in the system and can be unlinked from one case and linked to another. The same item can 
be linked to multiple cases, if this is necessary. 

Create a unique user assigned alphanumeric property identifier within the same case 
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NicheRMS generates unique alphanumeric property ID numbers for all property items added to the system. The format of these IDs is 
configured during the implementation project. This ID number is used for tracking items from the time that an item is added to the system, 
through to its final disposal. 

Document a reason for changes to certain agency defined property data fields after saving the record 
Each master index Property record includes a set of data entry fields appropriate for the property type. Reasons for changing this 
information can be recorded in an Action log entry.  

Ability for a user with proper authority to delete a saved property record, with a reason for deletion 
A user with the correct role permissions can delete a saved property record, and the action is automatically captured by the auditing system. 
The reason for deletion would need to be captured either in the task used to assign the deletion, or in an Action log entry on the Incident 
record that the property item was linked to. Note that under normal circumstances, the item would be dealt with by using an option on a 
Property Disposal transaction. However if there is a need, e.g., if an item has inadvertently been added twice, an authorized user can simply 
delete it. 

Ability to allow a user with proper authority to manually correct an error in the chain of custody of an item of property 
NicheRMS provides a complete set of Property management transactions that automatically provide chain of custody data. If there is a need 
to manually correct an error, for example if an item is recorded as being in one storage location but has been found in a different storage 
location, NicheRMS provides Inventory and Information transactions that can be used to correct and explain the error. 

Provide a validation process to verify mandatory fields have been completed 
As with all master index records, the NicheRMS Property master index record includes a set of descriptive fields. Business rules define 
mandatory fields for each type of property. 

Print copies of the chain of custody for each case and for individual property items 
Standard property management transactions include Property add, Property check-out, Property check-in, Property move, Property pending 
disposal and Property disposal. There are also Property inventory and Property information transactions. Each transaction provides fields in 
a dialog pop-up that allows (and may require) electronic officer signatures. Each Property management transaction is retained as a date and 
time stamped log entry on the master index Property record, and can be used to generate a receipt that can be saved or printed. 

Ability to print/reprint a property tag with a bar code and agency specified information from previously entered data 
The Property add transaction results in generation of a unique property tag ID that can be printed as a bar code label. This can be reprinted 
as required. 

Provide an audited method for conducting a physical inventory of all items assigned to a storage location 
NicheRMS includes an inventory feature that allows a user to scan items being held in each property storage location to ensure that all items 
are physically stored in their correct locations.. 
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Incorporate of timers/notifications (e.g., to notify appropriate users when property is eligible for release, sale, or destruction) 
When a property item is added to the system using the Add property transaction, the system automatically applies a default disposal date. 
The system defaults for this are defined by customer system administrators and can be overridden by an authorized user. When a n item is 
due for disposal, a task is generated for a user who has been linked to the item as the officer responsible. That officer can then carry out a 
Disposal transaction that captures the details of how the item was disposed of (e.g., release, sale, destruction). Some items, such as drugs, 
firearms or cash, may require additional supervisory approval before they can be disposed of. 

Supplementary material: Property/Evidence Management in Niche RMS  
NicheRMS has an integrated Property Management feature that applies to all master index Property and Vehicle records. Each of these 
records includes a Property control section that is used to track property location and status. This will allow any master index Property or 
Vehicle record to be closely tracked on an ongoing basis, from its initial addition to the system by a field officer, to through to final disposal. 
Property control functions can be applied to any item being held by police, including items lost, found, seized or gathered as evidence.  

Property officers can choose from the options listed below.  
• Tag with an ID and Add to stores (can be done by officers in the field) 
• Check out a property item to a specified officer, unit or department 
• Check in a property item that has been returned 
• Move a property item to a new location 
• Provide an approval for disposal 
• Dispose of the property item 
• Add stores log entries to record details required for special handling, or to indicate inventory details such as changes to the bag 

number or seal number.  

Each Property control transaction prompts the user to fill in details. For example, an officer can display a Property record by following a link 
in an Incident record, and then click the pencil icon to display the full Property control view where they can click a button to do a Check-out 
transaction as shown below. 
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After clicking the Check-out button, the prompt requires the officer to provide details, and multiple signatures can be required. 

 
The Property record will now show that the item has a status of Out, and the button options now provide a Check-in option: 
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Similar transactions are available for: 

• Setting the officer responsible for an item 
• Moving an item to a different storage location 
• Disposing of an item 

All property control transactions for individual property or vehicle records (check out, check in, move, dispose, etc.), can also be completed 
as bulk transactions on multiple property/vehicle records at the same time, which can save officers a lot of time when working with multiple 
records that need the same transaction. 

NicheRMS can be configured to provide standard workflows for managing property, from its initial addition to the system through to disposal. 
This will ensure that the correct officers are prompted to provide updates and approvals on a timely basis. The updates can all be made 
directly on master index Property records that are linked to the Incident record. 

Property management logs 
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All details are captured in log files tracked in a Property management section on the master index Property record or Vehicle record. Each 
log file automatically records the date, time and ID of the user carrying out the transaction providing a clear and auditable trail of all police 
actions on a particular item. 

 
Property barcodes, reports and receipts 

In addition to any standard Property reports your agency requires, the system generates check-out and check-in receipts, and barcode 
labels.  

NicheRMS includes a number of standard forms and output reports that can be generated to track property and vehicles being held by 
police; customer administrators can add other reports as required. NicheRMS supports electronic signatures and can also generate letters to 
property owners or people who have found property and automatically populate them with data from the NicheRMS database. Once 
populated, these can be printed for mailing. 

NicheRMS also supports generation of barcode labels, allowing Property control transactions to be carried out using bar codes. This makes 
handling large volumes of physical objects efficient and accurate. Multiple objects linked to a single Incident can be managed in single 
transactions (e.g., checking multiple items in or out at the same time). 

Automated notifications for property disposals and related tasks 
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There are a number of settings and system parameters that can be used in order to automate tasks and notifications related to ongoing 
property management. NicheRMS can be configured to send a task or start a workflow: 

• When a checked-out property item is due to be checked back in to stores 
• When a property item is ready for disposal 

NicheRMS system parameters can also be configured to: 
• Assign a default user as Storeskeeper 
• Print a receipt by default 
• Print a barcode by default 
• Allow a move while disposal pending 
• Set the default date for expected disposal 
• Require a digital signature 

All property-related actions are fully auditable; both from the tasks that have been carried out and approved, and from the electronically-
signed property logs that result from all Property control transactions. 

Checked out property reminder notifications 

Notification tasks are generated for checked-out property items that are due to be returned.  
• Checked-out property notifications are generated and sent to the officers who checked out the property items. It is up to the officers 

to either return the property and have it checked back in or have the due back time extended.  
• To see what property they have checked out, officers can view Checked out property section that is provided on their 

Employee records. 

Storage locations 
NicheRMS allows administrators to define multiple physical storage facilities, with multiple storage locations (i.e., rooms, bins or other sub-
locations) within each storage facility. When adding a property item to the system, users can specify a storage location by selecting it from a 
list. The system also allows Property officers to perform audits of storage locations to confirm that various items are actually stored in the 
locations indicated by the system. 
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Req 

Status 
Requirement 24:  Reporting Tools 
 
The proposed solution shall provide standard reporting and advanced report creation tools. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police has a need to be able to standardize the reporting and analysis of the data it collects. The current RMS has limited 
reporting capabilities; therefore, data must be pulled from multiple sources in order to meet reporting needs.  
 
Examples of Preferred Functionality: 

• Provide standard reports  
• Provide for a report authoring environment within the system allowing for the creation of custom agency reports that can be integrated in the 

system (e.g. adding logos, changing fonts, standardize look-and-feel) 
• Provide the ability to create graphs, maps, and timelines using data from the agency’s records and GIS data 
• Allow the user to export all data in the system to standard file formats such as, CSV, Excel, Word, PDF, Text, and XML 
• Support scheduled batch reporting and the electronic delivery of reports 
• Provide ad hoc reporting functions that allow the user to create, customize, and save reports for future use  
• Provide the ability to save and share queries used to generate ad hoc reports 
• Allow 3rd party reporting tools to be used to extract data and create reports 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 
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Niche Technology response – Reporting Tools 
Overview 
NicheRMS provides all data in a single integrated database, so that all of the data in the database is available for reporting. The system 
comes with a standard set of 350+ built-in reports. As part of the project, Niche configures existing reports for each customer, and adds new 
reports based on specific customer requirements.  Agency administrators can configure and add their own reports for use. Agencies can 
also run ad hoc queries directly against the database using SQL or third-party tools.  

Preferred functionality 
Provide standard reports 
Niche’s output report definitions are loaded and stored in the NicheRMS database. NicheRMS comes with 350+ standard output reports that 
can be used as is or updated to meet customer requirements. Niche provides documentation and training that allows customer personnel to 
become self-sufficient in adding and maintaining output report templates. 

Provide for a report authoring environment within the system allowing for the creation of custom agency reports that can be 
integrated in the system (e.g. adding logos, changing fonts, standardize look-and-feel) 
Please see our response above. Output reports in NicheRMS are defined using standard XSLT files which can be modified as required to 
provide the formats, fonts and logos etc. required by the customer. Customer administrators can adjust the reports provided by Niche to 
standardize the look and feel, and can create and add their own custom reports. 

Provide the ability to create graphs, maps, and timelines using data from the agency’s records and GIS data 
Niche provides a number of options that support this within the application, for example our Link analysis report. Other output of this nature 
can be generated using custom XSLT reports, or by exporting the data to other tools. 

Allow the user to export all data in the system to standard file formats such as, CSV, Excel, Word, PDF, Text, and XML 
Data from NicheRMS can be exported into standard file formats such as CVS, text and XML. Word files can be generated using Word 
templates, and output can be printed to PDF. Note that integrations with tools such as Word and PDF require the customer to provide the 
additional software, i.e., Niche provides the integration but we do not provide Microsoft Word or a PDF tool such as Adobe Acrobat. 

Support scheduled batch reporting and the electronic delivery of reports 
NicheRMS includes a Report Runner utility that can be used to schedule standard reports to run at predetermined dates and times, e.g., 
daily, weekly, etc. Reports produced by the Report Runner can be automatically emailed to a predefined email list. This utility will support 
your batch reporting requirements. 

Provide ad hoc reporting functions that allow the user to create, customize, and save reports for future use 
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This is a standard functionality in NicheRMS. NicheRMS includes a detailed search function that allows complex queries to be set up and 
used. In addition to standard options for creating and using data entry and output reports, users can generate ad hoc reports using the 
search results from any detailed search. If there are particular searches that return results that need to be reported on regularly, these can 
be set up to run automatically and deliver the results to specified persons. 

Provide the ability to save and share queries used to generate ad hoc reports 
NicheRMS has a detailed search feature. It provides a range of drop down list and text fields that that will allow any user to quickly set up a 
detailed search based on whatever criteria they need. As an individual user, once you have set up a search that you find useful, you can 
save it for personal re-use. You can “favorite” searches that you need regularly so that they appear as options in the Favorites list in your 
Home view. In addition, system administrators and other expert users can set up and save complex searches and share them with others. 
For example, if there is a particular version of a query that you want everyone in the unit to use, you can set it up, save it, and make it 
available to a specified group of users. 

Allow 3rd party reporting tools to be used to extract data and create reports 
NicheRMS uses a standard relational database that can be accessed by many business intelligence (BI) and crime analysis tools. 
NicheRMS is compatible with all modern business intelligence products. Our existing customers are using a wide range of third-party tools to 
provide analytical and reporting outputs from NicheRMS data: these include the i2, Watson, Business Objects and Cognos tools. NicheRMS 
provides a standard interface toolkit that customers use to connect to these third-party tools. 

Supplementary material: Report Creation in NicheRMS  

Standard output reports 
NicheRMS provides a single, integrated, fully searchable database and a set of output reports that are directly useful for operational police 
reports and for crime analysis/ analytical support. Data entered into the NicheRMS database as part of everyday operations becomes part of 
a police force’s integrated data repository with no additional user effort. Many reports can be generated directly from the NicheRMS 
database, as we show in our examples below.  

NicheRMS comes with 350+ standard output reports that can be used as is or updated to meet the requirements of the NYSP. NicheRMS 
output reports: 

• Generate sets of data that are directly useful for crime analysis / analytical support, with no further processing required.  
• Are defined in XSLT, a standard reporting language, which export NicheRMS data into formatted output suitable for printing or 

export. Reports can be previewed electronically, printed or emailed. 
• Can be configured to generate a variety of formats, but they normally produce HTML, which is displayed to the user in a Web 

browser window. The HTML can include hyperlinks that navigate back to data in the system, making these reports interactive. 
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• Are created and added prior to system go-live. However, your agency personnel can add, update and end-date these reports at any 
time before or after go-live. 

Niche’s output report definitions are loaded and stored in the NicheRMS database. Niche provides documentation and training that allows 
customer personnel to become self-sufficient in adding and maintaining output report templates.  

Sample output reports provided by Niche Technology 
Niche provides a number of built-in output reports, and customers can define and add their own output reports in XSLT. Features to note: 

• Users can generate reports interactively by selecting report options from a menu. 
• NicheRMS includes a Report Runner utility that can be used to schedule standard reports to run at predetermined dates and times, 

e.g., daily, weekly, etc. Reports produced by the Report Runner can be automatically emailed to a predefined email list. 
• Reports can be generated and printed, or generated and saved to an electronic file such as an HTML file, XML or PDF.  
• Reports may be directly useful as generated; they can also be exported to a file format suitable for import into a third-party analytical 

software package.  

Operational Reports Management Reports Employee Management 

• Alert summaries 
• Court summaries 
• Criminal record summary 
• Pending charge summary 
• Witness statement/will say 
• Arrest/Custody reports 
• Missing person report 
• Sudden death report 
• Victim report 
• Ident/fingerprint report 
• Witness viewing summary 
• Person photo/Photo lineup 
• Subject profile 
• Fraudulent document report 

• Incident summaries 
• Incident statistics 
• UCR incident statistics 
• Crime statistics 
• Hazardous person summary 
• Person summary 
• Hazardous addresses  
• Juvenile non-disclosure summary 
• Arrest summaries 
• Prisoner statistics 
• Fingerprint reports  
• First court appearance report 
• Property seizures 
• Property stolen/recovered 

• Employee ID card 
• Employee case load  
• Employee charge analysis 
• Unit/section case load  
• Unit/section charge analysis 
• Department case load  
• Department charge analysis 
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• Use of Agency report 
• General incident report 
• Supplementary report 

Report automation 
NicheRMS includes a Report Runner utility that schedules standard reports to run at predetermined dates and times, e.g., daily, weekly, etc. 
Reports produced by the Report Runner can be automatically emailed to a predefined email list. No programming is involved. 

Custom output reports 
NYSP personnel can define custom output reports using the XSLT format. Output report definitions are stored in the NicheRMS database, 
and define the set of data to be generated from the database. From an end-user point of view, these custom output reports are available 
from NicheRMS report menus and they behave exactly like standard output reports.  

Existing reports (whether Niche-provided or custom) can be added, removed, modified or replaced without changing any underlying program 
code or restarting the system. Niche provides training, samples and technical support that will allow the Agency to manage these processes. 
This allows customer agencies to extract whatever data they need from the database, formatted in any way necessary, and make the report 
available as a standard option for end users. The following screen shots show examples of customer-created reports that are being run 
directly from NicheRMS. These reports can be interactive, as our examples show. 
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This customer uses a number of reports that an analyst can run to quickly identify trends, for example, the following “Major Crime Trends” 
report, which has a number of grouped UCR combinations as well as an option to select any single UCR code and review the current trend 
for that code(s).  
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Linking visualization 
NicheRMS provides a Link visualization report. It displays a graphical representation of the links between a selected record and the records 
to which it is linked. The resulting interactive view allows the user to specify what they want to see, and in what scale. 

This feature is available directly from any Incident or other event-level record where an analyst wants to check connections between 
database records. It can also be generated from a list of search results. The user can specify what types of links to include, and the depth 
(i.e., the maximum number of links from the initial record) to be displayed. The generated report also includes interactive options in for 
adjusting labels, nodes visibility, scale of the visualization, etc. 
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The NicheRMS link visualization shows entity records as labelled nodes, with lines between them to show how the records are linked. Users 
can select any record in the diagram to see the identity of the record, direct links from that record to other records, and the link type of each 
direct link. In the next example below, the user started with a person, Leopoldo Clothier as the center for the link visualization. From here the 
user can see what other incidents this person has been linked to, as well as what has been linked to those incidents. The graphic nodes 
show the record type, which has been limited to incidents and persons for this report, and the lines between the nodes show the nature of 
the relationship. The user can select any node to view further details. 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 242 of 317 
 

November 2018 RMS Attachment 1 
 

Selecting any record in the view causes the image to refocus on the selected record, though it does not reset the initial record. Right-clicking 
a record in the view opens a menu, allowing the user to open the selected record in this window or in a new window. 

Users can select a record from the visualization and drill down to see details of reports, log entries and briefings on that record. In the 
example below, once the user has clicked the option to navigate to the selected incident, the user can click the Back button on the incident 
to return to the visualization.  

 
 

 
  



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 243 of 317 
 

November 2018 RMS Attachment 1 
 

Mapping from a set of search results 
In addition to standard reports, NicheRMS provides mapping and link analysis tools that can be used directly from the list of search results. 
For simple analysis, such as pin mapping of incident locations, people, users can generate the necessary views of the information directly 
from a set of NicheRMS search results.  

NicheRMS can be integrated with the GIS/mapping software of your choice. NicheRMS can access external address validation sources or 
load map data into the internal address validation engine. 

Here is an example where a user has run a search for Motor Vehicle Collisions that match a particular profile (e.g. accidents resulting in 
injury or death). The user can use a menu option to immediately view the results on a heat map or pin map: 
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Generating and printing the reports 
NicheRMS uses standard Microsoft printing, so printing works in the same way in NicheRMS as it does with other Microsoft applications. 
The system can print both text and images, separately or combined (i.e., both attached photos and text reports that include images). 

Users can click or tap the Printer icon in the toolbar to see a list of reports available for printing: 
• The Home view provides summary report options.  
• Individual Incident records and master index entity records list the output report options for that individual record.  
• Users in different roles may see different report options. 
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• Users can also select one or more search results to generate reports based on those search results. 
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As we show in the example below, the print options window provides all of the standard Windows print options, in addition to some 
application-specific options such as Protective marking. Administrators can also set up custom output reports that allow users to select what 
data should be included in the report at the time of printing.  

Another option is to save a NicheRMS report to a file. The user can then display or save the report in an XML format, so that it can be copied 
and pasted into different software for further manipulation. 

Interaction with email systems 
NicheRMS supports integration with MAPI-compliant email clients, such as Microsoft Outlook/Exchange for report output. This capability is 
available when generating output reports, allowing users to email (rather than print) report output. For certain reports, the application 
provides buttons or right-menu operations to assemble information and email it. NicheRMS also supports server-side integration with SMTP 
email servers. 
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Ad hoc reporting based on search results 
The Navigation side panel in the NicheRMS Home view provides options for searching the NicheRMS database (❶). Briefly: 

• Users click or tap a search option to display options for searching for a particular data type. For example, Incident/Field interview 
runs displays a view for running searches for Incident and Intelligence/Field Interview records. Person allows you to search for 
master index person records, etc. 

• Each search view provides a Fast find field (❷) for running a quick unstructured search, in addition to multiple advanced options 
(❸), useful for performing the more structured searches required by analysts. 

  

❶ 
❷ 

❸ 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 248 of 317 
 

November 2018 RMS Attachment 1 
 

Advanced search options allow users to assemble data sets for reporting 
There is a separate search view for each NicheRMS record type. NicheRMS search views provided advanced options that allow users to 
search for a set of records by selecting structured data in multiple fields across multiple entities. For example, “Motor Vehicle Collisions in 
the past 30 days for Beat SP12.” When used in this way, NicheRMS searches provide analytical support with no further effort required. 

Our next example shows a Person search. Starting from the Home view, the user would start by clicking or tapping an option in the Search 
section. 

When you display a Search view, it provides a Fast find field (❶), and a set of fielded search options. Additional advanced search fields 
can be displayed by clicking a heading (❷).The system provides a broad range of search criteria for generating sets of data required for 
reporting. Each type of search provides fields for the type of record you are looking for. 

Users enter search details in the fields and click or tap Find now to run the search 
• Use a Fast find search if you are looking for a specific record or you have a specific identifier, such as the person’s name or an ID 

number. 
• Search option buttons such as Find now are provided directly on the search view (❸). Additional search options are available in the 

side panel (❹). 
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If you are unsure of the subject’s name, but have 
other information about them, e.g., gender, date of 
birth, ethnicity, etc., enter that information in the 
fields below the Fast find field. The app provides 
even more detailed search options in the Description, 
Marks/tattoos, Clothing, IDs, and Advanced search 
options sections of the search view. 

• Use Advanced options if the information you have 
is not specific enough to identify one particular 
record. Advanced searches are also useful for 
assembling a list of similar records based on multiple 
search fields. Click the heading to expand this 
section. 

Search results are returned in a Results view that can be 
used to generate an ad hoc report. All users can run 
searches and select multiple records from a list of search 
results and immediately generate reports for display, export, 
emailing or printing. We have shown a generated statistical 
report below. Reports will be configured and added to meet 
NYSP requirements. Analysts and other expert users can use these standard search options to generate and run complex queries against 
the NicheRMS database, and then use the results to generate output reports and data extracts. Users can print and export the set of search 
results for use in MS Excel or other external reporting tools. 

❸ 

❶ 

❷ 

❹ 
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Saved custom searches 
Any search can be saved for re-use: 

• Any user can set up their own searches using the standard NicheRMS searches and then save them for their own personal re-use in 
the future.  

• Analysts, expert users and system administrators can create and save complex custom searches. The resulting saved search can be 
provided to specific users and units to run. When end-users load a custom saved search, all of the search fields appear in a single 
Advanced search options section, as shown in the example below, so they can simply select the options they want and click the 
Find now button. 

The example below shows a custom search being used to search for Incident records based on incident status, date and time range, 
policing area and the involvement classification of persons linked to the incident. It has been saved and made available as a saved search 
for other users. Results will be returned as a list of links to incident records. 
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External files and digital content 
Users can attach external files, including digital media, directly to NicheRMS records including Incident records, and master index records 
such as persons, addresses, vehicles and property. The file is imported into NicheRMS and stored as an attachment to the database record. 
Once imported, users can click or tap a link to open it. The file is opened using the application associated with the file type. 

There are no restrictions on the number of files that can be added: However, if users are opening a file of a particular type, they must have 
an application installed that is capable of opening the file, e.g., Windows Media Player, Adobe Reader, Microsoft Word, Excel, etc. 

External files can also be imported in bulk using the NicheRMS Bulk Document Loader (BDL), a utility that is included with the NicheRMS 
software. A high volume scanner is typically used to scan the documents in bulk into a Windows folder. The BDL accesses the Windows 
folder and attaches the files in bulk to specified NicheRMS records.  

System administrators can set system parameters that control the acceptable file types that can be imported into NicheRMS. This prevents 
users from attaching non-standard files for which other users do not have installed viewers/editors. System parameters also control the 
acceptable size of the imported files. If the file is larger than the system parameters allow, the user is warned and the file is not imported.  

NicheRMS provides a unified user experience covering both documents and photos stored in the system, and digital assets stored in a 
Digital Asset Management system. NicheRMS supports the external files and digital media content in two ways: 

Documents and photos, including bit-maps, TIFF files, PDFs, Excel and Word files 
Users can import these and attach them directly to relevant NicheRMS records. Once imported, users can open them directly in the app. 
NicheRMS can also be interfaced to document management systems if a customer prefers not to store scanned documents in the 
NicheRMS database. It is also possible to store some documents inside NicheRMS and some outside. NicheRMS makes access to 
documents stored in NicheRMS and in external systems as similar as possible so that users do not have to be concerned with where a 
document is stored. 

Audio and video files 
Larger digital assets such as audio and video are usually stored in an external third-party Content Management System. In practice, users 
can add a link to an item stored in an external location. NicheRMS provides a URL, which allow the file to be accessed directly from 
NicheRMS. Although the limit is adjustable, Niche generally recommends that files over about 10MB in size should not be stored in the 
NicheRMS database. NicheRMS can be configured to disallow very large files from being stored in the NicheRMS database. 

When users follow a link from NicheRMS to the digital file, it will be retrieving the data from the Digital Asset Management system. This 
allows NicheRMS users to access and manage video (e.g., CCTV or body-worn video) while working in NicheRMS, and allows NicheRMS 
data export processes to export the references to the videos or the actual videos, depending on requirements of the export process and the 
capabilities of the video storage/management system being used. For the user, there isn’t much difference between accessing a document 
in the NicheRMS database and a digital asset stored in a Digital Asset Management system.  
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Req 

Status 
Requirement 25:  Searching 
 
The proposed solution shall allow the user to search any field or any combination of fields within the system. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The current New York State Police RMS has limited user friendly search capability internal to the system. 
 
Examples of Preferred Functionality: 

• Allow the user to search any field or any combination of fields within the system 
• Searches or queries that allow for exact matches, case insensitivity, date range parameters, wildcard and fuzzy search logic  
• Allow for advanced search capabilities such as sound-ex, phonetic or diminutive and common variations on names (e.g. Bill for William) 
• Provide ad hoc query capabilities that allow the user to choose fields, apply filters and define the sort order 
• Allow queries to be saved and modified 
• Allow attachments to be searched   
• Exporting search results in standard formats  
• Provide a means to restrict search results based on security settings within the agency 
• Ability to limit searches based on geographical proximity (i.e. within 30 miles of a specified location) 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 
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Niche Technology response – Searching  
Overview 
NicheRMS provides extensive search functionality that allows a user to locate data across the entire integrated system. The same Search 
NicheRMS provides powerful end-user search functionality for use by all officers, investigators and other police staff. All data across the 
entire integrated NicheRMS database is available for search, display and reporting. 

Preferred functionality 
Allow the user to search any field or any combination of fields within the system 
NicheRMS provides options for both simple and advanced searches. The NicheRMS Fast Find is used to run simple searches. For example, 
you might search based on a specific identifier, such as a person name, DOB or ID, a serial or license plate number, or a business. The 
NicheRMS Detailed search provides quick access to the mostly commonly-used fields, which users can user in any combination when 
setting up their searches. System administrators and other expert users can also create custom queries that can search any field or field 
combination in the database. If necessary these custom queries can be saved and made available to any user or group of users. 

Searches or queries that allow for exact matches, case insensitivity, date range parameters, wildcard and fuzzy search logic:  
Users can set up structured or unstructured searches that support exact matches, case insensitivity, date range parameters, wildcard 
searching and many other options, as we show in our supplementary material below. Name records can be searched using Soundex. 

Allow for advanced search capabilities such as sound-ex, phonetic or diminutive and common variations on names (e.g. Bill for 
William) 
NicheRMS provides phonetic name searching using an enhanced version of the New York State Identification and Intelligence System 
(NYSIIS) algorithm for phonetic encoding of names. When names are searched phonetically, they are matched on the phonetic encoding of 
the surname and the coded first character of the first or middle name. This match is tolerant of misspellings. Search hits are scored based 
on how closely they match the search criteria, and presented to the user in order of descending score. The system does not automatically 
find matches based on common variations on names. Instead, we provide master index Person records that allow users to add multiple 
names for the same person. If a person named William is also known as Bill, you can add “Bill” as a name variation for that person. Person 
records can be searched for using any name associated with them. 

Provide ad hoc query capabilities that allow the user to choose fields, apply filters and define the sort order 
NicheRMS provides an extensive set of search fields for every record type in the database, including Incidents, Field interviews and 
Intelligence, and for all master indices. For all detailed searches, users can choose the fields they want to base the search on, and sort the 
results using multiple criteria. See our supplementary material below for examples. 
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Allow queries to be saved and modified 
Once you have set up a NicheRMS search that you find useful, you can save it for personal re-use. You can “favorite” searches that you 
need regularly so that they appear as options in the Favorites list in your Home view.  

In addition, system administrators and other expert users can set up and save complex searches and share them with others. For example, 
if there is a particular version of a query that you want everyone in the unit to use, you can set it up, save it, and make it available to a 
specified group of users. When you display a saved search, you can modify its details, for example to adjust a date range, or to add or 
remove criteria. 

Allow attachments to be searched 
The Home view provides a Full text search option that allows you to search for attached reports based on text entered into the report. This 
will allow you to locate reports that are attached to a master index or event-level record, e.g., a Witness statement attached to a Person or 
Incident record. Full text searches supports standard search strings, wild card characters and Boolean searches. Other search qualifiers can 
be added to help narrow the search, selecting one or more specific report types, searching on report metadata such as the creating user ID, 
or a date and time range.  

Exporting search results in standard formats 
Search results are generated as a list of links to matching records. You can select multiple records from a set of search results and 
immediately generate reports for display, export, emailing or printing. Reports are typically generated as XML that can be displayed, printed 
or exported into other formats. Data from NicheRMS can also be exported into other standard file formats such as CVS, and output can be 
printed to PDF. Note that integrations with tools such as Word and PDF require the customer to provide the additional software, i.e., Niche 
provides the integration but we do not provide Microsoft Word or a PDF tool such as Adobe Acrobat. 

Provide a means to restrict search results based on security settings within the agency 
Standard security is used to filter all search results before they are returned to the user. This means that users will only see the search 
results that they are authorized to see, based on the permissions associated with their login IDs. 

Ability to limit searches based on geographical proximity (i.e. within 30 miles of a specified location) 
Detailed search options allow users to select a geographical area for a search. You can also set up an Address search based on proximity. 
For example, a search for all Addresses within a user-selected distance of a user-selected point, where the address is associated with 
particular incident types or call codes.  

Supplementary material: Searches  
Search options are provided directly on the Home view that appears when end users first log in. This view is available on all platforms and 
provides a consistent user experience regardless of the device being used. The same Search views in NicheRMS can be used to for both 
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basic and advanced searches. If NicheRMS has been interfaced with other databases, these other databases can also be included in the 
search. The goal is to allow any user to quickly set up a search using a single Search view. 

The Home view provides options for searching the NicheRMS database. Briefly: 
• The Home view provides a Fast find field at the top of the view, for quick searches based on standard data such as an ID or unique 

name (❶). 
• A Home view side panel provides extensive options selecting and running a detailed search (❷). Users select a data type, and then 

set up search options.  
• For example, incident/Field interview allows searches for crime and non-crime incidents, collisions, field interviews. Person allows 

searches for person records in the database, etc. Note that screen labels are configurable and will be changed to use New York 
State Police preferred terms.  

 
• Each detailed search option (❶) displays a search view that provides a combination of structured and unstructured search fields 

and users can select and search based on any combination of fields the need. This feature is easy to use and supports both practical 

❶ 

❷ 
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searches by operational officers (e.g., to find suspects matching a particular profile) and also the structured searches required 
by analysts. 

• Full text allows searches based on narrative text in reports, and supports Boolean searches (but does not require 
Boolean searches). 

• Favorite searches (❷) provides access to searches that a user has saved and marked as favorites.  

 
Running a basic search 
To run a basic search, the user can click or tap a search button on the Home view to display a search view, such as the Person search 
shown on the next page.  

The Fast find field (❶) is always the first search field provided in any Search view and it allows users to run quick, unstructured searches. 
The asterisk (*) can be used as a wild card character. Fast find searches are useful for locating a specific record that you know to be in the 
database, for example, a search based on a specific identifier, such as a person name, DOB or ID, a license plate, or a business name or 
telephone number. The example below shows a Person search, but the search views for the other entities in the system all work in the same 
way, providing a consistent user experience. 

❶ 

❷ 
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The user can enter a name, ID or other identifier and click Find now. The system determines what type of data the information represents 
and runs a query to retrieve the requested records from the database. Some options to note below: 

• Search buttons such as Find now (❷) and Clear search (❸) etc., are provided. Also note the options for saving a search. 
• If you have scanned a Driver’s license or other ID with a magnetic stripe reader, the Scan button allows you to fill the swiped data 

into the search fields. 

Additional search options: The Data sources section allows you to select which databases will be searched (❹) – see above for the 
screen shot. The default is Primary but others may be available to you and you can use the checkboxes to select which databases to 
search. 

The Options area (❺) allows you to set some important defaults for search domain and scope. You can also use checkboxes to set options 
that will modify the search.  

• Phonetic causes the search to look for names based on a phonetic match 
• Limit by first is used to limit the results to matches where the surname is a match and the first letter of one of the given names is 

also a match. 
• All names includes aliases in the search results.  
• Multi-search allows results from multiple searches to be combined into a single result list.  
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Search results 

As we show above, any NicheRMS user can select an option to display a detailed search view where they can set up a query using multiple 
fields, to search for existing records and reports in the database. All searches will query data across the entire, integrated NicheRMS 
database, subject to availability of a wireless network connection and the user’s role permissions. When the user clicks Find now, the 
system performs the search and displays results. Features to note: 

• The number of search results is displayed at the top of the view. There are 5 scored results in this example (❶).  
• The search results can be sorted using multiple criteria. The default is to sort by score and by name (alphabetical). But additional sort 

options can be used (❷). 

❶ 

❷ 

❸ 

❹ 

❺ 
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• Each result includes a short summary (❸). For a person search, if there is a digital photo available, it can be displayed in the search 
result. 

• You can click the expander arrow on the right side of the view for each item to display an expanded summary (❹). In our example, 
the bottom entry has been expanded to show details of this person’s involvements with police (❺). If the person has been involved in 
incidents, users can use scroll through summaries of these involvements. 

 
Navigation: The Back arrow in the toolbar returns you to the set of search criteria, where you can modify the search terms. You can also 
select a result and click Edit to drill down into the full record. The Multi-select button allows you to select multiple results for reporting. 

Security on search results: Standard security is used to filter all search results. This means that users will only see the search results that 
they are authorized to see, based on the permissions associated with their login IDs. 

Using search results for reports and data exports: Search results can be used to generate reports and data extracts that can be 
imported into a third-party analytical application. 

❷ 

❹ 

❺ 

❸ 

❶ 



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 262 of 317 
 

November 2018 RMS Attachment 1 
 

Running a detailed search using multiple fields 

Complex searches can be set up using multiple detailed search fields. Similar advanced search options are available for every record type in 
the database. In any search view, the most commonly-used search fields are presented first (❶).Users can run searches by specifying 
search options in any of the fields provided. Each heading can be expanded to display a set of point-and-click search fields that match the 
type of data you want to use. You can select fields and set up search criteria in any combination you need.  

To display a list of additional search options, click Advanced search options (❷). As we show in the sample Person search below, these 
may be extensive. They are sorted by category (bold headings). You can select any heading within a category to display search fields.  

 
Mapping from a set of search results 

In addition to standard reports, NicheRMS provides mapping and link analysis tools that can be used directly from the list of search results. 
For simple analysis, such as pin mapping of event locations, people, users can generate the necessary views of the information directly from 
a set of NicheRMS search results.  

❷ 

❶ 
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NicheRMS can be integrated with the GIS/mapping software of your choice. NicheRMS can access external address validation sources or 
load map data into the internal address validation engine. Here is an example where a user has run a search for Traffic collisions that match 
a particular profiled (e.g., accidents resulting in injury or death). The user can use a menu option to immediately view the results on a heat 
map or pin map: 

 
 

Full text searches 

When users click or tap the Full text search button on the Home view, they can search for reports based on text in a data entry report 
attached to any entity record (e.g., a report attached to a Person or incident record). 
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Users can enter a text string to be searched (❶). The system supports wild card characters and Boolean searches. Other search qualifiers 
can be added to help narrow the search, e.g., selecting one or more specific report types (❷). 

 
  

❶ 

❷ 
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Specialty searches 

The Home view provides an option for Other searches. Users can select this to display less-commonly 
required search options for specialized information. This allows users to search for specific instances of 
Custody/Arrest reports, Flags, Warnings, and Log entries. These searches, when selected, appear and 
behave in the same way as the other standard search options.  

Saved searches 

Any search can be saved for re-use. A list of saved searches is displayed when users display a details 
search view.  You can click or tap any search to run it.  

 
Individual users may set up and save any searches they find useful—their saved searches will only appear for them. Expert users and 
system administrators can set up and save complex searches and make them available to an entire unit or agency. Different searches can 
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be set up for different types of investigations/cases. This helps to prevent errors and omissions: after a complex search has been set up, 
tested and saved, no one needs to re-create it and risk missing any search criteria. 

To save a search, users begin by setting up and running a search that returns a useful set of information and that they might want to re-use. 
Once the search is working as planned, the user can click or tap the Save as option button as shown below at (❶) to display Saved search 
options. Options: 

• Enter a descriptive title into the Title (❷) field. This title will be the label for the search. 
• Click the Favorite (❸) checkbox if you want to add the search to your Home view as a favorite. 
• The Autorun when opened checkbox causes the search to run as soon as it is opened, select. You can also set auto run condition 

as described below (❹). 

Autorun conditions for latent background searches: To set up a saved search that will run automatically in the background, you can 
choose Auto run notify condition options. To use this feature, a user would set up a search with the criteria for locating the data he or she 
is waiting for, for example a suspect vehicle matching a particular description, and save it as a named search. The user can set Auto run 
notify conditions, as shown below. When the search gets results, the user will be notified and can follow up on the search results. 
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Searching external databases and data stores 

It is possible to include other databases and data stores in a search set up and run directly within NicheRMS. A search plug-in is required for 
each external database or data store that you require to be searched. NicheRMS includes a search plugin API that provides developers with 
a means of searching external systems and integrating the external system search results (including data elements not held within 
NicheRMS) into the NicheRMS UI. We already have search plug-ins for a number of systems, and others can be developed as part of this 
project. For example, in the UK a search integration with a Gazetteer is common. This is a standard type of interface and the work is well 
understood. 

It is possible to present full record results that include results from other systems. It depends on the capability of the external system, and 
requires a capable set of APIs in the target system.  

❶ 

❷ 

❸ 
❹ 
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External system search results are stylistically similar to standard NicheRMS search results, but are clearly identifiable as external results to 
avoid confusion with NicheRMS records. The search results returned will depend on the details of that data source and its integration with 
NicheRMS.  
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Req 

Status 
Requirement 26:  Crime Analysis/Analytical Support 
 
The proposed solution shall support crime analysis and analytical capabilities. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police currently perform crime analysis on the data it collects on a daily basis as an investigative tool, for statistical and tactical 
analysis, internal administrative reporting and external requests.    
 
Examples of Preferred Functionality: 

• Support the collection and reporting of information to conduct Crime Analysis (e.g. By Troop, Day of Week, Type of Offense) 
• Support reporting to satisfy NYSIBR requirements  http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm 
• Support reporting required under the Clery Act (http://clerycenter.org/jeanne-clery-act) 
• Provide validation of addresses and distinguish between addresses that have been validated and addresses that have not 
• Allow geo-coding utilizing the NYS GIS Geo-coding Service   https://gis.ny.gov/gisdata/inventories/details.cfm?DSID=1278 

http://gis.ny.gov/gisdata/inventories/details.cfm?DSID=921 
• Create graphs, charts, maps and timelines using data from the agency’s records and GIS data 
• Allow navigation between linked records within the system (calls for service, incident reports, arrests, master indices etc.) 
• Provide the ability to store the results of the analysis within the system for a time period as defined by the agency 
• Provide the ability to manually enter x and y coordinates into the proposed solution 
• Ability to interface or incorporate analytical support tools in real time, such as crime mapping software, and link-analysis (e.g. i2 Analyst’s 

Notebook), data mining, spatial and temporal tools 
• Ability to import/export and analyze call records (e.g. ADAX) 

Provide a comprehensive description of how the proposed solution satisfies the Crime Analysis requirement including capabilities, features, 
considerations, constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm
http://clerycenter.org/jeanne-clery-act
https://gis.ny.gov/gisdata/inventories/details.cfm?DSID=1278
http://gis.ny.gov/gisdata/inventories/details.cfm?DSID=921
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Niche Technology response - Crime Analysis/Analytical Support 
Overview 
Niche RMS includes a number of built-in features useful for data analysis and analytical support in general. In addition to Niche's built-in 
features and output reporting abilities, data can be exported into other file formats for use with third-party analytical tools.  

Preferred functionality 
Support the collection and reporting of information to conduct Crime Analysis (e.g. By Troop, Day of Week, Type of Offense)  
NicheRMS provides a broad range of search criteria for generating sets of data required for reporting. It collects and supports reporting on 
all of the data required for Crime Analysis, including filtering the data by Troop, Time, Date, Day of Week, Incident Report Number, Field 
Contact Data, Type of Offense /Section of Law). Also see our responses for Requirement 24 (Reporting Tools) on page 235. 

Support reporting to satisfy NYSIBR requirements http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm 

NicheRMS can support reporting to satisfy NYSIBR requirements. A number of our existing customers are already doing this, and we can 
assist the NYSP with configuring and formatting reports to satisfy all NYSIBR reporting requirements. Also see our responses for 
Requirement 24 (Reporting Tools) on page 235. 

Support reporting required under the Clery Act (http://clerycenter.org/jeanne-clery-act)  

NicheRMS can support the reporting required under the Clery Act (Jeanne Clery Disclosure of Campus Security Policy and Campus Crime 
Statistics Act:  20 U.S.C. § 1092). (http://clerycenter.org/jeanne-clery-act). The Niche project team will assist the NYSP with configuring and 
formatting reports to support this requirement. Also see our responses for Requirement 24 (Reporting Tools) on page 235. 

Provide validation of addresses and distinguish between addresses that have been validated and addresses that have not 

NicheRMS provides built-in address validation functionality. As we describe in Requirement 27 on page 275, NicheRMS can access external 
address validation sources or load map data into the internal address validation engine. NicheRMS maintains key location information 
suitable for address validation, mapping and designating agency-defined reporting areas. The NicheRMS address validation (NAV) function 
is loaded with the data from your GIS/mapping tool, which validates addresses as they are entered. All new addresses added to NicheRMS 
are subject to an Address verification process. Any address that has not been validated is clearly marked as unvalidated. 

Allow geo-coding utilizing the NYS GIS Geo-coding Service https://gis.ny.gov/gisdata/inventories/details.cfm?DSID=1278  
http://gis.ny.gov/gisdata/inventories/details.cfm?DSID=921 
As we describe below, NicheRMS can be integrated with the GIS/mapping software of your choice – where possible we use the same 
GIS/mapping software as the existing customer CAD/Call for Service application. We have a great deal of experience in integrating our 
product with existing geo-coding software. Also see the material provided at Requirement 27 on page 275. 

http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/ibr.htm
http://clerycenter.org/jeanne-clery-act
http://clerycenter.org/jeanne-clery-act
https://gis.ny.gov/gisdata/inventories/details.cfm?DSID=1278
http://gis.ny.gov/gisdata/inventories/details.cfm?DSID=921
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Create graphs, charts, maps and timelines using data from the agency’s records and GIS data 

Data exported from NicheRMS is commonly used to create graphs, charts, maps and timelines. For complex analysis, including 
sophisticated visualization, trend analysis and similar tasks, the content of the NicheRMS database can be efficiently used by 3rd-party 
Business Intelligence and analysis and reporting tools such as i2. Niche assists 3rd-party developers who want to create data extracts and 
analysis queries to understand the NicheRMS database. Also see our responses for Requirement 24 (Reporting Tools) on page 235. 

Allow navigation between linked records within the system (calls for service, incident reports, arrests, master indices etc.)  

The ability to easily navigate between linked records is standard, key functionality in Niche RMS. For details of how linking works, please 
see our response to Requirement 14 on page 106. 

Provide the ability to store the results of the analysis within the system for a time period as defined by the agency 

Analytical reports can be attached to relevant records in the NicheRMS database, and retained on the same basis as other data in the 
database. For example, Incident records can be set up with standard retention periods, after which appropriate personnel will be prompted 
to assess the information to see whether or not it should be purged. 

Provide the ability to manually enter x and y coordinates into the proposed solution 

The Niche RMS master index for physical addresses (Location) includes fields for recording x and y coordinates. Users can search the 
system and perform reporting based on this information. Also see the material provided at Requirement 27 on page 275. 

Ability to interface or incorporate analytical support tools in real time, such as crime mapping software, and link-analysis (e.g. i2 
Analyst’s Notebook), data mining, spatial and temporal tools 

NicheRMS fully supports the use of analytical support tools, including crime mapping software, and link-analysis (e.g., i2 Analyst’s 
Notebook), data mining, spatial and temporal tools. Note that many of our existing customers are using a reporting database. In larger 
installations, complex queries, ETL processes and bulk extracts are normally run against a replicated reporting database to avoid affecting 
interactive users. 

Ability to import/export and analyze call records (e.g. ADAX) 

NicheRMS provides master index entities for Telephone numbers and E-addresses, which are linked to other database records, such as 
Person and Business/organization records. As master index records in the database, these can have call record and connection information 
attached to them as reports. They can also be linked directly to Incident, Intelligence/Field Interview and other case-related records. The 
ability to analyze call records is typically a function for an analysis tool such as I2: NicheRMS data can be exported to other software for 
more detailed call analysis. 
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Supplementary material: Analytical support/Crime analysis 
Niche RMS includes a number of built-in features useful for data analysis and analytical support in general. In addition to Niche's built-in 
output reports, data can be queried and exported into other file formats for use with third-party analytical tools.  

Management Information and Information Analysis 
NicheRMS provides standard query and reporting tools that are useful both for operational officers – who may require this information for 
immediate operational use - and analysts, who need to search and collate data for use in identifying and analyzing trends, patterns and 
potential future crime. NicheRMS supports this by providing:  

• A single, integrated, fully searchable database. NicheRMS uses a relational database server for data storage and retrieval. It is a 
robust, modern SQL server that provides consistent, secure access for system users and can be accessed by many business 
intelligence (BI) and crime analysis tools.  

• A set of easy-to-use end-user data entry, search and reporting tools that are available out-of-the-box. Operational users have direct 
access to real-time data and can perform their own searches of this data, allowing police to make maximum use of all the data stored 
in the database. For example they can carry out a quick check of a person’s criminal history or review crimes associated with a 
particular location. 

• The ability to export data into other data stores and formats for reporting. Agencies typically extract data from the primary database, 
or a replicated reporting database, to a data warehouse and then query it using commercial business intelligence and crime analysis 
tools. For more complex analysis of NicheRMS data, including sophisticated visualization, trend analysis and similar tasks, existing 
NicheRMS agencies are using a wide range of third-party tools such as the i2, Business Objects and Cognos tools. 

Integrated database provides rich source for analysis  
NicheRMS allows for a wide range of data to be stored and associated with incident and master index entity records. This data enters the 
system as users carry out everyday tasks to report on crime incidents and work on investigations—immediately providing a rich source of 
interconnected data. It is directly useful for identifying a subset of records that may be of interest to a particular officer or analyst.  

Detailed searches can be set up very quickly using NicheRMS’s standard search tools. Because the data is being collected and organized in 
a single integrated system, users can quickly set up a search to identify a subset of records that are of interest. For example, a search for 
females, aged 13-16, flagged as vulnerable, with an address in a specified policing area.  

Some information is stored directly in the master indices. For example a master index Person record stores all of a person’s known names 
and aliases, ID numbers and physical descriptions. Flags and Cautions can be added directly to this record, and users can store person-
specific log entries and instances of police contact using a Person dossier that is linked to the Person record. Other data is added by linking 
the master index record to other records in the database. For example, Person records can be: 
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• Linked to Incidents and Intelligence/Field Interview records, with detailed involvement classifications. The system uses these links to 
automatically calculate repeat involvement information (repeat victim, repeat offender, etc.). 

• Linked to arrests, charges and disposals and Filing packages. 
• Linked to Addresses, Contacts, Vehicles, Property and Businesses/organizations (including criminal organizations and associates). 

All of this data is available for searching and reporting, both by operational users and analysts. 

Analytical support using third-party tools 
The NicheRMS database is a standard relational database that can be accessed by BI and crime analysis tools. In addition to standard 
options for viewing and printing search results, NicheRMS data can be exported into other file formats for use with third-party analytical tools 
to generate charts and graphs from the assembled data.  

Our existing customers are using a wide range of third-party tools to provide analytical and reporting outputs from NicheRMS data: these 
include the i2, Business Objects, Cognos tools and Palantir. Niche provides a standard interface toolkit that customers use to connect to 
these third-party tools. 

In order to prevent the load created by BI/intelligence queries or ETL processes from affecting interactive performance, the installation can 
be set up to replicate data from the live NicheRMS database to a Reporting Server. This is a replicated version of the live NicheRMS against 
which BI and analysis tools are run. NicheRMS data can also be extracted from primary database or replicated reporting database, to a data 
warehouse and then queried using commercial BI and crime analysis tools. 

Security 
Standard security rules apply to all search results and generated reports. Users can only view and interact with the data that they are 
authorized for. If there is data that is protected based on role-based access or Access Control List (ACL) rules, users who are not authorized 
to view it will not be able to generate or find this information, even if they specifically query for it. Note that when records are restricted by 
way of ACL, all aspects of the record are restricted in the manner designed in the ACL. This means every link between any entity and an 
incident is restricted as well as the incident itself. This restriction includes all searching and reporting whether it be by way of a GUI search or 
an XSLT report search. 

For more information and examples 
Please see our responses for Requirement 24 (Reporting Tools) on page 235. 
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Req 

Status 
Requirement 27:  Geo-Coding 
 
The proposed solution shall support real time geo-coding and address standardization. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
Geocoding is the use of technology and reference data to return a geographic coordinate when a street address is entered. Geocoding is used when 
lists of addresses need to be placed on a map, when an address is entered in an application to center a map or return information for that location, or 
any other time you have an address and a geographic coordinate is needed. The geofile is used to validate and standardize location 
and address information. It also is used to cross-reference addresses and locations with law enforcement-defined reporting areas, coordinates, ZIP 
codes, and other identifiers. The geofile contains sufficient information to ensure that an address is valid. Furthermore, it provides cross-references to 
addresses and locations using commonplace names (e.g., business names, parks, hospitals, and schools) and street aliases. It includes information 
such as direction of travel on particular streets and can identify the side of a street for a specific address. It is assumed that all addresses in RMS are 
validated using the system geofile. 
 
Examples of Preferred Functionality: 

• Validate and standardize location and address information upon entry in the RMS 
• Ability for an agency to enter and update all geofile data, including the physical address and the X/Y/Z coordinates. 
• Utilize the New York State GIS Program Office provides Geo-coding services for both geo-coding and address validation. 
• Utilize the NYS GIS Street Address Mapping (SAM) Data as the primary source for all geocoding. 

For more information regarding the NYS GIS Program Office Geocoding Services, refer to the following link:   
https://gis.ny.gov/gisdata/inventories/details.cfm?DSID=1278 

For more information regarding the NYS GIS Program Office Street Address mapping (SAM) Data, refer to the following link:   
http://gis.ny.gov/gisdata/inventories/details.cfm?DSID=921 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.   

Niche Technology response: see our response material immediately following this table. 

https://gis.ny.gov/gisdata/inventories/details.cfm?DSID=1278
http://gis.ny.gov/gisdata/inventories/details.cfm?DSID=921
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Niche Technology response – Geo-Coding  
Overview 
NicheRMS Address Verification (NAV) tables maintains store the agency’s key location reference (GIS) information data suitable for 
mapping and designating agency-defined reporting areas.  

• During the project, the NYS GIS Street Address Mapping (SAM) Data is provided to Niche. Niche compares this data against the 
existing our NAV load scripts. We either have an existing load script can be used to load the NYS GIS Street Address Mapping 
(SAM) Data or we write a new one.  

• This NAV load script is provided to NYS and the GIS data is loaded into a test system. The use of the GIS data is tested and any 
issues remediated.  

• The NAV load process is documented. As the GIS data gets periodically updated, the documented NAV load process is used 
repeatedly to update the NicheRMS NAV tables with updated GIS data.  

From the user perspective, all NicheRMS address and location records are verified against the NAV tables and the geo-coding information is 
automatically inserted into the address from the GIS data.   

Preferred functionality 
Validate and standardize location and address information upon entry in the RMS 

The NicheRMS address validation (NAV) function is loaded with the data from your GIS/mapping tool, which validates addresses as they are 
entered. 

Ability for an agency to enter and update all geofile data, including the physical address and the X/Y/Z coordinates 

Fully supported. See the overview provided above. 

Utilize the New York State GIS Program Office provides Geo-coding services for both geo-coding and address validation 
The Agency’s GIS data source is loaded and stored in the Niche Address Validation (NAV) tables which are used to verify newly created 
NicheRMS Address. This process inserts the agency’s coordinate information.   

Utilize the NYS GIS Street Address Mapping (SAM) Data as the primary source for all geocoding 
The Agency’s GIS data source is loaded and stored in the Niche Address Validation (NAV) tables which are used to verify newly created 
NicheRMS Address. This process inserts the agency’s coordinate information. 

  



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 276 of 317 
 

November 2018 RMS Attachment 1 
 

Supplementary material: Geo-Coding in NicheRMS 

Address validation  
NicheRMS maintains key location information suitable for address validation, mapping and designating agency-defined reporting areas. The 
NicheRMS address validation (NAV) function is loaded with the data from your GIS/mapping tool, which validates addresses as they are 
entered. All new addresses added to NicheRMS are subject to an Address verification process. 

In use, the user first searches the NicheRMS for the location. If there is no existing address record, a new one is created.   
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• The user clicks the Verify button to display a dialog searches the NAV tables, as we show below.   
• If there is a single perfect NAV address match, it is automatically selected.  
• If there are multiple possible matches, NicheRMS presents them to the user and they select the correct one.  
• Once selected, the GIS data is inserted into the address record.  
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Mapping 
Incidents can be mapped based on the linked incident Address and its GIS data. Here is an example where a user has run a search for 
Motor Vehicle Accidents that match a particular profile (e.g., accidents resulting in injury or death). The user can use a menu option to 
immediately view the results on a heat map or pin map: 
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Req 

Status 
Requirement 28:  Criminal Intelligence 
 
The proposed solution should provide the capability to support New York State Intelligence Center functionality. 

Offered Not 
Offered 

D ☒ ☐ 

Background: 
The New York State Intelligence Center (NYSIC) is an all-crimes, multi-agency fusion center responsible for the collection, analysis, and timely 
dissemination of criminal and counterterrorism intelligence to Federal, State, local, and tribal law enforcement agencies outside of the New York City 
area. The main objectives of the NYSIC is to consolidate statewide activities associated with preventing, investigating, and responding to criminal activity 
and terrorism; coordinate the State’s intelligence efforts; and liaison with the New York State Office of Homeland Security, and Federal, State, and local 
emergency management officials.  
 
The NYSIC provides information and support in several capacities to include but not be limited to, investigative support, strategic analysis, tactical 
analysis and report writing. 
 
Examples of Preferred Functionality: 

• The ability for NYSIC records to comply with Federal Regulations (28 CFR Part 23). https://www.iir.com/Home/28CFR_Program  
• The ability to create and label records to indicate levels of sensitivity such as sensitive, restricted, and unrestricted records 
• The ability to provide a mechanism for removing intelligence information from the system based on an agency defined timeframe 
• The ability to create link charts, timelines, case and target information packets, toll analysis, maps, and provide detailed case analysis 
• The ability to create intelligence and officer safety bulletins 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

 
  

https://www.iir.com/Home/28CFR_Program
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Niche Technology response – Criminal Intelligence 
Overview 
NicheRMS provides extensive functionality in this area. It will allow the NYSP to submit, process, sanitize and disseminate intelligence in 
compliance with all state and federal guidelines, and it has security features that allow the details of sensitive intelligence and intelligence 
sources to be protected and managed securely. One of the benefits to the NYSP of managing this type of intelligence within NicheRMS is 
the ability to easily link intelligence records to other entity records in the database, including other intelligence records, field interviews and 
criminal and non-criminal investigations, as well as to master index entity records for persons, locations, vehicles, and property. 

Preferred functionality 
The ability for NYSIC records to comply with Federal Regulations (28 CFR Part 23). https://www.iir.com/Home/28CFR_Program 
We are aware of the importance of complying with national and state-level regulations and we have met all such requirements for other 
customers. NicheRMS will provide the ability for NYSIC records to comply with all Federal Regulations, including 28 CFR Part 23 
(https://www.iir.com/Home/28CFR_Program). 

The ability to create and label records to indicate levels of sensitivity such as sensitive, restricted, and unrestricted records 

This is standard functionality in Niche RMS. The application will be configured to use the levels and terminology required by the NYSP. This 
is fully supported by our security system, as described for Requirement 12 on page 91. 

The ability to provide a mechanism for removing intelligence information from the system based on an agency defined timeframe 
Intelligence workflows can include agency-scheduled reviews and assessments regarding whether or not intelligence information should be 
removed from the system. 

The ability to create link charts, timelines, case and target information packets, toll analysis, maps, and provide detailed case 
analysis 

NicheRMS provides a detailed, multi-section Intelligence record that supports full case management of intelligence. The reports and other 
intelligence outputs listed in this requirement can be configured for the NYSP as part of the implementation project.  

The ability to create intelligence and officer safety bulletins 

NicheRMS supports this as part of intelligence workflow. For example, intelligence workflows can prompt users to generate and disseminate 
briefings, and to add Flags and Cautions to the master index records for relevant persons, places and vehicles. For more on task 
assignments and workflows, please see Requirement 18 on page 165 and Requirement 19 on page 174. 

  

https://www.iir.com/Home/28CFR_Program
https://www.iir.com/Home/28CFR_Program
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Supplementary material: Criminal Intelligence 

Criminal intelligence submissions 
NicheRMS provides a structured intelligence 
submission for officers and others to complete. It is 
available across all standard user devices, including 
mobile devices. The form provides fields with drop 
down lists that prompt officers to provide intelligence 
data. It will be configured to meet NYSP requirements. 
We will ensure that all NYSIC records will comply with 
all Federal Regulations, including 28 CFR Part 23 
(https://www.iir.com/Home/28CFR_Program). 

As you can see in the example to the right, the form 
automatically captures some details, such as date and 
time of submission, and record type. It prompts the 
user to provide the intelligence information and his / 
her evaluation of it, source details and a text report (for 
which templates may be provided. The user fills in the 
details as prompted by the form and clicks a button to 
submit the intelligence. How the submitted intelligence 
is then handled and disseminated will depend on the 
workflows you choose as part of the standard 
configuration activity.  

  

https://www.iir.com/Home/28CFR_Program
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Here is an example with some information added: 

Intelligence workflow and evaluation 
Further evaluation of the intelligence occurs after the 
intelligence is submitted. The options below are just one 
example of how the workflow could be configured.  

Once the submitting officer clicks or clicks the Submit 
button, the following sequence of events occurs: 

• The intelligence submission closes and 
automatically triggers a workflow.  

• The workflow creates an intelligence assessment 
task for an intelligence officer / analyst or unit, 
with the intelligence submission. 

• The workflow changes the access permissions 
on the Intelligence submission so that only the 
assigned officer / analyst or unit can see it.  

• The assigned intelligence officer / analyst opens 
the intelligence submission, assesses the 
information it contains, and takes appropriate 
action. For example, the officer / analyst may: 
▪ Grade individual paragraphs contained in the 

report, based on their sensitivity and 
intelligence potential. 

▪ Add links to existing entity records in the NicheRMS database. Intelligence officers can access the full range of other data 
available in the integrated system, including all available information already recorded for persons, addresses and other master 
index entities. 

▪ Add Action log entries for the resulting generated Intelligence/field Interview record. 
▪ Generate further workflow steps for investigation and both internal and external dissemination. 
▪ Update the security on the submission (e.g., adjusting ACL). 
▪ Prepare one or more sanitized versions of the intelligence report for distribution. 

• All actions taken both internally and externally are logged by the auditing system.   
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Intelligence/Field Interview records generated from submitted intelligence forms 
Once submitted, the Intelligence submission generates an Intelligence/Field Interview record in the database and triggers a workflow for 
follow-up. NicheRMS uses this type of event record for both Intelligence and for recording details of Field Interviews. This is so that if any 
information noted during a Field Interview is determined to be useful as intelligence, the intelligence can be added directly to the same 
Intelligence/Field Interview record, and the associated workflows can be started from that record.  

The original submission is attached to the Intelligence/Field Interview record as a restricted report, which an intelligence officer can open and 
provide a risk assessment: 
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Like an Incident record, an Intelligence/Field Interview record provides specific descriptive information and can be linked to all related master 
index records, reports, warrants, arrests, charges, case files and other related documents. 

The NicheRMS Intelligence/Field Interview record also enables an agency to submit, process, sanitize and disseminate Intelligence in 
compliance with legal guidelines. It has security features that allow the details of sensitive intelligence and intelligence sources to be 
protected and managed securely. One of the benefits to the NYSP of managing this type of intelligence within the integrated NicheRMS 
database will be the ability to easily link Intelligence records to other entity records in the database, including other Field 
interview/Intelligence records, Incidents, and master index records for persons, locations, vehicles, and property 

Intelligence Action log: Intelligence officers and other authorized users can document all decisions and discussions using the Action log 
provided from the Intelligence/Field Interview record. This is identical to the Action logs provided on Incident records, but designed to 
capture details of officer assessments, rationale for decisions made, comments, and activities against a particular intelligence item.  

When the Action log entries are combined with system workflows and the details of the intelligence submission itself, all activity related to 
intelligence can be captured, tracked and made available for analysis and reporting. For example, based on an intelligence officer's 
assessment of a piece of intelligence, a notification regarding part of the intelligence may be disseminated to another unit or department. 
The details of the decision-making process are captured in the Action log, and a task can be generated and assigned for a specified officer 
to prepare a sanitized version of the intelligence report to be disseminated to the other unit. 

Management of access to intelligence: The NYSP can control access to intelligence information within the system; this relies on the same 
standard security model that is used across the entire NicheRMS system. The visibility of the initial intelligence submission can be 
determined by the agency using the system of standard domains, roles and Access Control Lists (ACLs). NicheRMS is typically configured 
to allow any user to create and submit intelligence. The submission process starts a standard workflow that sets the access permissions on 
the submitted report and generates a task for an Intelligence unit.  

Once they have reviewed and assessed the information, Intelligence officers can determine how best to respond. They can release the 
information for use and adjust security settings on all or parts of an Intelligence report as they see fit. For example, they may create copies 
of the original submission, to be sanitized. The original submission remains unaltered and restricted. Each copy is restricted or unrestricted 
as per the sensitivity of its information and disseminated as required. 

CI/Source management: Confidential informant/intelligence sources are stored as master index Person records in the NicheRMS database. 
However, the parts of their Person record pertaining to their status as CIs are only visible to users with the correct role and Access Control 
List (ACL) authorizations.  

When linked to an Intelligence record as a CI, the person’s involvement and status is securely protected using NicheRMS ACLs. This means 
that if regular users look this person up in the database, they will find the Person record and can open it but none of the sensitive information 
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will appear for them. There will be no indication that this person has any connection with any Incident or Intelligence record as a CI. Only 
users who have the correct role and ACL permissions will see the confidential information on this person. 
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Req 

Status 
Requirement 29:  Sealing 
 
The proposed solution shall provide the ability to seal/unseal criminal records pursuant to court orders. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police receive sealing/unsealing orders from courts pursuant to New York State Criminal Procedure Law (CPL) Sections 160.50 
(http://codes.lp.findlaw.com/nycode/CPL/TWO/H/160/160.50), 160.55  
(http://codes.lp.findlaw.com/nycode/CPL/TWO/H/160/160.55) and 375.1 Family Court Act (http://codes.lp.findlaw.com/nycode/FCT/3/7/375.1). 
 
Sealing applies to a specific person and all mention of that person throughout the associated case record.  Access to sealed records is limited to a 
small set of an agency’s personnel.  There are some instances where sealed records may be seen by other personnel (e.g. police officer applicants).  
The sealing process within the New York State Police involves multiple units\levels throughout the agency.  The process is currently linear, 
cumbersome, time consuming and does not provide any tracking ability for the person initiating the seal. 
 
Examples of Preferred Functionality: 

• Ability to limit access to sealed records through security permissions 
• Ability to track sealing workflow for multiple users to perform steps in the process simultaneously 
• Ability to partially seal a record involving multiple defendants 
• Ability to produce reports on sealed/unsealed records 
• Allow sealed records to be counted in statistical reporting (e.g., There were 100 burglaries in 2013, 95 can be reviewed, 5 are sealed). 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Sealing 
Overview 
NicheRMS allows record to be sealed either automatically or manually. The standard NicheRMS Incident type include retention rules which 
sets default retention periods, and sealing of records. The rules are configured to meet the agency requirements as part of the 
implementation project, and take into account the type of offences and charges involved, as well as the age of the charged person. 

http://codes.lp.findlaw.com/nycode/CPL/TWO/H/160/160.50
http://codes.lp.findlaw.com/nycode/CPL/TWO/H/160/160.55
http://codes.lp.findlaw.com/nycode/FCT/3/7/375.1
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NicheRMS records can also be manually sealed as the result of a court order. 

Preferred functionality 
Ability to limit access to sealed records through security permissions 

In NicheRMS, the ability to access sealed records is based on access permissions. Different users can be allowed different levels of access. 
For example some users may be able to view sealed records for adult criminal history but not juvenile criminal history. 
Ability to track sealing workflow for multiple users to perform steps in the process simultaneously 

The retention review process tracks retention steps and decisions.  

Ability to partially seal a record involving multiple defendants 
NicheRMS supports this. Where there were multiple defendants who were jointly charged, the information can be sealed on a per-person 
basis. 

Ability to produce reports on sealed/unsealed records  
NicheRMS comes with an extensive set of standard output reports that can be used as is or updated to meet customer. Customer 
administrators can adjust the reports provided by Niche to standardize the look and feel, and can create and add their own custom reports. 
Niche provides documentation and training that allows customer personnel to become self-sufficient in adding and maintaining output report 
templates. 

Allow sealed records to be counted in statistical reporting (e.g., There were 100 burglaries in 2013, 95 can be reviewed, 5 are 
sealed)  
This is standard in NicheRMS. 
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Supplementary material: Sealing  
Every charge is added to the system using a standard Offense/charge view, as we 
show to the right. A charge can become sealed automatically based on system 
business rules, or this can be set manually. 

Sealed charges cannot be viewed by users in most standard records roles; users 
must be logged in with a designated administrative role to view sealed charges. 

Automatic sealing of charges  
In our example, note the Offender type and Non-disclosure fields on the 
Offense/charge view. NicheRMS includes an algorithm that sets a non-disclosure 
date for each charge based on this information.  

For example, non-disclosure dates can be set for:  
• Two months following the disposition date for any other non-conviction  
• Three months following the disposition date for an acquittal 
• One year following the disposition date for an absolute discharge 
• Three years following the date that conditions were met for Conditional discharge 
• Five year following the sentence completion date for an indictable conviction 
• Three years following the disposition date for a Summary conviction 
• Two years following the disposition date for an extra-judicial sanction 
• One year following the disposition date for Stay of proceedings,  

Records may also be sealed based on the Offender type.  For example, juvenile records can be sealed once the individual reaches the age 
of majority. 

Once the non-disclosure date is reached, NicheRMS will flag the charge and automatically seal it. The Sealed checkbox is selected 
indicating that this particular charge is sealed.  

A user with correct access can override this selecting the Override field and entering a new date.  
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Sealing charges manually 
A user with the correct permissions can seal charges manually by selecting the Override fields and setting the Non-disclosure date field 
manually, or by selecting the Sealed checkbox. The ability to this is typically limited to users in designated system administrator or other 
senior roles.  
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Req 

Status 
Requirement 30:  Records Request   
 
The proposed solution shall provide the ability to track and produce required records of various levels to outside 
businesses and individuals of the public and private sectors. 

Offered Not 
Offered 

D ☒ ☐ 

Background: 
The New York State Police receive requests for records pursuant to state statutes, including the Freedom of Information Law (FOIL) 
(http://www.dos.ny.gov/coog/foil2.html) and NYS Public Officers Law Article 4 Section 66-a (http://law.onecle.com/new-york/public-officers/PBO066-
A_66-A.html). 
 
Additionally, other government agencies and law enforcement entities may request criminal and non-criminal records. The majority of records 
requested reside within the records management system but some do not. Each state statute dictates processing requirements (e.g., FOIL requests 
are date sensitive).  The requests received pursuant to law are tracked.  
 
Examples of Preferred Functionality: 

• Ability to track the receipt and response to a request for records 
• Ability to create form letters in relation to requests 
• Ability to create due dates and reminders  
• Ability to redact specific information not authorized for dissemination within records 
• Ability to track fees / payments (e.g. fee amount, notification of fee, payment, date received) 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response - Records Request 
Overview 
NicheRMS manages requests for information using a non-criminal Incident type that is specifically set up to handle these types of requests. 
Upon receiving a records request, a user would create a Records Request incident in the system (e.g., an Incident record with a type 
classification of "FOIL") to hold all of the details of the request, with the requested records linked to the Incident. All related forms and reports 

http://www.dos.ny.gov/coog/foil2.html
http://law.onecle.com/new-york/public-officers/PBO066-A_66-A.html
http://law.onecle.com/new-york/public-officers/PBO066-A_66-A.html
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would also be linked to the Incident record. A workflow would be triggered to generate appropriate tasks for personnel assessing the 
request, including due dates and reminders.  

Preferred functionality 
Ability to track the receipt and response to a request for records 

NicheRMS allows an agency to record the all details regarding the received request, including request type, status, date of request, due 
date. All response details can be recorded as part of the Incident record generated to record the details of the request and response, 
including details regarding any resulting appeals and lawsuits. See the supplementary material below for an example. 

Ability to create form letters in relation to requests 
NicheRMS supports the generation of form letters using standard Word templates that can be auto-populated with data from the NicheRMS 
database.  

Ability to create due dates and reminders 
Due dates and reminders related to requests for records are generated as part of NicheRMS workflow and task assignment functionality. 

Ability to redact specific information not authorized for dissemination within records 

NicheRMS can support this by using: 
• Formatted Word templates. The NYSP can set up Word templates with fields that can be auto-populated with data from the 

NicheRMS database. These can be configured to only include the data that is allowed for dissemination. These have the benefit of 
allowing a user to edit the information in the document before locking and sending it. They are also automatically attached to the 
Request for records incident so that it is clear what was generated and sent. 

• Standard output reports. Output reports can be configured to generate a report that only includes the subset of information that is 
allowed to be disseminated. 

• Redactable PDFs. If it is necessary to generate reports that include information that is not authorized for dissemination, they can be 
printed to PDF, and then redacted within the PDF. Niche Technology provides an integration for this, but it would be up to the 
customer to provide the necessary PDF software such as Adobe Acrobat Pro. 

Ability to track fees / payments (e.g. fee amount, notification of fee, payment, date received) 

Fees can be recorded and reported on, but Niche RMS does not include any accounting functions in this area. 
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Supplementary material: Records Request Management (Freedom of Information Requests)   
In the Niche RMS, an Incident type would be specifically set up to handle these types of requests. Upon receiving a records request, a user 
would create a Records Request Incident in the system (e.g., an Incident record with a type classification of "FOIL") to hold all of the details 
of the request, with the requested records linked to the Incident. All related forms and reports would also be linked to the Incident record. 

A workflow would be triggered to generate appropriate tasks for personnel assessing the request, including due dates and reminders. Fees 
can be recorded and reported on, but Niche RMS does not include any accounting functions in this area. 

Capturing the information 
Niche Technology can assist the NYSP with configuration of an electronic form for capturing the initial information. When this type of request 
is received, the person taking the call records the basic details of the requested FOIL information, including the date and time of the request, 
and any other details that need to be provided with the request itself. 
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This can be done using a standard Incident record that 
the call-taker creates, or by using an Incident QEF. 
The Incident type will be FOIL request (or other 
preferred terminology). Once created, a workflow can 
be triggered to generate and assign the FOIL request 
to a specific individual or a unit. All task assignments 
result in task entries on users' personal Tasks list, with 
due dates, priorities and statuses. 

The assigned user(s) can open the Incident record and 
add links to any related items that are already in 
NicheRMS, such as  

• Incident records for relevant investigations 
• Field Interview and Intelligence reports 
• Master index records (e.g., person records for 

the requestor and subject(s) of the FOIL 
request, addresses, vehicles, organizations) 

Note that the same security options are available here 
as throughout the system; if there are individual 
reports or links that are sensitive, security settings can 
be applied so that these can only be accessed by 
users with the correct authorizations in the system. 

Recording actions taken 
As users work through the task assignments generated by a FOIL request workflow: 

• Details of steps taken are recorded as Action log entries for the Incident (see example below) 
• Internal reports can be created and attached to the Incident 
• External reports can be imported and attached to the Incident 
• Form letters can be generated and printed (including use of Mail Merge in Word documents, where necessary) 
• Additional workflows and tasks can be added, for example to deal with the results of lawsuits and appeals 

Note that these reporting features are not unique to FOIL requests: they are standard for all Incident and other event records, including Field 
Interviews and Intelligence reports. For more on this please see our response to Requirement 8 on page 57. 
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For more on task assignments and workflows, please see Requirement 18 on page 165 and Requirement 19 on page 174. 

 
  



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 296 of 317 
 

November 2018 RMS Attachment 1 
 

 
Req 

Status 
Requirement 31:  Minimum Retention Period / Purging Records   
 
The proposed solution shall provide the ability to set a minimum record retention or purge date for each record 
based on business rules. 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
Per New York State Police policy, a minimum record retention period is currently entered in to the Criminal Records System. These minimum 
retention periods are determined by internal policy utilizing the Penal Code Law or type of case. If a request for information is submitted for a case, 
the minimum retention period will be extended.  Currently, the NYSP maintains an index of limited information for the sole purpose to document that a 
record did once exist but has subsequently been purged. 
 
Examples of Preferred Functionality: 

• Update retention period date for a specific record 
• Produce reports indicating records that had their minimum retention period updated 
• Support purging of records with authorized user approval 
• Utilize batch processing functionality to purge records  
• Produce reports indicating records that have approaching minimum retention dates 
• Produce reports providing a list of records that are purged 
• Ability for authorized users to search and identify records as purged and view minimal record data (e.g. Case Number, Name, Incident Date, 

Arrest Date, Reporting Officer, Purge Date) 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

 
  



Office of General Services 
Procurement Services 

Group 73600 – Award 22802 
IT Umbrella Contract – Manufacturer Based 

Aggregate Agreement 18-02 - NYS Law Enforcement RMS Page 297 of 317 
 

November 2018 RMS Attachment 1 
 

Niche Technology response - Minimum Retention Period / Purging Records 
Overview 
NicheRMS provides integrated features that support an agency’s internal requirements for managing, retaining or removing data from their 
NicheRMS database. 

There are a number of options for identifying data that is eligible for purge or archive, and for managing archived data, which Niche 
Technology would be happy to discuss with the NYSP. For example, data can be archived in NicheRMS format on secondary database 
servers that have been designated as archives, or data can be exported to a third-party archiving tool. If maintained in a NicheRMS 
database, the data remains fully usable, but with restricted access. If necessary, it can be restored into the main database. 

Note the best approach to archiving or removing records that may require restoration is to not archive them at all but rather use NicheRMS 
access controls to hide them from most users. This both hides the records so that the volume of visible old information in the database is 
reduced and helps satisfy privacy and retention policies. Reactivating them is then simply a matter of changing the access controls to make 
the reactivated records visible again. 

Preferred functionality 
Update retention period date for a specific record 
As we describe below, each Incident record has a default retention period based on its incident type. The default retention period can be 
overridden by a user with the correct role permissions in the system. 

Produce reports indicating records that had their minimum retention period updated 

The NicheRMS Retention process tracks changes and the reason for changes to the retention periods. Users can search for these types of 
records. 

Support purging of records with authorized user approval 
When the retention date for a record arrives, it is flagged as being expired and ready for purging. Note that NicheRMS does not 
automatically remove any record or its associated reports when the archive/purge date arrives. Instead, it marks them as eligible for purge or 
removal. Administrators can generate a list of all the records that will be marked for removal as of a specific date, so that qualified personnel 
can identify which records can or must be physically deleted (based on legal requirements).  

Utilize batch processing functionality to purge records 
To physically remove records that are flagged for purge, system administrators must deliberately run a purge script, or manually delete the 
data after it has been reviewed. Purge scripts can be run manually, or they can be set to run automatically on a periodic basis (e.g., once a 
week). 
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Produce reports indicating records that have approaching minimum retention dates 
Administrators can generate a list of all the records that will be marked for removal as of a specific date, so that qualified personnel can 
identify which records can or must be physically deleted (based on legal requirements). 

Produce reports providing a list of records that are purged 

NicheRMS purging is currently a hard purge where the record is completely deleted from the database. If this requirement is high priority for 
NYSP, then Niche and NYSP will develop a specification and this will be implemented as part of the project.  

Ability for authorized users to search and identify records as purged and view minimal record data (e.g. Case Number, Name, 
Incident Date, Arrest Date, Reporting Officer, Purge Date) 
NicheRMS purging is currently a hard purge where the record is completely deleted from the database. If this requirement is high priority for 
NYSP, then Niche and NYSP will develop a specification and this will be implemented as part of the project. 
Another option would be to remove the data by archiving (in NicheRMS format) on separate, secondary database servers that have been 
designated as archives and to which access is restricted. If maintained in a NicheRMS database, the data remains fully usable, but with 
restricted access. If necessary, it can be restored into the main database. 

Supplementary material: Standards for Records Management (Data Retention/Removal)   

Identifying and purging expired records 
NicheRMS supports standard requirements for data retention and archiving. In summary: 

• The definition for each Incident type includes retention rules. This is usually defined during project implementation based on a 
customer’s required incident types, but customer system administrators can update this information at any time.  
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• In use, when a user creates an Incident record, the system calculates retention date for the Incident based on the incident type. This 

simply sets a default; users with the correct role permissions can manually change the retention options for a given Incident, for 
example to extend the retention time, or to mark it for long-term archival.  

• If a record is not marked for archival, when the retention date arrives, it is flagged as being expired and ready for purging. Note that 
NicheRMS does not automatically remove any record or its associated reports when the archive/purge date arrives. Instead, it marks 
them as eligible for purge or removal.  

• Administrators can generate a list of all the records that will be marked for removal as of a specific date, so that qualified personnel 
can identify which records can or must be physically deleted (based on legal requirements). This provides another opportunity to 
consider which records should be archived rather than purged.  

• To physically remove records that are flagged for purge, system administrators must deliberately run a purge script, or manually 
delete the data after it has been reviewed. Purge scripts can be run manually, or they can be set to run automatically on a periodic 
basis (e.g., once a week). 

Retention rules are defined using standard NicheRMS incident type definitions and they are not hard-coded. Once in production, customer 
system administrators can update the retention rules at any time. This allows you to adjust NicheRMS to match your internal policies for data 
retention, which may change over time. 

What is marked for purge 
Based on the archived/purge date calculated for an Incident record, the system is often configured to mark the Incident record itself, all 
reports linked to the Incident, and any master index records that would be left orphaned by removal of this Incident record (e.g., a Person 
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record with no links to anything in the database). This means that individual reports and records can be purged on the same basis as the 
Incident record that they are attached to. 

Master index records such as records for persons, addresses, vehicles, property, etc., are retained in the system for as long as they are 
linked to Incidents or other event records or master index records in the database. For example, if a Person record is linked to an Incident 
record, if that Incident is purged, and it was the only Incident this person was linked to, then that Person record may be marked for purge 
too. If the person has links to other Incidents or to Intelligence or Field Interview records still in the system, the Person record may be kept, 
but the links and reports related to the purged Incident will be removed. 

Sealing records 
NicheRMS allows selected records to be sealed, while still being retained in the system. Sealed records remain in the system, but they are 
only visible to users whose login permissions or ACL security clearance specifically allows them to view sealed information. The sealed 
information is clearly flagged as sealed so that authorized users will be aware that they are viewing sensitive information. 
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Req 

Status 
Requirement 32:  Collision Reporting  
 
The proposed solution shall provide the ability to document information on collisions in a form compatible with New 
York State Department of Motor Vehicles Requirements.  

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police currently utilize the Traffic and Criminal Software (TraCS) application to document all aspects of collision investigations.  
The NYSP utilizes bar code scanners to obtain data from driver’s license and registration documents.  NYS Department of Motor Vehicles stipulates 
the data requirements and manner in which the forms are printed. 
 
Examples of Preferred Functionality: 

• Document all aspects of fatal collisions 
• Document all aspects of commercial vehicle collisions 
• Document all aspects of snowmobile and other off-road vehicle collision 
• Create collision diagrams 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Collision Reporting 
Overview 
NicheRMS provides Collision reporting functionality using a Traffic collision Quick Entry Form (QEF). It will be configured to ensure 
compatibility with New York State Department of Motor Vehicles requirements. As with other forms of this type: 

• It is a standard multi-section QEF with options for Assistant help and navigation side panel shortcuts. 
• Where possible, officers always link to existing master index records in the database, e.g., links to master index records for existing 

persons, addresses and vehicles. 
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Officers enter collision data directly into the QEF. The Traffic collision QEF generates an Incident record in the database, where it can be 
viewed by other authorized users. All work is supported by workflows that will be configured to match your own processes. If there is 
information from a CAD, TraCS or other external system, it can be imported into NicheRMS so that the officer does not need to re-enter it. 

Preferred functionality 
Document all aspects of fatal collisions 
The standard NicheRMS Traffic collision QEF prompts officers to provide a complete set of data regarding person and vehicles involved, 
including injuries/fatalities, damage to vehicles and property and complete details of other factors in the collision. See below for an example. 

Document all aspects of commercial vehicle collisions 
The standard NicheRMS Traffic collision QEF supports documentation of all types of collisions, including commercial vehicle collisions. See 
below for an example. 

Document all aspects of snowmobile and other off-road vehicle collision 
The standard NicheRMS QEF Traffic collision supports documentation of all types of collisions, including snowmobile and other off-road 
vehicle collisions. 

Create collision diagrams 
The Traffic collision QEF allows officers to record detailed information on drivers, passengers, and any injuries sustained. The form provides 
basic vehicle damage diagrams. Niche does not provide a diagramming tool, but would connect to a diagramming tool of your choice, and 
this tool could be accessed directly from the NicheRMS QEF. Officers can also upload all photos and diagrams (scanned or produced as 
diagram output from another system). 

Supplementary material: Collision Reporting in NicheRMS  
These functions are part of NicheRMS’s overall approach to Investigative Case Management. We describe this approach in more detail in 
our response to Requirement 22 on page 201. Briefly: 

• NicheRMS provides an Incident record that is the central repository for all the information the agency has in relation to a particular 
incident, or event. An Incident record provides links to all related involved master index records (persons, addresses, vehicles, 
property, etc.), and also to all related reports, warrants, arrests, charges and other related legal documents. 

• We provide different sub-types of Incident record for different categories of incident. This approach applies to reporting for criminal 
and non-criminal incidents, field interviews, intelligence reports, collisions, e-tickets and DWI enforcement. 

• For users performing standard data entry, NicheRMS provides Quick Entry Forms (QEFs) that provide users with easy-to-use data 
entry forms for a particular data entry job – in this case, initial data entry for a collision.  
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Integration with TraCS and other third-party products 
NicheRMS can be interfaced and integrated with third-party products that police already have in use, such as the TraCS system. If a user is 
entering collision, traffic ticket or DWI reports into an existing mobile system such as TraCS, the data can be imported into NicheRMS when 
the officer completes the report. Note that it would be possible for different agencies within the NYSP to choose different options. Agencies 
already using TraCS can continue to use TraCS. Agencies that are not using TraCS or another electronic entry system could consider 
entering this data directly into an NicheRMS E-ticket or Traffic Collision QEF. 

Niche’s functionality for Collision reporting 
For customers who choose to use Niche’s built-in functionality, NicheRMS provides Quick Entry Forms (QEFs) designed for officers 
reporting on collisions, tickets and DWI enforcement.  

We have provided an example of a Traffic collision QEF below, which can be used to collect all collision data required for reporting on 
various types of collisions. Note that this is provided as an example: this form will be configured to match NYSP requirements as part of the 
implementation project. 

The Collision QEF is typically configured to prompt officers to record accident-specific details such as road conditions, weather conditions, 
locations, movement, victim details (deceased/injured) and vehicles. It can also be used to generate other traffic- and motor-vehicle-related 
reports. When the officer submits the QEF, the data is imported into the RMS database as an Incident record, where it can be viewed and 
opened by other authorized users for follow-up. Workflows can be automatically applied to assign specified users and units to follow up (e.g., 
for checking data quality and master-filing of new data into the master indices). 

Sample Traffic collision form 
Officers will begin by selecting a Quick Entry Form (QEF) directly from their Home view, as we show below (next page). 

NicheRMS uses a standard structure that is consistent across all record types.  
• When you first select the form, it appears with the navigation side panel active (❶). The side panel provides immediate feedback 

regarding errors or missing data, and shortcuts to different parts of the form. Checkmarks provide a “trail of breadcrumbs” to show 
users which sections are completed. When first opened, most sections are marked as incomplete (❷). 

• The main report view has sections that can be expanded or collapsed to display data and links to related master index records (❸). 
To display or hide summary details for a section, click or tap the section heading. 

• To add the main details of the report, click or tap the pencil icon in the main Incident section (❹). 
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❶ 

❷ 

❸ 

❹ 
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The main Incident section provides a set of standard fields for entering the main details of the collision. This type of form adapts easily to 
manage more significant collision Incidents, should this become necessary. Other features to note: 

• A unique Incident number is automatically generated and displayed (❶). 
• Yellow shading indicates mandatory fields. 
• The QEF provides a combination of drop down list fields and text fields for data entry (❷).Note the Incident type field options 

provided for motor vehicle collisions. The officer can select the option that matches the current collision type. 

  

❶ 

❷ 
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When you close the initial Incident details, the view returns to the main Incident QEF (upper and lower portions shown below).  
• Note the Incident section in the side panel now has a green checkmark, indicating that it is complete (❶).  
• The officer can now fill in the rest of the sections to provide links to associated master index entries. There is a section heading for 

each type of item that might need to be linked, each with a large button for triggering a standard “search-before-create” linking 
process. For an example of this type of search see the Master indices section (page 127). For many master index sections, the 
officer has the option of tapping a button to indicate that the section is not required (❷). 

• The officer can also add Collision details, Images, further Incident reports, Action log entries and Collision diagrams (❸). None of 
these is required for every QEF, but the form provides these as options if they are required. 
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Here are examples showing Collision details and Vehicle details. Note that our example shows an incomplete form, with messages that 
clearly show which sections require more work. 

❶ 

❷ 

❸ 
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When you drill down into the Vehicle and Collision details, the form prompts officers to provide details of injuries to persons involved, and 
damage to vehicles: 
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When the form is complete, the officer can  
• Click the Check inc. button to make sure all required information has been provided. This should also be clear from the checkmarks 

in the navigation side panel. 
• Click Submit TC to submit the QEF. The QEF generates a standard Incident record in the system and, depending on the incident 

type, will trigger follow-up workflow, e.g., supervisory review and approval. 

If necessary, an officer can save and close a QEF without submitting it. NicheRMS will generate and assign the officer a task to come back 
and finish the form.  
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Req 

Status 
Requirement 33:  Ticketing Traffic Enforcement  
 
The proposed solution shall provide the ability to document all information required for enforcement of the Vehicle 
and Traffic Laws of the State of New York 

Offered Not 
Offered 

M ☒ ☐ 

Background: 
The New York State Police currently utilize the Traffic and Criminal Software (TraCS) application to detail information regarding traffic violations, 
misdemeanors, and felonies with the ability to print from the patrol vehicle or from within in the station.  The NYSP utilizes bar code scanners to 
obtain data from driver’s license and registration documents.  NYS Department of Motor Vehicles stipulates the data requirements and manner in 
which the forms are printed. 
 
Examples of Preferred Functionality: 

• Create a NYS Uniform Traffic Ticket 
• Create a NYS traffic supporting deposition 
• Create a NYS DWI Supporting Deposition and Bill of Particulars  
• Create a DWI Report of Refusal 
• Create a DWI Felony Complaint 
• Create a DWI Lab 23D Breath Analysis Record 

Provide a comprehensive description of how the proposed solution satisfies the requirement including capabilities, features, considerations, 
constraints, and limitations.  

Niche Technology response: see our response material immediately following this table. 

Niche Technology response – Ticketing Traffic Enforcement 
Overview 
NicheRMS provides Traffic ticket and DWI reporting functionality using a Traffic ticket Quick Entry Form (QEF). It will be configured to 
support the Vehicle and Traffic Laws of the State of New York so that you can generate the tickets, reports and supporting documentation 
required by your agency. As with other forms of this type: 

• It is a standard multi-section QEF with options for Assistant help and navigation side panel shortcuts. 
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• Where possible, officers always link to existing master index records in the database, e.g., links to master index records for existing 
persons, addresses and vehicles. 

Officers enter ticket data directly into the form and issue a printed ticket. The ticket QEF generates an Incident record in the database, where 
it can be viewed by other users. All work is supported by workflows that will be configured to match your own workflows. If there is 
information from a CAD, TraCS or other external system, it can be imported into NicheRMS so that the officer does not need to re-enter it. 

Preferred functionality 
Create a NYS Uniform Traffic Ticket 

Officers will be able to create a NYS Uniform Traffic Ticket directly from NicheRMS, using a QEF that has been configured to support 
enforcement of the Vehicle and Traffic Laws of the State of New York. 

Create a NYS traffic supporting deposition 

The Traffic Ticket QEF will allow supporting Deposition Material to be added. It can be attached directly to the QEF or to the Incident record 
that is generated based on the submitted QEF. 

Create a NYS DWI Supporting Deposition and Bill of Particulars 

Officers will be able to create a NYS DWI directly from NicheRMS, using a QEF that has been configured to support enforcement of the 
Vehicle and Traffic Laws of the State of New York. The DWI form will allow Supporting Deposition and Bill of Particulars material to be 
added. It can be attached directly to the QEF or to the Incident record that is generated based on the submitted QEF. 

The QEF includes the ability to add initial details of charges and arrests, where required. All details related to roadside tests (including 
refusals), breath analysis and felony charges can be added, either to the QEF or to the generated Incident record. 

Create a DWI Report of Refusal 

The NicheRMS DWI will be configured to fully support this. See our response below. 

Create a DWI Felony Complaint 
The NicheRMS DWI will be configured to fully support this. See our response below. 

Create a DWI Lab 23D Breath Analysis Record 

The NicheRMS DWI will be configured to fully support this. See our response below. 
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Supplementary material: Ticketing and Traffic Enforcement in NicheRMS   
These functions are part of NicheRMS’s overall approach to Investigative Case Management. We describe this approach in more detail in 
our response to Requirement 22 on page 201. Briefly: 

• NicheRMS provides an Incident record that is the central repository for all the information the agency has in relation to a particular 
incident, or event. An Incident record provides links to all related involved master index records (persons, addresses, vehicles, 
property, etc.), and also to all related reports, warrants, arrests, charges and other related legal documents. 

• We provide different sub-types of Incident record for different categories of incident. This approach applies to reporting for criminal 
and non-criminal incidents, field interviews, intelligence reports, collisions, e-tickets and DWI enforcement. 

• For users performing standard data entry, NicheRMS provides Quick Entry Forms (QEFs) that provide users with easy-to-use data 
entry forms for a particular data entry job – in this case, initial data entry for a Traffic ticket or DWI.  

Integration with TraCS and other third-party products 
NicheRMS can be interfaced and integrated with third-party products that police already have in use, such as the TraCS system. If a user is 
entering collision, traffic ticket or DWI reports into an existing mobile system such as TraCS, the data can be imported into NicheRMS when 
the officer completes the report. Note that it would be possible for different agencies within the NYSP to choose different options. Agencies 
already using TraCS can continue to use TraCS. Agencies that are not using TraCS or another electronic entry system could consider 
entering this data directly into a NicheRMS E-ticket or Traffic Collision QEF. 

NicheRMS functionality for Traffic ticket and DWI reporting 
For customers who choose to use Niche’s built-in functionality, NicheRMS provides Quick Entry Forms (QEFs) designed for officers 
reporting on collisions, tickets and DWI enforcement.  

We have provided an example of a Citation QEF below, which can be used to generate traffic tickets, DWIs and supporting documentation in 
support of these requirements. Different QEFs can be provided for other types of events, e.g., traffic collisions, domestic incidents, missing 
persons, intelligence, and so on. Note that this is provided as a basic example: this form will be configured to match NYSP requirements as 
part of the implementation project. 

When the officer submits the QEF, the data is imported into the RMS database as an Incident record, where it can be viewed and opened by 
other authorized users for follow-up. Workflows can be automatically applied to assign specified users and units to follow up (e.g., for 
checking data quality and master-filing of new data into the master indices). 
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Sample Traffic ticket form 
Officers will begin by selecting a Quick Entry Form (QEF) directly from their Home view, as we show below. Our demonstration form uses 
the terminology “Citation” but the QEF for the NYSP will be configured to use all NTSP-preferred terms. 

• When you first select the form, it appears with the navigation side panel active (❶). The side panel provides immediate feedback 
regarding errors or missing data, and shortcuts to different parts of the form. Checkmarks provide a “trail of breadcrumbs” to show 
users which sections are completed. When first opened, all sections are marked as incomplete (❷). 
In our example, note the options for using the same view to add multiple tickets (New citation button) and for setting a default 
location to use in the current set of tickets (Set default location button). 

• The main report view has sections that can be expanded or collapsed to display data (❸).  
• To add the main details of the report, click or tap the pencil icon in the main Incident details section (❹). 

 
 

  

❶ 

❷ 

❸ 

❹ 
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The main Incident section provides a set of standard fields for entering the details of the ticket or DWI stop. The options will be configured to 
provide the standard NYS traffic ticket and DWI options. Features to note in this example: 

• A unique Incident number is automatically generated and displayed (❶). 
• Yellow shading indicates mandatory fields. The QEF provides a combination of drop down list fields and text fields for data entry. 

These will be configured to provide the fields required by the NYSP 
• Note the Incident type field allows you to select from a list of ticket and DWI options (❷) – the same QEF can be used for both 

traffic tickets and DWI incidents. Different data validation rules can be applied based on the Incident type selected by the officer. 

  
 

 

 

 

❶ 

❷ 
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When you close the initial Incident details, the view returns to the main Ticket QEF view:  
• Note the Incident section in the side panel now has a green checkmark, indicating that it is complete (❶).  
• The officer can now click the Person button in the Citations section to triggering a standard “search-before-create” linking process for 

the person to be ticketed. For an example of this type of search see the Master indices section (page 127). In the example below this 
has already been done and standard person data has been filled in based on the linked master index record (❷). 
Where drivers' licenses include magnetic stripe data, officers can use a portable magnetic stripe reader to streamline data entry. The 
officer can scan data from a driver's license directly into the QEF. If an interface to an external system is available, the system carries 
out a person search in the background based on the driver's license data. If the driver is already in the system, the system displays 
that information to the officer (along with addition information and warnings about that person). If the driver is not in the system, the 
driver's license data can be used to automatically create a new person record in the system. 

• Once the person is added, you can add all details related to the vehicle (❸) and offenses the person is being ticketed for (❹). 

  

❶ ❷ 

❸ 

❹ 
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Additional sections and options can be configured as required by the NYSP. When the form is complete, the officer can  
• Click the Check inc. button to make sure all required information has been provided. This should also be clear from the checkmarks 

in the navigation side panel. 
• Click Submit citation to submit the QEF. The QEF generates a standard Incident record in the system and, depending on the 

incident type, will trigger follow-up workflow, e.g., supervisory review and approval. 

If necessary, an officer can save and close a QEF without submitting it. NicheRMS will generate and assign the officer a task to come back 
and finish the form. 

 


